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1. ҟ

ἲˉ
Å1995Ц ⌠ ἌḲַא Ϯ╬ NCSA httpd 1.3 ⌠ἌḲᵑ ͙ḙ╖ᴛ Ỹ

(National Center for Supercomputing Applications: Ḉ̰̰ᵞὡ ↔ἡ )
Åῷ ἵ ≢‡ ◓Ѿ (Apache Software Foundation) ⁄Ἄ ˌḛ ⁴ Ḥ Ѥ ̑ˌSW ⌠ἌḲ ἵ ≢‡

Ѩ͖⅔ד
Å ⌠ ἌḲ╥ ♬♠ ᵑ ═♠╖ᴛ Ⱡ̑ (CSS, HTML)
Å ѻ‚ ṒΌ ͙ѫ (SSL, Proxy, ACL, Directory ♪͐Ⱡ )
Å Ϯ╥ ἌḲ⁄Ἄ ױ⁴ ҵᶉ╬ ⇔₅ (ʺỮ ᾅ ͙ѫ)

Ҋṧᵃ ÅḈө≢‡ ἲṧᵃ ÅWeb Server

ׇ╧Ἅᾂ ÅApache License v2.0
ở♆Ἇ ἶᴱἧ Å′╛

ḯ♆ Å2.4.28  (2017Ц 10∩ (ר͙

︠

ÅΌ♬Ἓ̓ Ἓѫ╖ᴛ ◑Ἓ╖ᴛ Ἕ́⁄Ἄ ʺ◑ ᵤ╪ Ợ↔ӇѤ ⌠ ἌḲ
Å ̩̑ SWᴛ ᶴᴮᴛ Ợ↔ʺѫ ᶒ ѻᵐ Ữ↔ ⌠ἌḲ₮ ẋᾌ Ἓѫ Ṓ┬
Å ּתἶ♠╬ ▀ Ⱡ̑╖ᴛ ᾐ╥ ‰͎ᴆ╪ӥʺ ʺѫ
Å ѻ‚ ʺ ͙ѫ╪ ▓╖ᶒ ̯ ↔╪, ┬⁷ ᶛӢ ∟תּ

ṏῶ ♣‏

Å –♩ ID : CVE-2017-9798
Å ᾔʻҵ : 7.5 HIGH(V3)
Å –♩ ἒᶘ : '.htaccess' ▀⁄ Limit ּתᾎᶷ╪ ἒ♬Ӈ‡ ▓̆ ┬ תּ Ώ╘ HTTP ᶉἌӥᴛ ἒ♬ӈ

ᾎᾅ ⁄Ἄ ∟˶ Ợ↔▫Ѥ ˿ᴛ⁄ ҍ ὡ ˭ ⱳ▬ ӈ HTTP OPTIONS ⅝ ╙ ṒϿ
ᶉᶛᵙ ₡ᵆᵑ ᵙ˞ ̆ ○◓♠╖ᴛ Ḋˁ ♬Ṓ Ӧ

Å ҍ╞ḢΌ : 2.4.27 ╪Ữ╖ᴛ ‰͎ᴆ╪ӥ
Å ̆ ˿ᴛ : https:// security.gentoo.org /glsa/201710-32

ˉḘ ở/ ᷈Ѯ Å Apache Software Foundation

̎ᾌ קּ╧ Åhttps://www.apache.org
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2. ֥ᶾ

Å  Apache ל⅝ ͙ѫ

ṒΌ͙ѫ
ÅSSL, Proxy, ACL, Directory ♪͐Ⱡ

* Directory ♪͐Ⱡ : ⌠ἌḲʺⱠ̑ Ѥ ˿ ,תּ╪ ᴛ⁄ҍ ♪͐Ⱡ ἒ♬

Ἓѫ♠╬ ᶔ
Åᴝ ἵᾅṪụ ᵙ, Cache(Expires), HTTP רἒ♬

ÅMPM(Multi-Processing Module), KeepAlive

ʺỮ ᾅ ͙ѫ Å Ϯ╥ἌḲ⁄⁴ױҵᶉ╬⇔₅, ἌḲ ᾅ

⇔₅♠╬ ᶔ

ÅErrorDocument, ּתᾎ▫ᵑỢ↔ ḛỸᾎױ⁄♬ ♬ ᴛRedirectתּ╪

ÅỢ↔▫⁄˭ ᵙ ̆ ♥ ᶉᾎּת ᾎ

ÅAccess Log ̋ ͙ᴜӇ‡♪ἶ …╪ג ╥ IP, ҵᶉ╬Ӯ♪ἶ♬ṒṪἍʺѫ

Ṩʺ♠╬͙ѫ Å┬↔ Apache Module ӮⱠ̑
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3. Ӓ

Å ӥ≢‡ Ⱡ–╪ ˞╥ ′╛

Å OS פ ꜙᵆ⁄ӻᵐּת∟

- Unix ́ ⁸

- ẋUnix פ : BeOS, OS/2, Windows

Å ⅝̯Ợ

- Ӱᾅ ̑ʼ: ἵ 50MB ╪Ữ(ἒ ᾎῷ Ѥ– 10MB Ӱᾅ ̑ʼ (תּ

- ANSI-C ▀ױ₮ ▀ᾎᾅ ἒ ╬

- ♬ ᾎʼ ᾎ( Network Time Protocol ͙ḙ ntpdateor xntpdỢ↔)        
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4. ♥ ῳ
Ɫₐᾨ

4.1 Ἇ Ḑ ᾏ (Windows)

4.2 Ἇ Ḑ ᾏ (CentOS ŘRPM)

4.3 Ἇ Ḑ ᾏ (CentOS ŘSource)
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4. ♥ ῳ
4.1 Ἇ Ḑ ᾏ (Windows)(1/4)

Å ἒ ▀ Ḳ♣

- OS Version : Windows Server 2012 R2

- Visual Studio 2017 (VC_redist.x64)

- Apache Version : httpd -2.4.28-Win64-VC15.zip 

Å2017Ц 10∩ ר͙ ̑ᾏ Ợ╪ ⁄Ἄ 2.2.34 ἵᾅḲ♣

▀ᵣ Ⱡ̑ ͙ ԅᶷ⁄ ῷמ Ợ╪ ⁄ Ḉᵙ ▀

Ӈ‡▓Ѥ ▀ Ợ↔

* https://www.apachelounge.com/download/

1. ῷ ἒ ♣ ҉ Ợ╪ ⁄ ▓Ѥ Visual Studio 2017

▀ ѻ⇔/ἒ

2. OS Version, Bit ⁄ ᵭѤ Apache ▀ ѻ⇔,   Ⱡ
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4. ♥ ῳ
4.1 Ἇ Ḑ ᾏ (Windows)(2/4)

3.   Ⱡ Ϯ₡Ѥ Apache24 җᵑ

∟ Ѥ ̐⁄ ╪ҿ (̾◑ : C:\ )

4. Apacheἒ ˿ᴛ\ conf\ httpd.conf ὡ♬

4.1 ServerRoot˿ᴛᵑ ἒ ˿ᴛᴛ ṉ˿

ServerRoot c:/Apache24Řɞ ServerRootŗἒ ˿ᴛŘ 

* ⁴͙ἌѤ ͙ṕ˿ᴛ Ợ↔ ᶒ, Ӱᴇ ᵙ ͙ ╬ \ Ѥ

ʺ͕♠ / ᴛ ṉ˿ (php ἒ ˿↕ ᵡ ᴛתּʺ ♠↔)

4.2 ṉ˿

Listen 80  ɞ Listen ŗỢ↔ Ř

* ⁴͙ἌѤ ͙ṕ Ợ↔

[Cӥג╪Ẅ  Ⱡ]

[httpd.confὡ♬]
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4. ♥ ῳ
4.1 Ἇ Ḑ ᾏ (Windows)(3/4)

4.3 ᶷἌ ♇◑─ ṉ˿

- DocumentRoot "c:/Apache24/htdocsŗ  ɞ

DocumentRoot ŗ⌠ᶷἌᴴ Ř

- <Directory "c:/Apache24/htdocs">  ɞ

<Directory ⌠ᶷἌ˿ᴛ >

5. + R  ыᵐ control ░ᴏ

6. ᾎᾅ > ͕̆ ᾎᾅ ἒ♬ > ͕̆ ╥ ŗ ˿ ṉὡ(N)Ř 

Ѿ ᵚ > ᾎᾅ ṉὡ > Path ṉὡ ︡ > ᵲ ϥ⁄

ἒ ˿ᴛ ʺ (ἒ ˿ᴛѤ ŗ ; ŗ ἝḈ ᴝ ╖ᴛ ̯Ṫ)

[ ˿ṉὡὡ♬]

[httpd.confὡ♬]
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4. ♥ ῳ
4.1 Ἇ Ḑ ᾏ (Windows)(4/4)

[ῷ ᾎ▬]

[⌠Ẅג↕♇ ╬]

7.      + X ыᵐ ᶘᴖ ᴟ ᵑ ̕ᵙ▫ ̾ ╖ᴛ ᾒ

8. ŗhttpd ŕk installŘ ░ᴏ

9. ŗhttpd ŕk startŘ ░ᴏ

10. ⌠Ẅג↕♇⁄Ἄ http://localhost ░ᴏ It works! ╬
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http://localhost/


4. ♥ ῳ
4.2 Ἇ Ḑ ᾏ (Linux - RPM)(1/3)

Å OS Version: CentOS Linux release 7.4.1708

Apache Version : httpd -2.4.6-67.el7.centos.5.x86_64

Å CentOS ⁄ἌѤ ͙ṕ♠╖ᴛ yum ╙ Ợ↔ ⁴ RPM ἒ ʺѫ

Å Yum ╪ה?

RPM ͙ ḙ╥ ᾎᾅ ╙ ─ ▫ҿ ‰ҥ╪ ḓ

תּ ἒ /Ⱡ˞ ҵ̯ (╥ⱵἛ ᵑתּ ˉ╪ ἒ )

1. ἌḲ⁄ httpd ʺתּ ἒ Ӈ‡ ▓Ѥּת ╬

# rpm ŕqa | grep httpd

2. ἒ ʺѫ httpd תּ Ḳ♣ ╬

# yum info httpd

תּ .3 ἒ ḓ ╬

# yum install httpd ŕy

# rpm ŕqa | grep httpd

[ἒ ʺѫ httpd תּ Ḳ♣ ╬]

[ תּ ἒ ╬]
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4. ♥ ῳ
4.2 Ἇ Ḑ ᾏ (Linux - RPM)(2/3)

4. Ἄẋᾅ ᾎ▬

# systemctl start httpd

5. Ἄẋᾅ Ữ ╬

# systemctl status httpd

6. ◓Ṩ ᾎ ▫ҿᾎ▬

# systemctl enable httpd

# systemctl status httpd

* ─ httpd status Loaded ⁄Ἄ enabled ╬

* vendor preset : תּ ͙˃

[Ἄẋᾅ ᾎ▬ ḓ ╬]

[Ἄẋᾅ ▫ҿᾎ▬ ἒ♬ ╬]
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4. ♥ ῳ
4.2 Ἇ Ḑ ᾏ (Linux - RPM)(3/3)

7. Ợ╪ ╬

⌠Ẅג↕♇⁄Ἄ http:// ἌḲIP ᴛ ᾅ תּ╪ ♪ἶ ╬

* ᵙьᾅ ἌḲʺ GUI (Graphic User Interface) ᶛӥ ▀ ˿↕

ἌḲ⁄Ἄ ⌠Ẅג↕♇ᴛ ╬ ʺѫ

[ᵙьᾅ GUI ᶛӥ⁄Ἄ Ợ╪ ╬]

[ …╪ג ⁄Ἄ Ợ╪ ╬]
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4. ♥ ῳ
4.3 Ἇ Ḑ ᾏ (CentOS ŘSource)(1/5)

Å 2017Ц 10∩ ר͙ OS, ῷ ᾐḲ♣╖ᴛ ἒ

- OS : CentOS 7.4 64bit

- ῷ ▀ : httpd -2.4.28.tar.gz

- ⅝ תּ : apr-1.6.2.tar.gz, apr-util -1.6.0.tar.gz,

pcre-8.41.tar.gz

Å ѻ⇔ᴛӥ ˿ᴛ

http://apache.mirror.cdnetworks.com/httpd/

http://apache.mirror.cdnetworks.com/apr/

https://ftp.pcre.org/pub/pcre/

1. ἌḲ /usr/local/ src⁄ ▀ ѻ⇔ᴛӥ

[ῷ ̑ᾏḈױỢ╪ ]
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