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ἲˉ
ÅNagiosѤ open source ͙ḙ╥ ᾎᾅ ḓ Л √ ᶛѱ ᵠ ╞↔ ᴛ͎ע
ÅEnterprise version╙̯ᵰ ⁴Ữ‰♠ּת∟ʺѫḓᶴᴮᴛopen source community version Ợ↔ ʺѫ
Åּת♬ ᾅ , Ἄẋᾅ₮ Л √ ᵑ ̕ ̆ ◑ ʺ Ϯ˞Ϯ ṓ̯Ӈ‴╙ ԅ ˿Ṓ ḛᴖ

Ѩ͖⅔ד

ÅЛ √ Ἄẋᾅ ᶛѱ ᵠ/ ᾅ ᵙἵᾅ ᶛѱ ᵠ
Å♪ἶ╪ ϝ‡ֿב ᾅ ₮ ҵҀ ὡ ′Ѥ ᾅ ᵑ ˁּת ̆ ̯Ṋ
Å▫ҿ ᴛ͎ ▀ ὣ ʺѫ/ ַאṓ ᶛѱ ᵠ ᾅ ̯ ∟תּ
Å ◓ Л √ Ữ , ῼᵝ ḓ ᶷⱠ ͙ᴜ, ᴛ͎ ▀ Ӯ ╬ ʺѫ

Ҋṧᵃ Åᾎᾅ SW ἲṧᵃ ▫∟̕ᵙ

ׇ╧Ἅᾂ ÅGNU General Public LicenseVer2 ở♆Ἇ ἶᴱἧ
ÅA web server ( preferrably Apache)
ÅThomas Boutell's gd library version 

1.6.3 or higher

↔₂ ♫ ÅCross-platform ḯ♆ ÅNagios-4.3.3

︠

ÅNagiosѤ Linux⁄Ἄ ᾒ Ӈҵᴜ Ӱ▫╬Ӈ‴▓╖Ϯ ҍṨṪ ѻᵐ ┬Ѳᾅ⁄Ἄҵ ҿ▬ ʺѫ
Å╬ С Ἄẋᾅ ˁᾎ (SMTP, POP3, HTTP, TCP, PING Ӯ)
Åᶛѱ ᵠ ᾅ Ἄẋᾅ (cpu, Ṩ , io Ữ Ӯ)
ÅṎᴑ Ἄẋᾅ ♩ˤ ᶉ ѱּצ/ ▫∟ Ṫụ Ⱡ‡

ṏῶ ♣

Å –♩ ID : CVE-2016-8641
Åᾔʻҵ : 6.1 MEDIUM(V3)
Å –♩ ἒᶘ : NagiosѤ ᴛ ̾ Ữᾍ –♩ ḛ˸, ᴛ ̑˶▫ʺ╪ ᶷⱠᵑ Ὸ↔ ⁴ ₅ ╙

ḚѤ ᾎᾅ ⁄Ἄ Ữᾍ ӈ ᴴ ̾ ╙ ╙ ὡ ▓╛
Åҍ╞ḢΌ : 4.2.4 ╪Ữ╖ᴛ ‰ҥ╪
Å ̆˿ᴛ : https:// security.gentoo.org /glsa/201702-26

ˉḘ ở/ ᷈Ѯ Nagios Enterprise/ Nagios community

̎ᾌ קּ╧ https://www.nagios.org
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Ѩ͖⅔ד ṥ∙קּ

Л √ Ἄẋᾅᶛѱ ᵠ╙ ὡ▓ѻ. (SMTP, POP3, HTTP, NNTP, PING, Ӯ) ∟תּ

ᾅ ▫∟ ᶛѱ ᵠ╙ ὡ ▓ѻ. ( ᴛἝἌ Ṩ , Ӱᾅ Ợ↔װ, Ӯ) ∟תּ

Ợ↔▫╥ Ἄẋᾅᵑ ╙╬͎ױ ὺ˭ ˌḛ ὡ ▓ҵᴜ
╥╬͎ױ Ӱ▫╬╙ ʼר ὡ ▓ѻ.

∟תּ

Ṏᴑ ӈ Ἄẋᾅ ʺ ʺѫ ѻ. ∟תּ

ѻ⇔ӈ ᾅ ₮ ᾐ╪ Ӈּת ΏѤ ᾅ ╥ ₮תּ ̯Ṫ╙
ʺѫ ˭ Ѥ ᵙ̯ⱳ╥ Л √ ᾅ ̯ⱳ♬╥ ͙ѫ╪ ▓ѻ.

∟תּ

Ἄẋᾅ ֞Ѥ ᾅ ╥ ᶷⱠʺ ḛỸ ˞Ϯ ˺Ӈ‴╙ ԅ Ṓ .ѻר
(╪ᶉ▀, SMS, Ợ↔▫♬╥ Ḣḹ)

∟תּ

Ἄẋᾅ ֞Ѥ ᾅ ╪ḿ ╥ Ợ♣ ᶷⱠ ˺ ᾎ ᾒ Ӊ ╪ḿ
өױ ♬╥͙ѫ╪ ▓ѻ.

∟תּ
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1. OS

CentOS Linux release 7.3.1611 (Core) ˿

2. ở♆ Ἇ ἶᴱἧ

php-5.4.16-42.el7.x86_64

httpd -2.4.6-45.el7.centos.4.x86_64

gd-2.0.35-26.el7.x86_64

gd-devel-2.0.35-26.el7.x86_64

gcc-4.8.5-11.el7.x86_64

glibc-2.17-157.el7_3.5.x86_64

glibc-common -2.17-157.el7_3.5.x86_64

openssl-1.0.1e-60.el7.x86_64

perl-5.16.3-291.el7.x86_64

perl-devel-5.16.3-291.el7.x86_64

make-3.82-23.el7.x86_64

3. Nagios package 
nagios-4.3.2

nagios-plugins-2.2.1



4. ♥ ῳ
Ɫₐᾨ

4.1 Create Nagios user

4.2 Install Apache, PHP and other dependencies

4.3 Download Nagios package

4.4 Untar the Downloaded Nagios package

4.5 Compiling Nagios

4.6 Copy directory and change ownership

4.7 Reset nagiosadmin password

4.8 Start httpd and Nagios server

4.9 Open HTTP port for Nagios Dashboard access

4.10 Access the Nagios Dashboard

4.11 Access the Nagios Dashboard

4.12 Untar the Downloaded Nagios plugin

4.13 Compiling Nagios plugin

4.14 Open HTTP port for Nagios Dashboard access
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Å Nagios packageᵑ ἒ ͙ ─ nagios Ợ↔▫ ḓ nagcmd ͎ᴹ╙ ỸἛ

- useradd nagios

- groupadd nagcmd

- usermod ŕa ŕG nagcmd nagios



4. ♥ ῳ
4.2 Install Apache, PHP and  other dependencies
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Å nagios ἒ ⁄ Υ ⅝ תּ

Å gccѤ ἵᾅ ▀ ̕ᴐ glibcѤ ,תּ ᵙױẄ╪ג ̕ᴐ gdѤ ,תּ מ͎ ̕ᴐ תּ

- yum install httpd php gd gd-devel gcc glibc glibc-common openssl perl perl-devel make



4. ♥ ῳ
4.3 Download Nagios package
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Å http://nagios.org ⁄Ἄ Nagios core packageᵑ ѻ⇔ᴛӥ

- wget http://prdownloads.sourceforge.net/sourceforge/nagios/nagios -4.3.2.tar.gz 



4. ♥ ῳ
4.4 Untar the Downloaded Nagios package
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Å ѻ⇔ᴛӥ Nagios packageᵑ   Ⱡ

- tar ŕzxvf nagios-4.3.2.tar.gz



4. ♥ ῳ
4.5 Compiling Nagios(1/2)
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Å Nagios ἵᾅ ӥᵑ ▀

- cd nagios -4.0.8 

- ./configure -- with -command -group=nagcmd (configureѤ ἵᾅ ▀⁄ ҍ ˿ἒ♬╙ Ѥל

ᶘᴖ‡╪ѻ. ἌḲ ˿⁄ ᵭ makefile╙ ỸἛ Ѥל ̓♬╪ѻ.)

- make all (makeѤ ἵᾅᵑ ▀ Ѥ ᶘᴖ‡╪ѻ.)

- make install (makeᵑ ᵣө‡ֿב ἒ ▀╙ ἒ Ѥ ᶘᴖ‡╪ѻ.)

1

2

3



4. ♥ ῳ
4.5 Compiling Nagios(2/2)
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Å make install - init -> / etc/ init.d ⁄ Ӯᴜӊ

Å make install-commandmode -> nagiosגѤ userʺ ′╖ᶔ ⁴͙Ἄ ױ⁄ ḛỸ

Å make install-config -> / usr/local/ nagios ⁄ ἒ♬ ▀╪ ỸἛӊ

Å make install -webconf -> / etc/httpd /conf.d/nagios.conf ỸἛӊ
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4.6 Copy directory and change ownership 
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Å eventhandlers directorᵑ /usr/local/ nagios/ libexec/ directory ⁄ ṓỢ

- cp -rvf contrib/eventhandlers/ /usr/local/nagios/libexec/

Å ṓỢ eventhandler directory╥ ἵ┬̾ ṉ˿

- chown ŕR Nagios:Nagios /usr/local/ nagios/ libexec/eventhandlers



4. ♥ ῳ
4.7 Reset nagiosadmin password 
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Å Nagios Dashboard⁄ ᴛ͎╬ ԅ, Ợ↔ password ░ᴏ

- ID : nagiosadmin

- PW : Ợ↔▫ּת♬

- htpasswd -c / usr/local/ nagios/etc/htpasswd.users nagiosadmin



4. ♥ ῳ
4.8 Start httpd and Nagios server
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Å httpd ḓ nagios Ἄẋᾅ ᾎ▬(͙ṕ♠╖ᴛ ⌠ἌḲʺ ₮ג₤ ▓‡‒ )

- Systemctl start httpd.service

- Systemctl enable Nagios.service

- Systemctl start Nagios.service

- Systemctl status httpd.service ->   ( Atcive : active (running) Ữ ᶔ Ἄẋᾅ ᾎ▬╪ Ἓ̑╪ѻ.)

- Systemctl status Nagios.service ->   ( Atcive : active (running) Ữ ᶔ Ἄẋᾅ ᾎ▬╪ Ἓ̑╪ѻ.)



4. ♥ ῳ
4.9 Open HTTP port for Nagios Dashboard access
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Å Nagios dashboarᵑ ♪͐ ͙ ─ http port ⁸͙

- firewall-cmd -- zone=public -- add-port=80/ tcp -- permanent

- firewall-cmd -- reload



4. ♥ ῳ
4.10 Access the Nagios Dashboard(1/2)
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Å ἌḲ╥ IP לἵᵑ Ợ↔ ⁴ Nagios dashboard⁄ ♪͐

- http://192.168.248.101(Server IP address)/Nagios

Å HTTP authentication Required Box ỸἛ

- Username : nagiosadmin

- Password : Ợ↔▫ʺ ♬תּ password

<Ἓ̑ ᶔ>
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4.10 Access the Nagios Dashboard(2/2)
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Å ⅍ Ợ╪ӥḕ⁄ἌΨ{ŜǊǾƛŎŜǎΩ ᵠ ᵑ ᵚ ᶔ Nagios dashboard⁄ἌἌẋᾅϿ⁵╙ ╬

Å Plugin╙ἒ Ώ╖ᶔתּ criticalᴛӇ‡ѻ╛̓ˉ╪˿̆ ᾎʺֶ͙ԅᶷ⁄ḙӥᾎἒ

<Ἓ̑ ᶔ>
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Å http:// www.nagios-plugins.org⁄Ἄ Nagios plugin╙ ѻ⇔ᴛӥ

- ◓ ᾐ packageѤ nagios-plugins-2.0.3╪ѻ.

- wget http://www.nagios -plugins.org/download/nagios -plugins-2.0.3.tar.gz



4. ♥ ῳ
4.12 Untar the Downloaded Nagios plugin
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Å ѻ⇔ᴛӥ Nagios plugin ╙   Ⱡ

- tar ŕzxvf nagios-plugins-2.2.1.tar.gz




