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1. ҟ

ἲˉ Å⌠ ͙ḙ╥ ᴛⱡ ̕ᵙ ḓ ╪ώ מ

Ѩ͖⅔ד

Åѻַא ᴛⱡ ө╥ ̕ᵙ ḓ ╪ώ מ
Å ᵛҗ ḓ ʼ ╥ Ⱡ̑
Å╪ᶉ▀ ῼז ͙ѫ Ⱡ̑
Å ╬͎ױ ḓ RESTAPI Ⱡ̑
ÅSubversion, CVS, Mercurial, Bazaar& Git̓ ˉ╘ SCM ּת∟

Ҋṧᵃ Å╞↔SW ἲṧᵃ Å ‰̕ᵙ

ׇ╧Ἅᾂ ÅGNU GPL v2 ở♆Ἇ ἶᴱἧ ÅRuby, Database

ᾏ OS
ÅRubyᵑ Ợ↔ ὡ ▓Ѥ ˞╥ ᶛӧ

OS (Unix, Linux, macOS, macOS
Server, Windows)

ḯ♆ Å3.4.6 (2018Ц 10∩ (ר͙

︠
Å┬⁷ ⁵ ͙ḙ ♪͐Ⱡ‡
Å ᴛⱡ Ṋ ˭ᾎ ͙ѫ Ⱡ̑
Å⁴ױ ҥ╪ ḽ╪ᾅ ∟תּ

ṏῶ ♣‏

Å –♩ ID : CVE-2017-18026
Åᾔʻҵ : 8.8 HIGH(V3)
Å –♩ ἒᶘ : Mercurial hg ᴛ͎ע⁄ ҍ -- config ḓ -- debugger ͎מᵑ Ѿ תּ

Ώ╖ḃᴛ ∟˶ ̑˶▫ʺ ▐╥╥ ᶘᴖ╙ ᾒ ʺѫ
Åҍ╞ḢΌ : 3.3.9 ╪Ữ╖ᴛ ‰ҥ╪
Å ̆ ˿ᴛ : https:// www.redmine.org /projects/ redmine /wiki/ Security_Advisories

ˉḘ ở/ ᷈Ѯ Åhttp:// www.redmine.or.kr/projects/community

̎ᾌ קּ╧ Åhttp://www.redmine.org
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2. ֥ᶾ

Å  Redmine╥ ⅝ל ͙ѫ
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Ѩ͖⅔ד ⁭ṥ∙קּ

ѻַא ᴛⱡ ╥ מ ∟תּ

‰ᶴѾ─╥ ҉ ḓ Ⱡ ♠ ♪͐ ∟תּ

╪ώ מ (Issue Tracking) ∟תּ

ᵛҗ ͙ѫ ḓ ʼ ∟תּ

╪ᶉ▀ ῼᵝ ͙ѫ ∟תּ

LDAP ╬ּש ∟תּ

ѻ‚ SCM (SVN,CVSӮ) ∟תּ



3. Ӓ

Redmineḯ♆ ở↑ʷѨ Ruby ḯ♆ ở↑ʷѨ Railsḯ♆

4.0 (₉♬) Ruby 2.2 (2.2.2 and later), 2.3, 2.4, 2.5 Rails 5.2

3.4 Ruby 1.9.3, 2.0.0,2.1, 2.2, 2.3, 2.4 Rails 4.2

3.3 Ruby 1.9.3, 2.0.0, 2.1, 2.2, 2.3 Rails 4.2
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ɂ Redmine Ḳ♣⁄ ӻᵐ Ruby Ḳ♣

ở↑ʷѨḯ♆ Ẉ̃

Ợ↔Ḳ♣ Redmine 3.4.6 2018Ц 10∩ ר͙

ᾒ OS
Rubyᵑ Ợ↔ ὡ ▓Ѥ ˞╥ ᶛӧ OS

(Unix, Linux, macOS, macOS Server, Windows)
JRubyѤ ∟תּ תּ Ώ╛

Ợ♣ἒ ἹᴴἪ

Ruby 1.9.3 ╪Ữ/Rails 4.2 ╪Ữ

Database

MySQL 5.0 ~ 5.5 MySQL 5.6 ╪Ữ ֞Ѥ MariaDB⁄ἌѤ ᶷⱠ ḛỸ

PostgreSQL 8.3 ╪Ữ 8.4.0̓ 8.4.1⁄ἌѤ Ḳ͎ Ⱶ◓

MSSQL 2012 ╪Ữ

SQLite 3 ᶁ Ợ↔▫↔ Ⱡ ╘ ∟תּ תּ Ώ╛

⌠ ἌḲ (apache, ngix, ŏ) ⌠ ᵑתּ╪ ╪↔ Ἄ ᾒ ӇѤ ˿



4. ♥ ῳ
Ɫₐᾨ

4.1 Ἇ ˼ Ḑ Ἇ♩

4.2 ἲᾂ Ӣ Ѹ↔ᴘӢ

4.3 Ң╧ Ḻ╧ᾂ ỵἘ Ḑ ở↑■ Ἇ♩

4.4 Ң╧ Ḻ╧ᾂ ♥ἳ Ἇ♩

4.5 ╢ⱲἘ ╪Ӧ Ἇ & Ẉḉ ỵἘ Ḑ ♄◌

4.6 Ң╧ Ḻ╧ᾂ ᾂ ᵞ ỵἘ & Ң╧ ἢ Ἇ♩

4.7 ╪ᾋᾂ ḅἧ Ἇ♩

4.8 ╩ᾂ ᾂ & ᴘ͋╩

ᵎקּ 4.9 ╧↑ ὲ↔ Ἇ (Bitnami )
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4. ♥ ῳ
4.1 ♥ Ӓῳ♥

Å ἒ ˿

Å OS ἒ♬

Å yum╙ ╪↔ ⁴ ⅝ ҵ̯ө ἒ
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CentOS 6 ֞Ѥ CentOS 7
MySQL֞Ѥ MariaDB (MySQL ∟תּ 5 Ḳ♣)

Ruby 2.0 ╪Ữ Ḳ♣

1. root ́♬╖ᴛ ♪ἶ
2. /etc/ sysconfig/selinux⁄Ἄ SELinux╥ ˃ disable ᾎ
3. Redmine⁄ ♪ἶ ͙ ─ portᵑ Ḣ Ṉ⁄Ἄ ₡

(⌠ ἌḲ↔ ᴛל : 80)

1. yum groupinstall "Development Toolsŗ
2. yum install openssl-devel readline-devel zlib-devel curl-devel libyaml-devel
3. yum install mysql-server mysql-devel
4. yum install httpd httpd -devel
5. yum install ImageMagick ImageMagick -devel



4. ♥ ῳ
4.2 ꜙ ṫḁ Ἓṫ

Å http://www.redmine.org/projects/redmine/wiki/Download ⁄Ἄ ἒ ↔ ἵᾅ ӥ ѻ⇔ᴛӥ

Å redmine-3.4.6.tar.gzѻ⇔ᴛӥ ḓ ἒ Ӱᴇ ᵙ ỸἛ   Ⱡ
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1. mkdir redmine
2. cd redmine
3. tar xvfz ./redmine -3.4.6.tar.gz



4. ♥ ῳ
4.3 ḫ † ◕Ⱡῳ▐ ♥

Å Redmine╥ ҥ╪ ᵑ ♇◑ redmine(ṉ˿ʺѫ)╪גѤ ╪ᵒ╥ ҥ╪ ḽ╪ᾅᵑ ỸἛ ̆

ҥ╪ ḽ╪ᾅ⁄ ♪͐ ʺѫ Ợ↔▫/ ᾅ√ӥ ἒ♬

Å MySQL ͙ ᴛ╖ר ѻ╛̓ ˉ╘ SQLᾒ
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MySQLḲ♣ SQL

5.5.2Ữ─
CREATE DATABASE redmine CHARACTER SET utf8mb4;

CREATE USER 'redmine'@'localhost ' IDENTIFIED BY 'my_password';
GRANT ALL PRIVILEGES ON redmine.* TO 'redmine'@'localhost ';

5.5.2 ╪

Utf8mb4 -> utf8 ᴛ ṉ˿

CREATE DATABASE redmine CHARACTER SET utf8;
CREATE USER 'redmine'@'localhost ' IDENTIFIED BY 'my_password';
GRANT ALL PRIVILEGES ON redmine.* TO 'redmine'@'localhost ';

5.0.2 ╪

CREATEUSER ̯ ᶷ ⱠΩ

CREATE DATABASE redmine CHARACTER SET utf8;
GRANT ALL PRIVILEGES ON redmine.* TO 'redmine'@'localhost ' IDENTIFIED BY 'my_password';



4. ♥ ῳ
4.4 ḫ † ꜚ♥

Å  Ἄ   ╙ Ⱡ ─ Ӱᴇ ᵙ⁄ ▓Ѥ config /database.yml.example ▀╙

config /database.ymlᴛ ṓỢ

Å MySQL ͙ ᴛ╖ר ѻ╛̓ ˉ╪ ὡ♬
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♪ἶ ṉ˿Ợ

͙ṕ (3306)

production:
adapter: mysql2
database: redmine
host: localhost
username: redmine
password: "my_password" 

ṉ˿ (₉:3307)

production:
adapter: mysql2
database: redmine
host: localhost
port: 3307
username: redmine
password: "my_password" 



4. ♥ ῳ
4.5 Ⱡ ṯ♥ & ℮Ὺ ◕Ⱡῳ

Å ῷמ₮ ˉ╘ ὣἌᴛ ͙ṕ♠╬ ╥ⱵἛ ▀ ἒ

- gem̓ bundle ˉ╘ ᶘᴖ‡ᵑ ᾒ ᾎ ͙ ─ Ἄ Ruby₮ Rails ⅝

Å RMagick╙ Ợ↔ ͙ ─ ἌѤ ImageMagick╪ Ḉᵙ ἒ Ӈ‡ ▓‡‒

* ᾎגҵ, Ḉᵙ ἒ Ӈּת Ώ ╙ ˿↕⁄Ѥ ῷמ ᶘᴖ‡ᴛ RMagick╥ ἒ ᾅ

- ʼ ₮ ˉ╘ redmine ᶔ⁄Ἄ png/pdfᴛ ϿṒϿ͙₮ ˉ╘ ̐⁄Ἄ Ợ↔

Å ѻ╛╥ ᶘᴖ‡ᵑ ╪↔ Ἄ Rails⁄Ἄ Ợ↔ӇѤ ẋḌ ᵑ ỸἛ ̆ ♇◑
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gem install bundler
bundle install -- without development test

bundle install -- without development test rmagick

bundle exec rake generate_secret_token



4. ♥ ῳ
4.6 ḫ † Ὣ◕Ⱡ& ḫ ⱨ♥

Å ‡ ᵙ ╪Ἢ╥ ᴴ Ӱᴇ ᵙ⁄Ἄ ѻ╛╥ ᶘᴖ‡ᵑ ᾒ ⁴ ҥ╪ ḽ╪ᾅ╥ᾅ ᵡỸἛ

Å ѻ╛╥ ᶘᴖ‡ᵑ Ợ↔ Ἄ ҥ╪ ḽ╪ᾅ╥ Ӱ ҥ╪ ἥ ἒ♬

Å ─╥ ᶘᴖ‡ ░ᴏ Ἱ⁄Ἄ ̰‡▀ ˿↕ ko ░ᴏ

- Redmine╥ ᶉќө╪ ̰‡ᴛ ᾎӊ ╥Ḉ
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RAILS_ENV=production bundle exec rake db:migrate

RAILS_ENV=production bundle exec rake redmine:load_default_data



4. ♥ ῳ
4.7 ῦⱭ♥

Å Redmine╙ ᾒ Ѥ Ợ↔▫Ѥ ѻ╛⁄ Ϯ⁸ӇѤ ἌẄӰᴇ ᵙө╥ ▀⁄ҍ ῠ͙̾ ╪

▓‡‒

- root ́♬╥ redmine   ╙ Ⱡ Ӱᴇ ᵙ╥ ἌẄ Ӱᴇ ᵙ ╥Ḉ

Å ѻ╛̓ ˉ╘ ᶘᴖ‡ᵑ Ợ↔ Ἄ ῠ͙ ̾ Ӧ
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1. files
2. log
3. tmp & tmp /pdf
4. public/ plugin_assets

mkdir -p tmp tmp /pdf public/ plugin_assets
chown -R redmine:redmine files log tmp public/ plugin_assets
chmod -R 755 files log tmp public/ plugin_assets



4. ♥ ῳ
4.8 & Ἓ֚

Å WEBrick⌠ ἌḲᵑ ̯ҿᾎ Ἄ ╬ᾅ ⁄ ҍ ᾅ ᵑ ѻ╛̓ ˉ╪ ὡ

Å WEBrickἌḲѤ ᾅ ↔╖ᴛᵣ Ợ↔ ̆, ⇔₅╙ ─ ἌѤ ѻᵐ ⌠ ἌḲ ⁷ҿ

Å http://localhost:3000/ ╖ᴛ ♪ἶ ⁴ welcome ╪ּתʺ Ṓ▐

Å ͙ṕ ̕ᵙ▫ ᴛ͎╬ ID/PasswordѤ admin/admin ▐
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bundle exec rails server webrick -e production



4. ♥ ῳ
4.9 ὗ תּ ♥ (Bitnami )

Å Bitnami Ợ╪ ⁄Ἄ Ⱡ̑ Ѥ ἒ ᵑתּ ╪↔ ᶔ, ὺ˭ ἒ ʺ ʺѫ

Å https://bitnami.com/stack/redmine/installer ⁄Ἄ ▫ᾐ╥ OS⁄ ᵭѤ Ḳ♣╙ ѻ⇔ᴛӥ

Å GUI ˿⁄Ἄ ἒ Ѥ ̓♬╘ Ỹר ̆, Ἱ⁄Ἄ ἒ Ѥ ̓♬ ἒᶘ

Å root Ợ↔▫ᴛ ᴛ͎╬ ⁄,  ⁄Ἄ ѻ⇔ᴛӥ Ḛ╘ Ӱᴇ ᵙᴛ ╪ҿ

Å ╬ᾅ ᾅ ᵞ ᵑ ᾒ ͙ ─ Ἄ, ▀╥ ᶛӥᵑ ѻ╛̓ ˉ╪ ṉ˿

Å ᾅ ᵞ ╥ ᾒ ⁄אַ ῷמ₮ ˉ╘ ʺױ⁄ ḛỸ ˿↕⁄Ѥ perl ̕ᴐ ᶛӢ ἒ
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#chmod 775 bitnami -redmine-3.4.5-1-linux-x64-installer.run 
#./bitnami -redmine -3.4.5-1-linux-x64-installer.run 

Warning: MySQL requires Perl to be installed, but the installer failed to locate 
it. We highly recommend installing Perl before proceeding with the installation, 

#yum install perl perl-Data-Dumper



4. ♥ ῳ
4.9 ὗ תּ ♥ (Bitnami )

Å ἒ ʺ בֿ ӇѤ ʼ⁄Ѥאַ ἒᶘ╙ ╬ ̆ ͎⁄ ᵭѤ ἐ

Å ↕ἐ╘ ἒ …‡ ἐ , ̰‡Ѥ 4Ḵ▐

Å SCM╥ ἒ ᶜ ἐ
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4. ♥ ῳ
4.9 ὗ תּ ♥ (Bitnami )

Å ἒ ˿ᴛᵑ ♬תּ Ѥ ᶔ⁄Ἄ ♬Ṓᵑ ░ᴏ תּ Ώ̆⁪ ᵑыᵎ˭Ӈᶔ, Ӱ ᴛⱠᾎӈ

˿ᴛ⁄ ἒ ᵑ ˭ ӊ

Å ╪ admin ́♬ ỸἛ╙ ─ ♬Ṓᵑ ⅝ ˭ Ӈᶒ, ́♬ᶘ╘ ₅ᶷ╙ Ợ↔ ⁴‒

Å ͙ṕ ҥ╪ ἥ⁄Ἄ Ợ↔ …‡ ἐ
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4. ♥ ῳ
4.9 ὗ תּ ♥ (Bitnami )

Å SMTP ἒ♬̓ ˉ╘ ʺ ᶷפֿ ⁄ ἒ ʺ ϥϮᶔ Redmine╪ ̯ҿ╪ ӊ

Å ♬Ữ♠╖ᴛ ἒ ʺ Ӈᶔ, Ẅג↕♇⁄Ἄ localhostᴛ ͙ ᶔ╙ ╬ ὡ ▓╖ᶒ,  Ἄ ░

ᴏ admin ́♬╙ ╪↔ Ἄ Redmine⁄ ᴛ͎╬╙ ὡʺ ▓˭ ӊ
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5. ֥ᶾꜙҟ
Ɫₐᾨ

5.1 ᴘ♬ ̒ᵖ

5.2 ⁮ ṇ ♥͍ ♫„

5.3 ╧ὺ כ

5.4 ʹ & ᵘҔ

5.5 ▄ כ

5.6 ┘⁴ ᶑ̬Ἐ
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5. ֥ᶾꜙҟ
5.1 Ἓ Өὣ

Å ᴛⱡ ᵑ Ữ Ṋᴛ ╬

Å ᴛⱡ ╥ ʺ, ꜙᴮ, Ṓ̕╪ ʺѫ

Å ᴛⱡ ╥ ṓỢ ḓ ợⱠʺ ʺѫ
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5. ֥ᶾꜙҟ
5.2 ‴ ֜

Å Ựᴛ⇔ ⁵ ╥ ỸἛ ḓ ︡, ợⱠ ʺѫ

Å ᴛⱡ , ˭ᾎ , ᶷἌ, ▀, ╪ώ, ќᾅ, ▐ מ ḓ ─ Ӯ╥ ♪͐ ̕ᴐⱠ‡

Å Ḗᾅ╥ ᵑ ╪↔ ⁴ ὺ˭ ̕ᵙ ὡ ▓╛
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5. ֥ᶾꜙҟ
5.3 ︢ Ủ

Å ╪ώ מ ╘ Redmine╥ ᾔ ͙ѫ ╥אַ Ϯ▐

Å ᴛⱡ בֿ ⁄אַ ḛỸ Ѥ ʻꜙ ╪ώө╙ Ӯᴜ ̆ ͎ ╪ώʺ ᵙӇѤ̓♬╙̑┬

ὡ▓╖ᶒ, ḛỸ ʺѫ ╪ώ⁄ ҍ Ἄ Ḉᵙ ̑┬ ⁴ б╥ ὡ ▓╛
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5. ֥ᶾꜙҟ
5.4 ҏ & ὥḝ

Å ʼ ᵑ ╪↔ ⁴ ᴛⱡ ╥ בֿ Ữ ╙ э⁄ Ὸ

Å ᵛҗᵑ ╪↔ Ἄ ◓ ᴛⱡ ╥ Ữ ╙ ∩Ṋᴛ Ὸ
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5. ֥ᶾꜙҟ
5.5 Ủ

Å Ợ↔▫Ṋᴛ ᴛⱡ ֞Ѥ ╪ώṊᴛ ‬ᵡϮ ᵤ╘ ᾎʼ╙ Ợ↔ Ѥּת ╬
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5. ֥ᶾꜙҟ
5.6 ᾠԂⱠ

Å ░ᴏ ̆ ̕ᵙ ̆▫ Ѥ ᶜө╙ Ợ↔▫ ♬╥ ᶜ╪גѤ ᴛ Ӯᴜ ᶔ ░ᴏ, ὡ♬,

ˤự Ӯ╥ ͙ѫ╙ ὡ ▓‡ ∟ Ѥ ╥ ᶔ ̯Ἓ

Å ▀ˁ ᶜᴜ⁄Ἄ ᾎ ̆▫ Ѥ ᶜө╙ ▫┬ᴠ˭ ἒ♬ Ἄ ∟ Ѥᵙᾅ ᵑᵣө‡Ṗὡ

▓╖ᶒ ѻ⇔ᴛӥ ʺѫ
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6. 
Ɫₐᾨ

6.1 ᴘ♬ ṇ ⌐ ỵἘ

6.2 ᴘ♬ ṇ ˪ᾋ ( (ײ ỵἘ

6.3 ╪ʾ╖ ╧↑ ‭ᶱ̒ᵖ
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6. 
6.1 Ἓ ‴ ◕Ⱡ(1/3)

Å Ựᴛ⇔─ תּ╪ ʺḢḹ

- [[Ⱡᶜ]] ╪̆ג ᵠ ᵑ ʺ ̆ ŗ♇◑Ř ⁄ ŗⱠᶜŘ╪גѤφ ᵑ яױ תּ╪ ︡
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6. 
6.1 Ἓ ‴ ◕Ⱡ(2/3 )

Å ἌẄ ─ תּ╪ ʺ Ḣḹ

- ╪♣╥ ŗⱠᶜŘ Ἄ⁄תּ╪ Ữ─ Ⱡᶜ⁄ ŗWikiŘᵑ ἐ ̆, [[ἵⱠᶜ]]╖ᴛ ŗἵⱠᶜŘφ ᵑ ╪↔ ⁴

ʺ תּ╪ ︡

- h1., h2., h3.╘ ͒▫ ͙ᵑ ♬תּ Ѥ ͎
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6. 
6.1 Ἓ ‴ ◕Ⱡ(3/3 )

Å ─ תּ╪ ︡ Syntax
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6. 
6.2 Ἓ ‴Ӏ ( Ỹ) ◕Ⱡ(1/2 )

Å ˭ᾎ ( ᴀ)╙ ╪↔ ⁴ Ợ↔▫ө ʼ╥ ᷾ѱ ╪Ἢ╥ ̑ʼ╖ᴛ ↔
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