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S11DB(Mongo DB) : https://www.mongodb.com
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OFIFX| A= (Apache Spark) : http://spark.apache.org
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“Open source compliance is the process by which users, integrators
and developers of open source software observe copyright notices
and satisfy license obligations for their open source software
components” = The Linux Foundation

16) Linux.com, Artifex v. Hancom: Open Source is Now an Enforceable Contract :
https://www.linux.com/topic/open-source/artifex-v-hancom-open-source-now-
enforceable-contract
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(5) QEAA 2| L A4

M Aget AXME LEAA AR ME FARY &2 28 24 20l= oiM=
SDLC(Software System Development Life Cycle) MAMO|A] X|&X0l AZH I
DUEZHO| ZRGtCt 0[]0 SCA(Software Composition Analysis) 2f= @EAA 22|
ETS0] MARLE SCAE 2Ot H 20|[MA FF &4-5 Yot #2fol7| fIet ASatE

L2 MAE MSIC.

1) LEAA H2| =T MEHT|E

Gartner2| Technology Insight for Software Composition Analysis™® 21MMA SCA
1 B 7|30 MIA=l=0| Of2Het 24T,
o S0 oM O|O|EH|0| AT} OFAR| =T
¢ IDE 3 Repository ¢i&, ZE AU M LEAA WUt J|5 S WX X[ E0] &E0]
UA=7H?
o = 2OMAE FX6IT E1l6k= 7|50] U=71
o ZOMA FMS NSE A
o FotdS HEA LK oL

o SOPMA, KA M 22| S HE FEE Eefet M 85 VIS0 U=7h

18) Technology Insight for Software Composition Analysis (2019) E11A] :
https://www.gartner.com/en/documents/3971011/technology-insight-for-software-
composition—analysis
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@ Olive (Kakao) - https://olive kakao.com

beta

Platform

(Kakao Olive)

Kakao= AAtS] +E2 D2HEO| QEAA HUZ|S Pfol ARE0IE AAES F7L MY

4 UEZ" BetaZ PR QEHCL Olivels Github TRMES 2445101 IS5t Q24

QEAA HES FHE APHQ 7|5 UIZ FH50 2D, ZHAS| Dependency?t

L

2f0 A 2010] 7ESSH IS HMA 7 IS S AFSAHHOJ0| 28E 1L U

@ Fossa - https://fossa.com

2015 AEE A2 AEER/NM HSoks MH|AZ, S50t QEAA HEIH0]H

HAE MEsIC. CI/CD &8 S DevOps 2H4S X|HoHH WAt
Ftd J|1sE2 THE0 ULt Twitter, Uber, Zendesk St MELE W11 QOO S
Foundation, Linux Foundation, NPM S2} M&5t0 ULt 7|2HQ1 AtE2 Z=20|Lt
U8 FIt 7|55 REE MSoHH, 8 727t 100 0[40|2tH AEIZL0|X HHMO|

]
g4t

[

Ao

19) Olive Platform Kakao, Olive Platform : https://olive.kakao.com
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® FOSSID - https://fossid.com

FQSS ID

20169 AgIEI0)N ST FOSSIDE QEAA 2j0[MA U 2Ot Ko B2l 93t
£2MO|C} AA TE U QEAA BTHUES HR[GIT, 2 BRHEO| 2J0jMA U Bt
FOPHS ABBIL WISt QEAX DB L XIS HOJE £ 7I%, AIZ S8t 34H S|
45 5 =™z 27 . 59, YRlote RUS OEAA

1 QIC S5, BE UR0IA 2O FopHS
o

@ Black Duck - https://www.blackducksoftware.com/
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® Snyk - https://snyk.io
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QEAA 2O|MA FoFd H2E ot MHIAE MBI 202092 2t0[A Fap
2| 7150] FIt= ALt Dependency Tree FOY, 0% M &9 M AAR HERY
SUEHY 5 7Is2 MSotH, Mg Hot A7E0| 2|FE ZISTt

41Xl Docker 34 5& HOFITEL{ = IBM Cloud, RedHat, OpenShift, Kubernetes St
MFE S0 At P22 AE 7hsork|2t E 2ot Z2|0|Y 7|50 M2t 7= Plan0|
MEMOZ OFEE 0] UL,

® WhiteSource - https://www.whitesourcesoftware.com

@ WhiteSource

20113 HEE0f 2H0[A F4= 5 Fobd 2| MH|AE HMSoHH, 22 & MH|AQI2HF
BITHSH C|O|E{H|0|AS SHESLTT QT 1109 7H 0|49 AATE I 20071 049
AKX, 19 71 0149l 2t0|E2{2|E =5t QUt. ZAB|0]H 2 MH|2[A & 2E
SHAS XI5 X Microsoft Azure DevOps MHIAZE MBI ALY GitHub2
UltimateOl AR 7ts6t MO 2 HZED OO GitHub PackageT XSt
WhiteSource= 7|2H2 MAE2 F=0|H, E 27 20HE F07IH REZ AL
JtsotH, 7t 22|0|Y 7|52 MSEHC.

@ FOSSology - https://www.fossology.org

AL FE MY EFZ A4 T YHO 2115 AUOHH 20| MAS AS22 2131,

=
FOSSology®| AfA[et EX| & AME HE2 TS A0
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https://openchain-project.github.io/OpenChain-KWG/guide/appendix/3-tools/

fossology

Codeeye - https://www.olis.or.kr/codeEye/introduction.do

Codetyer QEAA 2H0[MA H|W-EM-HALE
Checking)g A&t +HoHHL =28 F= AMAHCE QEAA A Al E456H0F
o 2I0|MA(GNU GPL ) LIS EMHEQ = ZAGI0 HOFEL, St=X A HeI A0
TEoh LEAA DB(XEH Update)E 7B = HAIGHH, 47|72 Al
HB3ZE(EA7|H He) 780 ME SA7| oz 252 MHIASIC]

fIal Ar0l 3HOF & % (Eye

P w
55

@© Clarity - http://insignary.com/

Claritys BO|L{2) ZE 242 S5t QEAA He| 42HO2, Hlo|l42) 3
ATNBH0l ATEQO] L0 ZXYots QEAA HEHES AR5t Sz QEAAO)
210|MA 1 B0t FopH HEE ABILY 7| SR Ho|Li2 2= HS S

2O A QIEH0f TRt EX Olf2t QEAA Hot RS A0 LAISHH 2F0IM

[

[l

S5 ATEQ0IS OFHoP BSE 4 T,

LABRADOR - https://www.iotcube.com/

Labrador



LABRADORE R&D & S5TUHM LEAA
Ct.

o7 | Aol MAERACY. He FoFY Off ZIXIX] 440 of Of LIOp7t ~ZE 2let
Cyet 2ots Mttt 0|1 Saff 7122 Fofet 714 Q48 MEold +Je & Ot
2 ZHO| A7t Q= 2t A0 Ciet ARE X7} 7kttt g4 Tl &4 Fofd
EHOZ O w21 Fefot THO0| 7kS5tH.

@ SW360 - https://www.eclipse.org/sw360

ADEQO|0] EEHE TYRAES BY5H| Yot ZROICH OEAAES T A
NS BZBHs Z10l2tE 2t HE D Yalr
20|84 S

3
ZZ210/014 BE

iy

SW3602| AMlet x| I AR 2 T2 A0 |ES FIIE 4 AT
https://openchain-project.github.io/OpenChain-KWG/guide/appendix/3-tools/
sw360

(@ SPDX - https://spdx.dev

SPDX(Software Package Data ATEY0] Y& w3t SHAS HFSI6H 0|5 0[5
ot7| fIgt =S MIS T,

2 SPDX
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@ ClearlyDefined - https://clearlydefined.io/

ClearlyDefined= 2EAA H|O|EH|0|AS NS5 AFZAF QEAAL FX, 20[HA
59 ZEE =Y o+ UM ottt Eot RO LFEIF ALEH AT} XFH*I*OE
HIOIHE JHde 4= QA ot HRUE| 718H] L2l U= LEAA H|O[EH|0]A 15
7FSotA 2t

EEQECIea rlyDefined

(6) LEAA JIX| Q|2 ALSL

QEAA 20|MAE BEOR M
M2hM QEAAS A

(o=}
AN
O|FAfetE &4ol0F 2t Of

AA FEO MAHH 1K= YEHO 2 “copyright”2te HO{E Xt HEQt

2 Xglote EHYE ORIt ol2et 1IXj= MEAZ0] ohet

A =2 AR ALBXOIA e = ot MAH ARKE AlEoh= O
QO QEAA Mt MEHARED OfL 2t E6i7F UCH, £

7|0XE2 BAlOP | ot} Aee YetMOo = 2|x AA|E HEE Of0|oHH, XMAHH

23 7|2t 2okt A E & URS MAH T[S 2|0 = BiT.

Copyright (C) year1, year2, year3 X&HH HQAt




@ 2to|MA DX|(AH HE
L2 QEAA ZHO|MAE AIBS QEAAL ZH0|MAS FAGIT 2t0[MA AHES

{5010, REAA MEAIS0| LEAAN et H2|E H Ofohe + UEE HMSoI=5

ol UL

o o
[e]]]

Apache License(0{))
1. You must give any other recipients of the Work or Derivative Works a copy of this License.
MZE0|LE IHY MAE S Y= ZE M0 2 2t0[MA ] AR2ES HIZ5HOF BHt.

@+Z U x|
Apache 2.0, MPL, GPL 2.0, GPL 3.0 52| 2l0|tdA= -
A AE Q7elth a8t A, 28 24 S 80 et W8k EEot=s o=

1t 7+ 0| ={O{0F BTt

k=

HE

Apache License(0]))

2. You must cause any modified files to carry prominent notices stating that You changed the
files.
SEE AN HoiM= 82 k= MRS dHSI=HE6t AR S TS0 BHTt.

2) 1K LY
QEAA AEA| DX|OF= OIA0 T2t 1A GEO| MEH22 L9t {17\ &= of.
CHERQ! 2t0|MAQI Apache 2.09] Z%, LICENSES} NOTICE TS =11, 2{0j4A o

NAHE 1A SO| DR Eete A QHioal Ut
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( Apache Royale Z2HE Apache Royale ZZHE?9| ¢f]

Apache Royale
Copyright 2020 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

The Initial Developer of some parts of the framework, which are copied from,
derived from, or inspired by Adobe Flex (via Apache Flex), is Adobe Systems
Incorporated (http://www.adobe.com/).

Copyright 2003 - 2012 Adobe Systems Incorporated. All Rights Reserved.

The Initial Developer of the examples/mxroyale/tourdeflexmodules,
is Adobe Systems Incorporated (http://www.adobe.com/).
Copyright 2009 - 2013 Adobe Systems Incorporated. All Rights Reserved.

The ping sound effect (ping.mp3) in examples/mxroyale/tourdeflexmodules/
src/mx/effects/assets

was created by CameronMusic. (http://www.freesound.org/people/
cameronmusic/sounds/138420/)

@ Apache Hive Z2HE"9| ¢f|

- NOTICE

Apache Hive
Copyright 2008-2018 The Apache Software Foundation

This product includes software developed by The Apache Software
Foundation (http://www.apache.org/).

This project includes software licensed under the JSON license.

20) https://infra.apache.org/licensing-howto.html
21) Apache Hive Z2H(E : https://github.com/apache/hive

)



— LICENSE : Pointer &Al0 2 11X|

For the SQLLine package:

Copyright (c) 2002, 2003, 2004, 2005 Marc Prud'hommeaux

From: http://sglline.sourceforge.net/#license

"'SQLLine is distributed under the BSD License, meaning that you are free to
redistribute, modify, or sell the software with almost no restrictions."

Statement from Marc Prud'hommeaux regarding inconsistent licenses in some
SQLLine source files:

SQLLine was once GPL, but it was changed to be BSD a few years back.
Any references to the GPL are vestigial. Hopefully the license
declaration at http://sqglline.sourceforge.net/#license is sufficiently
authoritative in this regard.

- /binary-package-licenses/ : HIO|L{2| U0 ZatE QEAA 2HO[MARL KAH

x|

@725 of

& KakaoTalk 4 KokaoTalk
& anms
xeps
bt s anledlora!
=2Y
2ing
bt ol conllaniog!
29571
polfomssepatmpe o DO License
AcCETAO-CAO
0|22 s woerey s wusal ech/ s benichtiwindd:-ce- Lol
AcRA
IXI7] A I A O] RotR et
ActionBarsherlock
THI R & 2] bbb con akebhacton/actionficSherock
e Apache License 2.0
oy esehui comihiaeokimalalesei

QEALA BJO|MA il 4

a3 oty ot SiieRomi 28

22) 717tRE : https:/ /www.kakaocorp.com/service/KakaoTalk
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@ LGTIXF 2| of

Open Source Software N

roduct from
e terms and conditions

contains the open source software detalled below. Please refer to the indicated open source licenses (as are included foliowi

Open Source [ License [ Copyright
oohoto 25.8 LGPL-21 Copyrioht (¢} Lutz Musller <tutz@users. sourceforge.net>
Copyright (<) 1994-2017 Free Software Foundation, Inc.
: : g Copyright (c) 1999 Erik Walthinsen <omega@cse.ogi edu>
ALk At 1 n [RETa Copyright (c) 2012 Matthew Waters <ystreetd0@gmail com>
Copyright () 2015 Malthew Waters <matthewg@centricular. com>
Copyright (¢) 2009 Nokia Corporation andor its subsidiary(-ies)
Copyright () 1990 Erik Walthinsen <omega@cse.ogi edu>
HaAmar 114 e Copyright (c) 18992000 Erik Walthinsen <omega@cse.ogl.edu>
Copyright () 2000 Wim Taymans <wtay@chebo be>
libexif 0621 LGPL-21 Copyright (c) 2001, 2002 Lutz Mualier <lut2@users. sourceforge net>
Copyright (c) 2004-2006 Lennart Posttering
Copyright (c) 2006 Pisrre Ossman <cssmang@candio.se> for Cendio AR
puiseaudio 9.0 LGPL-21 ‘Copyright (¢) 2009 Tanu Kaskinen
Copyright () 2008 Vincent Filal-Ansary <filali v@azurdigiainetyorks nat>
Copyright (c) 2008 Colin Guthrie

The source code for the above may be obtained free of charge of LG Electronics, Inc. 3! hitoiopensource Ige com. LG Electronics, Inc. v
ribution (such as the cost of media, shipping, and handiing
valid for @ period of three years afler our last shipment of ins product. This offer i s

Please be informed that LG Electronics,

valid to anyone in receipt of this information

inc. preduct may contain open source software listed in the tables below.

(7) QEAAQ| HOLE

1) QEAAO| HOtF{of

Open Source License Copyright

Pl R Apache-2.0 Copyright (c) 2015 The Android Open Source Project
basesd Ziib Copyright (C) 2011 Charcoal Design

EET EET License Copyright (c) 1896-2001 Takuya COURA

IOFI'I
=

rol
oot

notice) for

1 aso provide open source code o you on
spon email request to opensource@ige.com. This offer is

Sonatype®l ATER|0 Y 15 HIA(2020)0 HEH QEAAS At KA
Aol BZHE ZHABICH 430%Lt 57101200, S8 DRIANN AZTE LEAA
THRAL 1%} Y2IT FOIHS 711D UTD BiL,

7V Bt

0l 34 L Typosquatting 0|0, 0|= LEA

23) LGHXA}: https://opensource.lge.com
24) Sonatype, State of the Software Supply Chain Report (2020) : https://www.sonatype.

com/2020ssc

®
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Sol ATEQ0 BIYES S BH0| S7Ioks 0IRE SLtel EAAIL 2 YL
QEAAS EHSHE B4 BAZ THE0 QU0 HU AN DRYEN ABEE
QEAAL YU 40| TS I QEAAS NSO Hof HAS Trefo7 |7t
FE Ho| Ut 121 LEAA YU MESIE BR0| 78S £1 YICH 2L 0/
BAN €0 B2 4 QP o= EO7} E7 | Sk

2 QEAAZ E5F oY AHE MHEH 20204 58 “Octpus Scanner” 26719
QEMA W7 X0 4 TETH MU0 HAYNE TOfst HE0E AU 420=
RubyGems O M= “typosquatting” 2 “crypto”0t0]d HAHSO0| LAZ N =
HMAE AEROICE, 2|10 npm M7 |XE Sot SAZ AR=H 280 13379g-js npm
I§7|Xl= &R ATHEFUNIX AARTIS MO = 61E T E ASLE AP HHA EZ
S et YHE i Al = QUUCE

TCHE 0[2{3t FHOIH0| LA I QEAAL AHHEH CHAEIN

BUNS BY BES 12 ~ 17 0|UH 35%E MY AL} 071N FS3H0} & He
7 01 AQE{LE 0f0] THXIX| i AHOIATE 22 51%Lt Elcks HO0|0, QEAA
1RLIEIS| M3t HHSE ZRRID, S OF ﬁ*f%ﬂOHME HI2 HBHOF Bt
Ol ZXIBIC E3l, BARE AV Bl QEAA HZIO| HEE 3 32 0|0l
QEAA FOIHS o185 HOR RIY §0| LIEHIDE Of #2 FA7H LR MEOIC,
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4) |t GIO|E{H[0] A

Fofd HIOIEH|O| A0 MOl HLF Chefer RO Fofd Y27t Zefh=H 2

G|O|E{H|0] A= OF22F 2Lt

@ Mitre2| CVE(Common Vulnerabilities and Exposures) — https://cve.mitre.org
A& OE2|A 01 Y HIZH AA T2HES HIZGH0] LSt R FAAM0H Tt

JEE MSeltt Fd 2= 78 CVE Ha/H RO 0 2|2t

* 0)) CVE-2015-5211 Oi| Ciet CVE HE

CVE-2015-5211 Learn more at National Vulnerability Database (NVD)
+ CVSS Severity Rating « Fix Information « Vulnerable Software Versions « SCAP Mappings + CPE Information

Description

Under some situations, the Spring Framework 4.2.0 0 4.2.1, 4.0.0 to 4.1.7, 3.2.0 to 3.2.14 and older unsupported versions is vulnerable to a Reflected File Download (RFD)

attack. The attack involves a malicious user crafting a URL with a batch script extension that results in the response being downloaded rather than rendered and also includes

some input reflected in the response.

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The listis not intended to be complete.

co Lio/security/cve-2015-5211
MISC:htips: trustw [Resources/Spiderl abs-Blog/Reflected-File-Download---A-New-Web-Attack-Vector/
MLIST:[debian-Its-announce] 20190713 [SECURITY] [DLA 1853-1] libspring-java security update
URL:https://lists.debian -lts-announce/2015/0: 00012.html

Assigning CNA
Dell EMC
Date Record Created

20150701 Disclaimer: The record creation date may reflect when the CVE ID was allocated or reserved, and does not necessarily indicate when this
vulnerability was discovered, shared with the affected vendor, publicly disclosed, or updated in CVE.

Phase (Legacy)
Assigned (20150701)
Votes (Legacy)

Comments (Legacy)

Proposed (Legacy)
N/A

This is an record on the CVE List, which provides common identifers for publicly known cybersecurity vulnerabilities.
SEARCH CVE USING KEYWORDS: [ |[Submit |

You can also search by reference using the CVE Reference Maps.

For More Information: CVE Request Web Form (select "Other” from dropdown)

25) CVE : https://cve.mitre.org




@ Sonatype 0SS Index - https://ossindex.sonatype.org

Maven, NPM, Go, Pypi &
F|oF X O|0|E{H|0]A

012

e 0) CVE-2015-5211 Of i3t OSS Index H&

Vulnerability

CVE-2015.5211

8.6

Attack Vector Attack Complexity

Privileges Required
None

scope Confidentiality Impact
Changed High
High High

cvss vector
& CVSS:3.0/AV-UACUPRNFUIRIS:CICHA: HIAH

owe
Not Recorded

5) DevSecOps

20123 7IEH= "DevOpsSec: Creating the
&olf DevOps O|LMEIE0| 2Ot 7|8tS A58 &

DevSecOpset= HEE AHFILCE DevSecOps= £
2%(Operation), E2HSecurity)2] &

2t

# Report advisory or correction

Description
[CVE-2015-5211] Improper Input Validation

ork 42.0t04.2.1, 40.0t0 4.1.7,32.0
eflected File

rafting 3 URL with 3

e being downloaded rather

Select an ecosystem and component to get info on affected versions

Maven - org springframework.spring-web -

AFFECTED VERSIONS

[3.203.2.14)

[4.0.0,40.9]

(410417

[4.2042.11

289 Package Management A 218 QZ
£ HMZSt.

IAAN

=

20| ASTHBY, SBS YXol LS

Agile Triangle"® 0|2t HIIME

27t AH= Mels ZZ6| fldl

TEQ0 7§ (Development)t

FSOIZ OIS 2I701H 7Lt 29, 22 42Xt

26) DevOpsSec: Creating the Agile Triangle :
https://www.gartner.com/en/documents/1896617/devopssec-creating-the-agile-

triangle

= 2l0jettt,
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SDLC(Software System Development Life Cycle) FIAI0| 24 7FsSHE2| 2|11 X E210]
E5} 2|2 6fj0f ST} Q5 UHEHO| OZ2|H|0 | M0fl= QEAA FET}HE0~80% EaHECH=
Fg 1242 DevSecOpstiiA S5 2 QEAA FO0]| et 112 Z40|C} DevSecOps

HHOIM LEAA F|OdS FHot] MEX0A Leire A= IR SQ0HH.

@@-l-&:'

Automation Security
0]0|X| £X : RedHat

7AH[O]H % Op0|F2MH|ALQL 2 SH{AMQI J7|SE YH0|ESIHME 22|E EE 710]
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(® Dependency Graph
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2tojE2{2|et 2tolE22| A FESS A3|g 4 QUL Ruby, Javascript, Python &
CHFsH H0jet If7|X| iU XS X[ @It Dependency Graph= A2 Q1 2450 OfL|2t

RpAO| BRMES M5t Y T2 TRMEE Solgh 4 /r,

& kubernetes / kubernetes D@ Watch ~ 33k

>>>>> lssuss 19k 4 pul

© Dependencies defined in .../book/package,son 16

Lo lodash /lodash
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[Security] Bump bower from 1.8.2 to 1.8.8 #80

depordabiot marge commitnt siter o mpedebet e yersom-3.8 7 s 390

& conversation 0

=

>commits 1

dependabot ket commented 7 days ago

WeChecks O [ Files changod 1

Bumps bover from 182 to 1.8.8. This update includes security fixes.

¥ Vulnerabilities fixed

Sourced from The Node Security Working Group.

Arbitrary File Write Through Archive Extraction
attackers can write arbitrary files when 3 malicious archive is extracted.

> Release notes
» Commits.
¥ Maintainer changes

versions: <1.8.7

Contributor

+2-2 wmmm

4@ e Reviewers

Mo reviows.

Mo one assigned

Labeis

—

Milsstone

No milestane.

Dependabot will resolve any conflicts with this PR as long as you don't alter it yourself. You can also
trigger a rebase manually by commenting gdependabet rebase

i il

Dependabot

» Dependabot commands and aptions.

© (securicy) sump bover rom 1.8.2 10 138 =

© @ dapendabot ot added [T

®IE AN

TE AfE2 GitHub 40

pushOilAf AH=:2 ZAHA 2Ot FOpH0] AZH
MIAOIN 7H ZIEE ARME] 24 AEIRI CodeQLE ALESH=E, Oli= A FES

£[110|7|22 7HR[1 QUrt QEAA TE AL 222 HEED rt,

labiels 7 days ago

EE

gFez Nsdhh 2= AN

S Zik= = QF0 AH BAIE

Netifications

0 subserine

Vou're not receiving notifications
from thia thread.
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fon
Bl
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Pull requests Issues Codespaces Marketplace Explore

8 github-demos / code-scanning  Private

©Code  ()lssues 11 Pullrequests 1 © Actions [ Projects L Insights
Overview Code scanning

SecHy poXcy, Filters ~ O tool:CodeQL is:open

Security advisories o

Dependabot alerts.

] v 30pen X 1Closed

U @ Missing rate limiting

OWatch - 0

@ Settings

frsar o YWrok 0

© security 3

‘Setup more code scanning tools

Branch~ Severity~ Rulev Tag~ Sort~

naster
Code scanning alerts o server/apps/admin js#L48 - Datocted on May &
) @ Missing rate limiting naster
Codeal server/apps/ioutes/assets s#L1S - Detected on May &
= i i ir master
Datactad paciets ° 4\ Incomplete string escaping or encoding
applutis/helpers Js9L151 - Detocted on May &
9 proTipt CodeaL to Learn more
©20206iHub,Ine.  Terms  Privacy  Secuity  Sws  Hep  ConeciGiib  Pricng APl Tmmng  Bog  Abot  Reportbug
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@ Secret A7

GitHub Private Repository2t Enterprise HEM| F7HE 7[S22 FE W Secret ZEE
AMGHE 7| S0|Ch AATE0 ZE0 =EEH NSt IE YHES RO M=

[}
S E Xt ZHO| 2 MES YIS, YX[Gh= Secret ZSHO| LZAEH X|[FE HTTP
ZA 2 payload’t MEECH

Code (@ Issues Pullrequests 2 © Actions 1] Projects wii ) Securty 8

Lt nsights Settings

e Stripe API Key -
Securty polcy D o e wistnow 25) v s e

Depsociency sec's [ET T S———

Code scanning alerts. 1 We noticed that a Stripe API Key was committed 10 ths repository.
I this secret
o your cod

Detected secrets 7

STRIPE_API_KEY="sk_1ive_dsvboxacctiDfwsZCICIKLIX"

.‘.\ et alert

u a1 al oreoortit <2 false p si € tesolve ~
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X2 CHE 63%7H S7I34CH.
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30) Sonatype, State of the Software Supply Chain Report (2020) : https://www.
sonatype.com/2020ssc
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3) QEAA IHct

QLEAA MEHA = Cifet RQEAA IHHO| ZXHSICE, 2EAA 0[LIME[E(0SI, Open

Source Initiative)2| W2l AT 2F2 “7|YUS0| MY 4 U= HIFE S8 HAME
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@ 0SI (Open Source Initiative) — http://opensource.org/
0] ZE2 1998 NetscapelilA SZES B0 A[HEUCH, QEAA ATELQH AIES
Eeqot7| o THE U SHA0|CH SXH= 0S| 2t0|MA HERF £91 5 0SD(Open

Source Definition)g &2[ot1 QUCY.
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QEAA BOIOM Y 2[XtE AZEDH0] 198500 AT MH2Z XtR(Free)
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® Linux Foundation - https://linuxfoundation.org
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@ Apache Software Foundation - http://apache.org
19934 Apache HTTP ZHEZXS0IIM A[ZfSH O] D5 & MA 24t WAL ARLIEZ
UG, ISt QEAA TRMES FIFSHT Ut 50| JHYSHL Q= ADE0l=
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St ApacheCon 2HEAE SHOCE G 17 QLY

® Cloud Foundry Foundation - https://www.cloudfoundry.org/foundation/
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T 7HK| {0420 EF2 022t 20] Lz 4= QUL
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o X[ AFE AP AFEA AE 7ts
o HEXQI2f0RA MIT, BSD, Apache S
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o AISS QEAAO| 10| MASLSUS ATIOR HT O)2

o CHEEMOQIZL0|MA: GPL, LGPL, AGPL, MPL&
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« TODO Group2| Participating in open source communities®
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Developer Certificate of Origin
Version 1.1

Copyright (C) 2004, 2006 The Linux Foundation and its contributors.
1 Letterman Drive

Suite D4700

San Francisco, CA, 94129

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

Developer's Certificate of Origin 1.1
By making a contribution to this project, | certify that:

(a) The contribution was created in whole or in part by me and | have the right to
submit it under the open source license indicated in the file; or

(b) The contribution is based upon previous work that, to the best of my knowledge,
is covered under an appropriate open source license and | have the right under that
license to submit that work with modifications, whether created in whole or in part
by me, under the same open source license (unless | am permitted to submit under
a different license), as indicated in the file; or

(c) The contribution was provided directly to me by some other person who
certified (a), (b) or (c) and | have not modified it.

(d) I understand and agree that this project and the contribution are public and that
a record of the contribution (including all personal information | submit with
it, including my sign-off) is maintained indefinitely and may be redistributed
consistent with this project or the open source license(s) involved.
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GitHubO{A12] Commit

[ metatron-app / metatron-discovery

247k Commit0| QiCHH 22|17} E[X| &

EoY

RS 4 Qls B2IS RofaHof

) ADEGIE HREA AT 4 21T, OEAA 0K g ATERIOIE
=31
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A2 BHH YOl “Commits™OflA] It =~ ULt

OWatch~ 22 *star 208  YFork 48

dashboard  sql-editor  chart

42 39 contributors & Apache-2.0

<> Code Issues 305 Pull requests 6 Actions Projects 0 Security Insights
Powerful & Easy way for big data discovery https://metatron.app

business-intelligence  big-data-analytics  apache-druid If druid
| © 2,088 commits | 1126 branches 0 packages © 37 releases

Create new file

Branch: master v New pull request
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GitHubOIA] Issues H|O|X| L} “closed” tab& 2™ Close = 0|4 Sigts &0l 4~ QLY.

[Jmetatron-app / metatron-discovery @Watch~ 22 *star 208  YFork 48
Code (D lssues 305 Pull requests 6 Actions Projects 0 Security Insights

Filters ~ istissue is:closed © Labels 49 <" Milestones 1 m

B3 Clear current search query, filters, and sorts
@© 3050pen v 1,464 Closed Author ~ Label Projects ~ Milestones ~ Assignee ~ Sort~

& Refactor query resolving process @engine refactoring -
#3110 by navis was closed 10 days ago

& Remove more i ies @engine i C]
#3109 by navis was closed 10 days ago

@ split ion logic from greg @engine refactoring ]
#3106 by navis was closed 10 days ago

@ TZHEQ| Pyll RequestS &l21512t
O 0t} 2 Pull Request?t LEE U=7F?
O Pull Request’t LEEH HQIH|0|H= A1&3] 1SdH=71?
[J Pull RequestOi| Cist Eedst E20| U712
O Pull RequestE2 &2 Q7P
O YOKt Z|29] Pull RequestS0| HX| = A=

GitHubMIA Pull Request H[O|X| LY "closed" tabS F2H Close = Pull RequestE &

A O] [-
[] metatron-app / metatron-discovery @wWwatch~ 22 KStar 208  YFork 48
Code Issues 305 11Pull requests 6 Actions Projects 0 Security Insights

Filters + is:pr is:closed ©lLabels 49 Milestones 1 New pull request

Clear current search query, filters, and sorts
i1 60pen v 1,281 Closed Author~  Label~  Projects~  Miestones~  Reviews~  Assignee~  Sort~

i~ Adjust filtering start/end timestamp when specifying relative filter X |@dashboard testbed1 [}
#3107 by kyungtaak was merged 11 days ago - Approved £ 4 of 7

i Remove y i itution v testbedd (]
#3063 by kyungtaak was merged on Feb 7 « Approved 40f7

i~ #3054 fix Bugs relative to TimeFilter on Dashboard v |@dashboard | testbed2 [mEE
#3058 by eltriny was merged on Feb 12 - Approved 10f7
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Thank you for your pull request and welcome to our community! We require contributors to sign our
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GitHub

https:/igithub.com/[upstream]/[repository]
Step 1. Fork

Step 7. Create Pull Request

Step 3. Fetch and

Rebase https://github.com/$user/[repository]

Step 2. Clone
Step 6. Push
Local G

<+
—

Step 5. Commit Step 4. Create a branch

Branch : mybranch
Step 1. Fork

Upstream RepositoryS X212 GitHub AE2 2 Fork™ $iCt,

Step 2. Clone

Forkt RepositoryE A9 Local working directoryZ Clone et}

$ mkdir —p $working_dir
$ cd $working_dir
$ git clone https://github.com/$user/[repository]

Upstream RepositoryZ Remote 2|2 E E X0 7ot}

$ cd [repository]

$ git remote add upstream https://github.com/[upstream]/[repository]
# Confirm that your remotes make sense:

$ git remote —v

39) Fork : https://help.github.com/en/github/getting—started-with-github/fork-a-repo
40) B|2E E#X|: https://git-scm.com/book/ko/v2/Git-E2X|-2|Z E-E 2AX|
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Step 3. Create a branch
HX main branch*Z fetch2t rebase 6104 Z[A MEHZ QX|SHCH,
$ cd $working_dir/[repository]
$ git fetch upstream

$ git checkout main
$ git rebase upstream/main

72|10 7HEE branch®@! myfeatureZ A sict,
$ git checkout b myfeature
Step 4. Keep your branch in sync
Branch& fetch@t rebase*’st0f Z|4&l &EH= RIS
# While on your myfeature branch

$ git fetch upstream
$ git rebase upstream/master

T1-SEHO0IM code 2 S BHCH.

[

Step 5. Commit
28 AES commit* St

$ git commit —a -m '[commit message]'

41) Git 221X - Haix|2t 2017} : https://git-scm.com/book/ko/v2/Git-E2X|-EHeH X [2H-
D0i0|7

o117t
42) Git B2HX| - Rebase 17| : https://git-scm.com/book/ko/v2/Git-E2iX|-Rebase-6t7 |
43) Git E2X] - Rebase 517| : https://git-scm.com/book/ko/v2/Git-E2iX|-Rebase-ot7|
44) Git9] 7|= - X610 MEAH XZo|
> https://git-scm.com/book/ko/v2/Git2l-7 | Z=-4Hot 1 -K AN -K 26 |

o



Step 6. Push

myfeature brianch?| =8 AttE XH219| GitHub Repositorydil PushBtCt.,

git push —f origin myfeature

Step 7. Create a pull request

GitHubOIA XtA19] Repositoryil 7}H Compare & pull request HEO| &3t S
= 4= UL} 0|2 =AM Pull RequestS MASHCY,
0|= Upstream Repository2| Z2|XH= QFE Pull RequestE HESIH Merge HEE

a3gsitt

Git AH20| X20(2tH

CH=2 Git0i| CHer QHHME e = QUL

Git cheat sheet*

Do it! XIS0fA 2 2A &e|X} 218251 22

L 87 0[5 4 Qi Git =

Pull RequestZt MZ0[2+H
o Pull Request?} X20[2HH Make a Pull Request™®(H|C|2 Zt2))

£ RSt
o IESE First Contributions0flA Pull Request BIE= 21 H&E 4= QL

PN
(=
o

45) Git cheat sheet : https://training.github.com/downloads/ko/github-git-cheat-sheet

46) Do itl XIS0IA 2 24 B2t 21 AGIE A2 © https://opentutorials.org/course/2708

47) 3L 2 OlaiE 4= Qe GitYUE : https://backlog.com/git-tutorial/kr/intro/
intro1_1.html

48) Make a Pull Request : http://makeapullrequest.com/

49) First Contributions : https://github.com/Roshanjossey/first-contributions
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7|4 ME5IH Z2HME ZEH Feedbacks 2 =Lt
UUIHO R Feedback THHOILH 12 AFSIO] Of HHAIOR ERISH=R| of 121 iAlg
MESSIHE=X| SO MHS Q6IT} 0] Feedback 2= L2561 0{2E =& XAt

71049] &5 0| 1-80|2tal #0tS0[= 0] EL.

Feedback2 2& LS Ul 7t & otH0f S BHT.
®SHOI §ICr?

710{5t7] MO ZRMETH 2eotX] HA Qlots A EH. 0L F LS

Z2HENME 7|00l ol SES A R +& UL 23 0l SES UA

B2, SLE AYE S /0 HEE QEohk=s A0| S HEF A
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mo|c}

Pull RequestE dget JEIZ SHOIA| H1l 77 A 0L H 2XE iz
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<> Code  ( Issues 11 Pullrequests () Actions  [[1) Projects [ Wiki © Security = Insights

Pulse Community profile

Contributors

Community Here's how this project compares to recommended community standards.

Trattie

. Checklist
Commits.
Code frequenc
bl * Description & Ada

Dependency graph

Networt + README

Forks  Code of conduct ada
 Contributing Writing contributing puidslines  Add
o License Choosing alicense | Add
© Issue templates Add

® Pull request template

Github Docs, About community profiles for public responses
QEMNO 7| A ZME0| 25 OFEAEA=A] ElloliFe B UOL] FHISHTT
* Repolinter”

README.md, CONTRIBUTING.md 2| LIE2 = HE
o F=iottt. et g Q0| et AMet HE2 224
SME EH 2 I 2H E= H oM TED.

CLA= 7104 2H89| 5HLt0|7| THE0i| Contributing Ol CHE™ ZCt CLAS| A2 0[0]
7

ol FAXL AIHE0A O] ZAS MELZ MSotA ettE 48| 28e A

Mt RE2 HA B2 2 2o U0t CLAS #2lohs =71t 2| 2F A=
ChES HIeit.

o CLA assistant”

e cla-bot”

5) Repolinter : https://github.com/todogroup/repolinter
6) CLA assistant : https://github.com/cla-assistant/cla-assistant
7) cla-bot : https://colineberhardt.github.io/cla-bot
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8) Google Developers Contributor License Agreements : https://cla.developers.google.
com/clas
9) Microsoft Contributor License Agreement : https://cla.opensource.microsoft.com
10) Contributor Covenant, A Code of Conduct for Open Source Projects : https://
www.contributor-covenant.org
11) Django Code of Conduct : https://www.djangoproject.com/conduct/
12) Geek Feminizm Code of Conduct : https://geekfeminismdotorg.wordpress.com/about/
code-of-conduct/
13) GitHub - X&A MMBE7| @ https://docs.github.com/en/github/creating—cloning-and-
archiving-repositories/creating-a-new-repository
14) GitHub - 2 gt MH517] : https://docs.github.com/en/github/administering-a-
repository/managing-teams—-and-people-with-access—to-your-repository
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e GitHub - Topics 7f57|"
o GitLab - MZA AM517[10
o Gitlab - "2 Mt &H57|"”
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15) GitHub - Topics F7t517| : https://docs.github.com/en/github/administering-a-
repository/classifying-your-repository-with-topics#adding-topics-to-your-repository

16) GitLab - K& MA517| : https://docs.gitlab.com/ee/user/project/working_with_projec
ts.html#create-a—project

17) GitLab - 2 #Hst MH517] : https://docs.gitlab.com/ee/user/project/settings/
index.html#sharing-and-permissions

18) GitLab - X&42| Description} Topics F7t6t7| : https://docs.gitlab.com/ee/user/
project/settings/#general-project-settings

19) GitHub - 37§ XEAZ F&k6t7| © https://docs.github.com/en/github/administering-a-
repository/setting-repository-visibility#changing-a-repositorys-visibility

20) GitLab - &7 M&H4AZ F&sH7| : https://docs.gitlab.com/ee/public_access/
public_access.html#how-to-change-project-visibility




7| SIHEZEY 0] HH{dL T10|1E

(4) 3742t 5HA EQ171Q7? 11 00| SHOF &

ue

AATEES DGR IHR| & 012 ARI| 2LS FHHUKID OfF|S QEAAE TS

£ 0|20}, XIB7HRI= ARYS0] FAN WRHS 1 74 BR| 20j= 22

X THGH0] HOIMS DISUCT & 4 QU IHCIR B2 B2l Qs AATE

A OEAAR ASLIT| AoiME OIS o0 271 YR TH0| Y Hal
7

S20oltt. 4o 2= HRLUEES 2dalotil LEAAS YA

JEHUIA 7 BIA HOl= EXls FAL LE A—FS0] 0]2 QELATE Y0
E]

%
UCHs 22 BECH: HOIC 0| MRS QEAATL BYYCHE 22 MIxoR
oF
=

==
2I%

@AM ojcjof

Blof SIS HESH A4 000} A0l UL MEL QEAAC| T7Y AMS AR,
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LINE Developers &
@line_developers

Jupyter Notebook2 AF25H= LINE ZHLAS0| ZIF HHE
OIED QEAAR FIWFALICH

o |ocal, Amazon S3 S CIFst QIX|0f|A] THY A2
L BxH(ToC) &7|

oo SA|0f 0421 7H2| bucket SE 715

67 github.com/line/jnotebook...

#JupyterNotebook #LINE_OSS

linefjnotebook_reader

LI N E :black_joker: An awesome viewer to browse and render
Jupyter Notebooks from local, Amazon $3, Google Cloud ...
& github.com

2% 4:23 . 20204 118 23Y - Twitter Web App

LINE Developers Twitter :
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https://twitter.com/line_developers/status/1330773983 8730117127s=20

Facebook Open Source &
@fbOpenSource
OSS Project Spotlight

@HipHopVM is an open-source virtual machine designed
for executing programs written in Hack. HHVM uses a
just-in-time compilation approach to achieve great
runtime performance while maintaining amazing
development flexibility.

hhvm.com

E9 vioisi|

Q3 3:00 - 20214 28 22 - TweetDeck

Facebook Open Source Twitter : https://twitter.com/foOpenSource/status/
135630128702602855275=20
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projectZ Gradle 23012 £ &2[ot7 [
o QEAAO| TS _4\_7H6[~E 2271 Z: LINE7|& 2271 - Armeria®| A7 EH[0]H At
%SH E7|22)

21)LINE 7|& €21 - Mono-repo, Multi-projectE Gradle 22|21 2 &£ Helst| :
https://engineering.linecorp.com/ko/blog/mono-repo-multi-project-gradle-plugin

22)LINE 7|& €21 - ArmeriaQ M7l E2[0]7 A8l 27| : https://engineering.
linecorp.com/ko/blog/try-armeria—circuit-breaker
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24) Slack : https://slack.com/intl/ko—kr
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« Contiuous Integration - Travis™

o Contiuous Integration — CircleC|””

26) Cl Travis Cl - https://www.travis—ci.com
27) CircleCl : https://circleci.com
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o Test coverage management — Codecov™

« Pull request management - Pull Panda®

 Dependency update management — Dependabot™

4) README.md 24 2
README.md= @EAAO| BX|0|CH R0 WS ZE A0 7HY BIA 20l
2 W8S MLt HEXIE0| 3Tt
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READMES| A2 Make a README™"0f

—
AQE YO0 HIYS 2YS QA B &

=0 QUTt. OfH

r
[
oo
o
ne
I
o
=

Make a README
Name
D=MES & dHok= 0|52 M=olL! &=Lt
Description
D2 METI 201 ot=X| dHsIt UEXSUA A=K gig A 22 /HE:2
dEA HIE F7t =Lt SH0IL Z2HES| B HiZ S LI ELt Tof

ﬂJIO -|

FAFZZHE T QUTHH Z2014] 42 Af01FE Lo S0,

Badges
CtE READMEE EH EF HHEE Motz &2 0|0|X|S0] LEE AS 2 HO|
US 7*01Ef. 0] O|OIXE2 HAE SUEA=X]| OHHXIE LIEILZ[E St

M= A

28) Codecov : https://about.codecov.io

29) Pull Panda : https://pullpanda.com

30) Dependabot : https://dependabot.com

31) Make a README : https://www.makeareadme.com
32) Shields : https://shields.io
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Installation
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Usage
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LtEotA| 2ot 222 MAlots A0 HY dddti=E o
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Support
AMHE0| E28 2 WS MAISICE Ol Eiz7t & =L A ZEO[Lt O[H Y
S0 & =L lCt

Roadmap
O = Of HYILOH| CHEH O OfO[C|017} RACHH READMEO Lt&5k= Z40] ECt.

33) ttygif : https://github.com/icholy/ttygif
34) Asciinema : https://asciinema.org

)
)
35)
36)
37) Homebrew : https://brew.sh

Yarn : https://yarnpkg.com
NuGet : https://www.nuget.org
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45) Armeria — Developer guide : https://armeria.dev/community/developer-guide
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46) Maven CentralOil HHZSt7| : https://dzone.com/articles/publish-your-artifacts-to-
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47) npm0i| BIESE7| : https://docs.npmjs.com/creating-and-publishing-scoped-public-
packages

48)PyPIOl HiZESH7| : https://packaging.python.org/tutorials/packaging-
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© Add warmup lifecycle to Server CEIED
#3278 opened on 12 Jan by ikhoon

(@ Does this project use semantic versioning? ( discussion
#3277 opened on 12 Jan by anuraaga

© Add log on HttpDecoder

#3276 opened on 12 Jan by TheWeaVer

(@ New I-D ratelimit ref ' documentation
#3264 opened on 5 Jan by ioggstream C:) 1.6.0

https://github.com/line/armeria/issues/

50) GitHubOIAl Issue templateS PH== B @ https://docs.github.com/en/github/
building-a-strong-community/manually-creating-a-single-issue-template-for-your-
repository#fadding-an-issue-template
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52) 0l4 HIE3I GflA] 22 : https://github.com/stevemao/github-issue-templates
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53) GitHubOllAf Pull request templateS PH=E W - https://docs.github.com/en/github/
building-a-strong-community/creating-a-pull-request-template-for-your-repository

54) GitLabOIAl Merge request templateS M=E 24 : https://docs.gitlab.com/ee/user/
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e Linux Foundation2] Generic FOSS Policy*”
 Google2] Sample Policy™
* NIPAQ| 7| Z7HSW 7H{'EA OpenChain 2.0 A"

(TO &= CIO0IH| LEAA FHO SQES 5H QUi 2%t X|Es QFelt

DENEAZ QEAA FHO| EXHE L 4 UES ofioF

HIZHR 2H0ME 2E4A FM 2SS0 HOol=5 etds 2delt.
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Linux Foundation0| &7t Open Source Compliance in the Enterprise®|Al= 0|2t
D2 MAE HHGIL QUL

59) Linux Foundation@| Generic FOSS Policy : https://wiki.linuxfoundation.org/_media/
openchain/If_compliance_generic_foss_policy.pdf

60) Google2| Sample Policy : https://opensource.google.com/docs/

61)NIPAS| 7| ZIWATEY N AHHAA OpenChain 2.0 sH4 : https://openchain-
project.github.io/OpenChain-KWG/guide/appendix/1-policy-template/



Proprietary software
3" party software —
Open source software

Notices
Source Code

Linux Foundation, @EZAA HE20[HA TZHA : https://www.linuxfoundation.org/
compliance-and-security/2018/12/open-source-compliance-in-the-enterprise

H=0 OpenChain ZEXMEW N Xi&Sot= Curriculum SAMMZ SAFSHA HAE

]
ODENAL} 22 gE5S 2F0k UL

Review and approve  Compile notices  Post publication C ()‘ 7 R
compliance record of for publication verifications I N/
Open Source software OPENCHAIN

components l l
—t— — ——

Queued for Process

Own Proprietary
Software
3% Party Software

Outgoing Software
I

wRamll Notices & Attributions

Identification
Resolve Issues
Reviews
Approvals
Registration
Notices
Verifications
Distribution
Verifications

[ e
— — S T—

Identify Open Scan or audit source Resolve any Record Verify source code Publish source code,

Source code audit issues in line approved packages for notices and provide
components —and - with software/versio distribution written offer

for review Confirm originand  company Open n —and -
license of source  Source policies  in inventory per  Verify appropriate
code product and per  notices are provided
release

Example of Compliance Management End-to-End Process

0|0|X] &X : https://www.openchainproject.org/resources
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(1) OSPO 710|1=

TODO Group2 7|¥0] OSPOE &&iot 2Fol7| fIgt 710|=8 MiSotd UK 015
A7t

* How to Create an Open Source Program®
 Measuring Your Open Source Program®

« Tools for Managing Your Open Source Program®”

(2) OSPO 71¢ At

ESH TODO Group2 Microsoft, Faceboo, Uber & LEAAE SIHHOZ &&=

I¥S0] ({EA OSPOE 2Eotal A=A, 2 7|U9| Al E Fgtot S5, 01E
-

ATOI BLF2HEOI QINOIES 12 4 T,

o Autodesk®
o Capital One®®
o Comcast®”

o Facebook®

62) How to Create an Open Source Program : https://todogroup.org/guides/create-
program

63) Measuring Your Open Source Program : https://todogroup.org/guides/measuring

64) Tools for Managing Your Open Source Program : https://todogroup.org/guides/
management-tools

Autodesk’s OSPO : https://bit.ly/3mVdiOl

Comcast Comcast’s OSPO : https://bit.ly/2RAIw1A

Comcast’s OSPO : https://bit.ly/2RAIW1A

Facebook’s OSPO : https://bit.ly/3gkwOmg

65
66
67
68
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o Microsoft®
¢ Red Hat™

e Salesforce™
° SAP72)

o Uber”

e Yahoo/Verizon Media™

222, SKHZ2| OSPO et 22 A1 510 25 OFZIC}. : SKEZ|Z 0SPO™

KIZ7HX| OSPOZt ‘:'°1°|II T8 ERf, QIE T A0l ol LOERACt, AT
EQN HiE H MBIAS JHSh= 7| 0I2H B2 QLEAAS AIZSHL AS A
Olt}, 2= LEAA AHEA MAIF T GAHL FHATALE Helotl
O'Ef'}' 0[# 7|2]0fl OSPOE F=HIoHEA}. oFF OFHO| BES MR JMet E
£ Fe|2k= A2 OtLC MS2E OSPO2 HE Ags HEY 22E M= A
Br= of 3o EAA T2 H IHLNE YHol= ARH AlXfsk= 7 SQ0t
Ct. ot FO|2t= MY 2HS XIYot] OSPO2| Hets XAt =3E 4= Q| o

CHH QEAA9 ZIFSH 7IXIE YUY = U= 7H540
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69) Microsoft’'s OSPO : https://bit.ly/3eajxKm

70) Red Hat : https://bit.ly/3xfk3iW

71) Salesforce’s OSPO : https://bit.ly/3akfzgR

72) SAP’s OSPO : https://bit.ly/32sVznS

73) Uber's OSPO : https://bit.ly/2Qcxwar

74) Yahoo/Verizon Media’s OSPO : https://bit.ly/3mYRmBP
75) SKEI3Z OSPO : https://sktelecom.github.io/about/ospo/
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