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• UXM User eXperience Monitoring
• NMS Network Management System
• SMS System Management System
• EMS Enterprise Management System
• APM Application Performance Management
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• Resource Usage& Logs
• Service Tracing
• Process-Internal Perf.
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Pooled object leak

SlowSQL

Out OfMemory

Not handled Exceptions

Inefficient App. logic

Hangingthreads
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Loop {

select emp_name from emp where emp_id=?

}

• Loop Query
• Duplicated Query
• Unnecessary synchronized
• No cache for a heavyI/O

DB

Too many interactions

Ex) LoopQuery

select emp_id from dept  where dept_name=‘HR’



Hanging

DB

Multi-threaded execution

Mail

Thread Dump



DB

Release Connection

Get Connection

Exec SQL
App. Service

Exec SQL

ConnectionPool

Web Application Server

Missing! Exhausted!!



DB

SQL1:
select * from t1  
where t1.a=10

exe time = 10 sec

SQL2:
select * from t2  
where t2.b =10

exe time = 1 sec

100~1000 SQLs

ClassA

ClassB



DB

In memory  
Cache

Java  
Class

Memory Leak

Load too many records

Load big files

Heap memoryexhausted



Applications
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…

JAVA Process

Embedded  
Monitoring  

Agent

• Service Trace
• Prof. Counter
• Alert Event

DB

APM Application PerformanceManagement



Applications

CPU DISKMEMORY  LO
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SQL
DB Only

DB Mon.

Zabbix,Nagis,Zenoss…

For dev. not production

Java Profiler

thread & java logic(cpu,mem)

Access Log
App. Log

Sys Log

Logstash,Flume



https://github.com/scouter-project/scouter

• 2015.7.1  initial commit
• Apache 2License
• Java/Scala/Eclipse-RCP



Web Application Monitoring(APM)

Real-time Monitoring

Individually Service Trace
- Active Service Trace
- XLog & Transaction Profiling

Stack Frequency Analysis



MYSQL(DB)
Tomcat(App.)

Browser(User)

agent.java  

agent.host

Collector

agent.host

CPU, MEM,DISK

Heap, TPS  Re
sTime  Servic
e Profile

Client



Tomcat(App.)

JMeter Testing

Responses  
is too late?

ScouterMonitoring
Because  
slow  S
QLs!!

Perf-Counter : Every 2 sec 
Service Trace : Every request
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► txid = xu41k0fdsp7nt
► objName = /sjhost/tomcat1
► endtime = 2015110216:10:09.940
► elapsed = 3,584ms
► service = /dept.jsp
► ipaddr=127.0.0.1, userid=1029791858306051562
► cpu=62 ms, bytes=7736128,status=0
► sqlCount=2, sqlTime=5 ms
►userAgent=Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_1) AppleWebKit/601.2.7 (KHTML, like  
Gecko) Version/9.0.1 Safari/601.2.7
► referer=http://127.0.0.1:8080/dept.jsp?id=id8
► group=*.jsp
-----------------------------------------------------------------------------------------

- p# # TIME T-GAP CPU CONTENTS
------------------------------------------------------------------------------------------

[******] 16:10:06.356 0 0 start transaction
- [000000] 16:10:06.356 0 0 JSP /dept.jsp
- [000001] 16:10:06.427 71 0 OPEN-DBC jdbc:hsqldb:hsql://127.0.0.1/xdb 0 ms
- [000002] 16:10:06.427 0 0 STM> CALL USER() 1 ms
- [000003] 16:10:06.428 1 0 RESULT 1 0 ms
- [000004] 16:10:06.429

- [000005] 16:10:06.434

1

5

0

0

STM> select * from dept where id like '@'
['id8%'] 4 ms
RESULT 100 0 ms

- [000006] 16:10:06.434 0 0 CLOSE 1 ms
[******] 16:10:09.940 3,506 62 end of transaction

------------------------------------------------------------------------------------------

conn=getConnection();  
select * from dept where…  
rs.next()
conn.close();
...
slow logic.
...



Request  
Processiong

Thread Dump

10sec 10sec 10sec

• Top stack frequency
• Top-down analysis



https://github.com/scouter-project/scouter/releases

• scouter.agent.tar.gz
• scouter.client.product-linux.gtk.x86_64.tar.gz
• scouter.client.product-macosx.cocoa.x86_64.tar.gz
• scouter.client.product-win32.win32.x86.zip
• scouter.client.product-win32.win32.x86_64.zip
• scouter.server.tar.gz

Tomcat(App.)

Collector

scouter.server.tar.gz

Client

scouter.client.product-
win32.win32.x86.zip

TCP/UDP 6100 TCP 6100

agent.java  
agent.host

scouter.agent.tar.gz



1. download scouter.agent.tar.gz
2. uncompressing
3. add the options to the Tomcat start-script

4. restart the Tomcat instance 
5.

Scouter Agent Setup (in the Tomcat6,7 server)

-javaagent: ${SOUTER_AGENT}/scouter.agent.jar
-Dscouter.config= ${SOUTER_AGENT}/scouter.conf

Optional
default  : ./scouter.conf

github.com

add properties in the scouter.conf

server_addr=10.1.0.21  
scouter_name=tomcat1

Scouter Collector’s IP  
default  : 127.0.0.1

Tomcat Instance Name  
default  : tomcat1



1. install jdk1.7.x
2. download scouter.server.tar.gz
3. uncompressing
4. start ${SCOUTER_SERVER}/startup.sh

Scouter Collector(Server) Setup

1. install jdk1.7.x
2. download scouter.client.product-win32.win32.x86.zip
3. uncompressing
4. execute scouter.exe

Scouter Client Setup Depends  on the PC’ Env
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http://github.com/scouter-project/scouter

https://youtu.be/iuArTzsD7Ws

http://github.com/scouter-project/scouter


java.sql.Connection  
java.sql.Statement
…  java.sql.Reqult
Set

Http Requests ServletAPI

javax.servlet.HttpServlet  
service()

Application Framework

Application

DB

URL
SQL

JDBC API

java.sql.Driver  
connect()

URLConnection  
HttpClient

URL call



JDBC APIServletAPI

javax.servlet.HttpServlet  
service(){

ß ServiceTrace.start()
Original Code

ß ServiceTrace.end()
}

java.sql.Statement  
executeQuery(){

ß SQLTrace.start()
Original Code

ß SQLTrace.end()

}

• URL
• Elapsed Time
• Exceptions

• SQL/Parameters
• Elapsed Time
• Fetch Count

TraceContext

Inject the trace-code

ThreaLocal



Recent User

TPS

Avg Res. Time

CPU Usage

Active Service

Heap Usage

XLog

Monitoring
Objects



Error Transactions Only

• Elapsed Time
• CpuTime
• SqlTime
• SqlCount
• ApiTime
• ApiCall
• Memory Alloc

• Filtering
• Load old data
• Summary Service
• Zoom in/out



Screenshots of the original XLOG, data collected in 2004



MYSQL(DB)Front(AP)Browser(User) Core(AP)

external (exgoogle)

RESTful

RESTful

JDBCHTTP

EndToEnd Analysis
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