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Github QEAA 3

o

Built for
developers

GitHub is a development platform inspired by the way
you work. From open source to business, you can host
and review code, manage projects, and build software
alongside 30 million developers.

3X oL it Xt} 18097 OjAte] 7| Al X XI

More than 1.8 million businesses and organizations use GitHub

https://www.github.com/

() airbnb SAP4 e G P Payral Bloomberg

N | N d ¢ @ Walmart

BDSK



GithubZ YOlH = QLEAA o

Ten years of merging
You've accomplished millions over the last decade. In 2017, the
GitHub community reached 24 million developers working across

67 million repositories.

of Fortune 50

COMPANIES USE GITHUB ENTERPRISE

TOTAL USERS

TOTAL REPOSITORIES

The 50 largest companies in the United States (by revenue)
use GitHub Enterprise to build software.

mi

BDSK https://octoverse.github.com/ 8



Github® YOtH= QLEAA T

I_

A bigger, better GitHub Developer Program

The GitHub Developer Program is a way for you to get the resources you
need to build great things on GitHub. This year, we made the program even
bigger and welcomed 50 percent more members than last year.

9,794

ACTIVE PROGRAM MEMBERSHIPS SINCE
SEPTEMBER 2016

BDSK

https://octoverse.github.com/ 9
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Mature Open Source Ecosystem Projects with the most contributors

<

PRs released
2010

‘620034 000s

"/

BDSK https://octoverse.github.com/ 10
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Linux is a cancer that attaches itself in an
intellectual property sense to everything it
touches.

(Steve Ballmer)

(2001)

""" -

= Microsoft \0 GitHub
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Open Source License Open Source Security

@

BDSK z



Github EQHztZ]|

GitHUb Secu rlty Leaderboard Rules Openbounties FAQs Bounty hunters

GitHub Security Bug Bounty

' Software security researchers are increasingly
engaging with Internet companies to hunt down
vulnerabilities. Programs by Google, Facebook, Mozilla,
and others have helped to create a strong bug-hunting
community. Our bounty program gives a tip of the hat to
these researchers and provides some cold hard cash
for their efforts.

If you've found a vulnerability, submit it here. You can
find more information in the rules and FAQs. You can
also check the current rankings on the leaderboard.

«

Happy bug hunting!

BDSK https://bounty.github.com/



Github E ozt

2| (Bounty hunters)

Leaderboard

These are the current top 10 bounty hunters based on total points earned across all targets. For listings by target, visit their
individual pages. For the full list of contributors, check out GitHub’s bounty hunters.

a
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o
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Aleksandr Dobkinimg src404
onerroralert(document.domain)
@adob

joernchen of Phenoelit
@joernchen

IELL
@Cache-Money

loannis Kakavas
@jkakavas

kyprizel
@kyprizel

Orange Tsai
@orangetw

Markus Fenske
@iblue

Choongwoo Han
@tunz

Blake Burkhart
@bburky

Abhishek Dharani
@Dharani-abss

30,750 pts

18,500 s
16,000 s
15,600 s
14,000
12,500 s
10,000

9,500 s

7,500 s

6,000 pts

P00
O%00
oQ

8
OG0
A

e
SQ0
0
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Github EQF2| (Security alerts)

Viewing and updating vulnerable dependencies

octo-org / octo-project @ watch~ | 3 o Star | 0 YFork 0
Code Issues © Pull requests 0 Projects 0 Wiki lilt Insights Settings
Managing alerts for vulnerable dependencies in Dependency graph
Contributors
H H 1 H H Dependencies Dependents
your organization's repositories
. . . X . . X Traffic £ c AF e A Dismiss
Organization owners and repository admins receive security alerts when GitHub detects a vulnerable N G AT el TR e
. . . . . - . . Commits Some of the dependencies defined in these manifest files have known security vulnerabilities and
dependency in an organization repository. You can specify additional organization members or teams to e T
also receive security alerts for vulnerable dependencies. Code frequency JGemfile Jock 34 vuinerabiliies found
. X . . Dependency graph Only users who have been granted access to vulnerability alerts for this repository can see this message.
On GitHub, navigate to the main page of the repository. Learn more about vulnerability alerts
Network
. i . Forks These dependencies have been defined in octo-project’s manifest files, such as Gemfile.lock.
Under your repository name, click £} Settings.
[ Dependencies defined in ./Gemfile.lock 72
In the left sidebar, click Alerts.
> rails / rails actionpack A Known security vulnerability in 3,2.17 ~
Type the name of the person or team you'd like to receive alerts when GitHub detects a 6 known vulnerabilities found
. . . > E® rai ils acti
vulnerable dependency, then click their username or team name to select it. kel zatveeans [ CVE-2016-2008 High severly
B reis /e [% CVE-2016-0751 Moderate severity
" 'd li i i > G rails / rails activesupport
After you've selected all of the people or teams you'd like to receive alerts, click Save changes. A CVE-2015-7576 T r—
. [% CVE-2014-7829 Moderate severity
’ O [houghtbm (RETEI [# cvE-2014-7818 Moderate severity
[% CVE-2014-0130 Moderate severity

> jinunemaker / httpart:
ﬂ ! RS [0l Gemfile. Lock update suggested:

actionpack ~> 3.2.22.2
> rails [ jquery-rails B B .
Always verify the validity and compatibility of

suggestions with your codebase.

> n mikel / mail @k RNOWN SECUTTTY VUINErEDNTy 1N £:3: 9 ¥

https://help.github.com/articles/about-security-alerts-for-vulnerable-dependencies/

BDSK L



Apache Software Foundation Security Team

‘ The Apache Way ‘

‘ Contribute ‘

‘ ASF Sponsors ‘

APACHE

SOFTWARE FOUNDATION

THE APACHE SECURITY TEAM

The Apache Security Team exists to provide help and advice to Apache projects on security issues and to provide co-ordination of the handling of security vulnerabilities.
All members of the Security Team are also members of the Apache Software Foundation.

REPORTING A VULNERABILITY

We strongly encourage folks to report security vulnerabilities to one of our private se

VULNERABILITY INFORMATION
Alist of security contacts for Apache projects is available. If you can't find a project sj - 7 : is avail :, Ify : n formati 7 e losk
report then please use the general security address below. Kot 10 rity lists should mot be used 1o ask questions about

Please note that the security mailing lists should only be used for reporting undi
fixing such vulnerabilities. We cannot accept regular bug reports or other secur
not relate to an undisclosed security problem in an Apache product will be ignoj

Also note that the security team handles vulnerabilities in Apache products, not
should be sent to root@apache.org only.

The general security mailing list address is: security@apache.org . This is a private m

Please note that we do not use a team OpenPGP key. If you wish to encrypt your e-ma VU L N E RAB I LITY HAN D L I N G

members of the Apache Security Team and be aware that it may take us a little longe]
members and that you should not contact these members individually about security

« Mark Cox - 5B25 45DA B219 95F4 088C EFAA 36CE E4DE BOOC FE33 - pgp.mit.ed
« Bill Rowe - B1B9 6F45 DFBD CCF9 7401 9235 193F 180A B55D 9977 - pgp.mit.edt

« Mark Thomas - A9C3 DF4D 22E9 9998 D987 5A51 10C0 1C5A 2F60 59E7 - pgp.mi

« Yann Ylavic - 8935 9267 45E1 CE7E 3ED7 48F6 EC99 EE26 7EBS F61A - pgp.mit. elrer

The keys for all of the above can also be obtained in a single file from The Apache Software Foundation .

B DSK http://www.apache.org/security/
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Apache Software Foundation Security Team

APACHE

WARE FOUNDATION

ASF PROJECT SECURITY INFORMATION

Pages maintained by ASF projects to provide information on known security vulnerabilities are listed below. The security contact for reporting new vulnerabilities is also

Custom ¢ E

The Apache Way

Contribute

ASF Sponsors

shown. Note that whilst all projects have a security team, not all project security teams have a dedicated address for reporting new vulnerabilities.

To report a vulnerability in an Apache project that is not listed below, please contact the Apache Security Team.

Apache project security page
Apache Portable Runtime (APR)
Apache Ant

Apache Apex

Apache CloudStack

Apache Commons

Apache CouchDB

Apache Geronimo

Apache Guacamole

Apache Hadoop

Apache Hive

Apache HTTP Server

Apache Ignite

Apache Jackrabbit

Apache Kafka

Apache Libcloud

Apache Metron

BDSK

Security Contact

Apache Security Team

Apache Security Team

Apache Apex Security Team
Apache CloudStack Security Team
Apache Security Team

Apache CouchDB Security Team
Apache Geronimo Security Team
Apache Guacamole Security Team
Apache Hadoop Security Team
Apache Hive Security Team
Apache HTTP Server Security Team
Apache Ignite Security Team
Apache Jackrabbit Security Team
Apache Kafka Security Team
Apache Libcloud Security Team

Apache Metron Security Team

Apache NiFi

Apache OFBiz

Apache OpenMeetings
Apache OpenOffice
Apache ORC

Apache Sentry
Apache SpamAssassin
Apache Shiro

Apache Sling

Apache Spark

Apache Struts

Apache Tomcat
Apache Traffic Control
Apache Traffic Server
Apache Trafodion
Apache Zeppelin

Apache ZooKeeper

Apache NiFi Security Team

Apache OFBiz Security Team

Apache OpenMeetings Security Team
Apache OpenOffice Security Team
Apache ORC Security Team

Apache Sentry Security Team
Apache SpamAssassin Security Team
Apache Shiro Security Team

Apache Sling Security Team

Apache Security Team

Apache Struts Security Team

Apache Tomcat Security Team
Apache Traffie Control Security Team
Apache Traffic Server Security Team
Apache Trafodion Security Team
Apache Zeppelin Security Team

Apache ZooKeeper Security Team

18



Linux Foundation CIlI

1 THELINUXFOUNDATION

Core Infrastructure Initiative.
Fortifying our future.

https://www.coreinfrastructure.org/ 19




Linux Foundation CIlI

0)21
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Facebook

Amazon Web Services

HPE Software

Cisco

VMWare

Intel

NetApp

Bloomberg

Microsoft

Qualcomm Technologies Inc.

Google

Lyft

Hitachi

IBM

@ INFRASTRUCTURE NEC
INITIATIVE Rackspace

Fujitsu

https://www.coreinfrastructure.org/ 20
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Top 10 high-risk components found

Apache Commons Collections (3.2.1)

Spring Framework (version unspecified) N85

Apache XML Xalan-Java (2.7.1)

Node.js (version unspecified)

FreeBSD (version unspecified)

zlib (1.2.8)

Sun Java Platform Standard Edition
(JRE) (J2RE) (version unspecified)

zlib (version unspecified)

Sun Java Platform Standard Edition SDK
(J2SDK) (JDK) (version unspecified)

Open BSD (version unspecified)

BDSK

Attackers continue to
exploit unpatched software
to conduct attacks against
critical infrastructure
organizations. As many as
85% of targeted attacks are
preventable, according to
US-CERT.

WA 2oH ol
54% O|40]| High-risk
0|2{%t High-risk2|
HOHF{OE 2
Apache Commons
Collections®} Spring

FrameworkE Zgtst=
HE QI TN A

17%7} Heartbleed,
Logjam, Freak, Drown,
Poodledt 20| 22|
LT HoF Y S

=St
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Aerospace, Aviation, Automotive, Transportation Logistics zlib 17%
[ Big Data, Al, Bl, Machine Learning Spring Framework 9%
Computer Hardware & Semiconductors libxml2, zlib 17%
Cyber Security Apache Log4j 12%
Ed Tech Zend Framework 12%

Energy & Clean Tech Apache Xerces-C++ XML Parser 33%
Enterprise Software/SaaS Spring Framework 5% I

Financial Services & FinTech Spring Framework 10%
Healthcare, Health Tech, Life Science libtiff, libxml2 4%
[ | Internet & Mobile Apps Spring Framework 21%
Internet of Things OpenSSL, Apache Tomcat 10%
\ | Internet & Software Infrastructure Node.js 28%
Manufacturing, Industrials, Robotics foj;R.éa)YiE;it:ngn;:qtczr;dard FeliE (Ui 9%
Marketing Tech Symfony 15%
Retail & E-commerce Apache Commons Collections 13%
Telecommunications & Wireless Chromium Source 25%
Virtual Reality, Gaming, Entertainment, Media zlib 25%

BDSK
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Aerospace, Aviation, Automotive, Transportation Logistics 53% 30% 78%
Big Data, Al, Bl, Machine Learning 45% 25% 72%
Computer Hardware & Semiconductors 74% 22% 72%
Cyber Security 36% 41% 76%
Ed Tech 45% 15% 77%
Energy & Clean Tech 11% 33% 78%
Enterprise Software/Saa$ 46% 17% 83%
Financial Services & FinTech 27% 34% 78%

Internet & Mobile Apps

Healthcare, Health Tech, Life Science

48%
57%

31%
60%

71%
64%

Internet of Things

77%

15%

75%

Internet & Software Infrastructure

65%

67%

78%

Manufacturing, Industrials, Robotics 32% 9% 91%

Marketing Tech 76% 23% 77%

Retail & E-commerce 71% 32% 61%

Telecommunications & Wireless 64% 38% 100%

Virtual Reality, Gaming, Entertainment, Media 70% 50% 92%
11%~77% 9%~67% 61%~100%

BDSK
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“2110100101010101%%
*0110101110101¢
9110010011010
0101001010101
22010101 101011 )
'0501 10010
2101f

lb4l

'0'01011

2901110101011
“211701010101C
wo'omom '



EQUIFAX Data Breach Timeline

Equifax Data Breach Timeline
> EEI

Breached Announced HM(C)

S CSO & CIO Retire
(o) ELEFGEY petecteD MO ) o
: : o HRACN CEO Steps Down

CHCE RN

- o @ o —— &6 @& ¢ 0 & 68 @+ 00060000 o0 @

HON Spyware Found
v

“.
g v |

YIIVE details at csrps.com

MON cERT Advisory ®
OB Patch Released Hackers in
Equifax Servers

0) Vulnerability Found

70 Class Actions

LB Response Site Slammed!
®

Phishing Site!

https://csrps.com/meticulous-timeline-equifax-data-breach

BDSK 2
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Open Source Hidden Tear, EDA2, Heimdall2 7|9t 2 MM 9|0 X =

Released on October 26, the Heimdall ransomware is self-contained in one 482-line PHP file, which
produces the GUI below. If used by attackers, they would deploy the ransomware by uploading this
PHP file to compromised servers and accessing the file's URL.

Heimdall Information

email@emai com
2 bitcoin

Cont: 123adsd

Heimdall Encrypted

Passw ord for encrypted

Heimdall Decrypted

Passw ord for decrypted
Heimdall Message

Heimdall Resume

Total of 2010 fies
Files cryptography: O
Files decryptography: 0
Number

B DSK https://www.bleepingcomputer.com/news/security/heimdall-open-source-php-ransomware-targets-web-servers/

Send

Send

Heimdall Ransomware

S3Y HEY|

P o) 511/514 & Youlube (3

Path/File Status

35
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QEAA HOMMOH B8 T WY &
Download Attack

Webshell upload

Parameter
Tampering

SQL Injection
\ Cross-site script

Test Website (not updated)

Drupal 7.x SQL Injection SA-CORE-2014-005

OCT 15TH, 2 3,727 NEVER

USE PASTEBIN A LOT? UPGRADING TO A PRO # Dashboard Content Structure Appearance People Modules Configuration Reports  Help
KEEP CALM ACCOUNT UNLOCKS MANY COOL FEATURES. P Bl
AND :
GO PRO admin
User login
Not a member of Pastebin yet? Sign Up, it unlocks many cool features!
Username *
a Username *
admin
Python 1.e1 ks raw cone  em admin
Faaaworis Spaces are allowed; punctuation is not allowed except for periods, hyphens, apostrophes, and underscores
Current password
urllib2,sys + Createnewacconnt [N

arupaipass Drupalfissh # htrpe: « Request new passwor Enter your current password to change the £-mail aderess or Password. Request new password

E-mail address *
rc2yl-@simplytest me

Log in

.argv[3] A valid e-mail address. All e-mails from the system will be sent to this address. The e-mail address is not m
or notifications by e-mail.

len(sys.argv)

“host username

Password

Password strength Fair

hash = DrupalHash("$53CTo9G7Lx28rzCfpndiB2hUlk

TqHa#82WLbNPT2K5TZKZML", pi

ord).get_hash()
Confirm password
Passwords match: yes
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