12‘@;%@ g
2010.5. 19

“”J ”L]J “J Jb :(f


mailto:hwlee@hs.ac.kr

4. N5 A+ g A

5. HARLUIEI =2& & JIUi &1k

[H0

Internet & Information Security Lab., Div., of Com., Info., and Software, Hanshin Univ.




OIEZ 0= J14E GPS JHAAHXI ™ X}

T2 aute

ftc 20|
= Microsoft

s =S 0sel FAlSH ALSEE HE

- Google

‘9F 2x WM

- OHgS = AP0 X5
- ZEIEf=~F HT s

* RIM(Research In Motion)
+ Push Mail Service

- =0fEE ojoE === X8

o |

» Apple
- sk Fo| ofS2lFHold 018 s
- IIBEQI QAEH 0]~

- Hat S9WE 2 BEIEf=F =7t

AMH| 9t

= Nokia
R AT LA

Internet & Information Security Lab., Div., of Com., Info., and Software, Hanshin Univ.




OIEZ 01 714 GPS JNAAXIEE TS X 20

o X '

Hyung-Woo Lee

« OIE20|E 229G HA
- = oA s HEOIFLH, st 1= MUlALF FHE =
UL, BEIENAZ MHIAE X360 AUS
. MEHA CHYSH HEHQ QZAA Z2IH0/M0] HELE & US 202 JIHE
. OIE20|C 0SE EXiE ANEER) BIEO2 MRES =0/D U= =AY
Q32007 Q3 2008 3%__ Q3 2009

3%

Internet & Information Security Lab., Div., of Com., Info., and Software, Hanshin Univ.



oHEZ01= D18 GPS JHIHXIE

()
0

IXIH L RIIHO
0

+ A0IEES Soll GPS RIXFEE 0I2/XHE8 AHIAD}
==old Y3
— AJIEEZS Sof Helste MUl A (Personalized services)E 0|2
- AZ2AL FAXNEEL f&CIHY HEI =D} Zerotd Ar= At
otz B E AAI0 XS = A= ANE8stE AHIAZE 22
- AQIEE J|E GPS IR XIEE &3 MUlAN CHsr 241 0]
==0t1] US
e O 20| 2YHHMAHAN GPS HXNAEE 82 App. £ R
- otz Z A S22

OlE &t30IM 2L 8 SHOA A

GPS —?Iil’éi_t.’_ or HAAE MBIA MBS0l ELE

+ OISSAYOIL} ST S2II0l ETHE GPS & Cell-ld 252 S AR X2
ﬂﬂﬂﬂENMﬂEEuPF

- ADIEZUW GPS 22 HAHotH SsAE ML, IX=E AblA, WS OHU
NMBIA, BERE MHIAZ &SHE = /UAS

Internet & Information Security Lab., Div., of Com., Info., and Software, Hanshin Univ.



AAIEZ0[= D18 GPS IHAAKIEE ID[AE XX H2HI0 S

ot=0lE GPS

DA/ E2HA Jl=
= SA0IA2 GPS HIOf I

- e Z2t0IHAl E3 & S38 AUlA SIS HE

Grs 101

3G - wwm=p) I b
——— oA B l I
| S ————— -

2
1
° HlU
O

Wikl emetd N2 LE/87
— . I
1 ~AOIEE GPS
AT HE 7| 4F/H of
DBO| HEZ 523 |
i
VAR B4 BEaEH é v 0] 7|t 2
v GPS QIR HE &4 GPS FH DB - IS 2R3 ABA
- 4HE M2 GPS HE R 2 120f o5 GPs H=
g &4 ZM 9l 28 M2 0|8

Internet & Information Security Lab., Div., of Com., Info., and Software, Hanshin Univ.







OIEZ 0] J14E GPS JHAAXIZEE X

=

NI =

- M1IHE=E:

EEOIE GPS X

o171

AEE
gt
o

=]
=

|

l

X
al

FI

. .

(1

INE

ol
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Self-control using Access @ LR K
GPS3=A3 Permission on GPS Info. o -
WA =
- _ permission  m®
Send_GPS_Location GPS HE 24 Open SW
Read_GPS_Location GPS HHE =4 .' =
i .
A Access Time GPS GPS T ATH € o -;-’f
Access Group GPs MA|ZEZ i
— Add/Delet = =T AR il I| o
© 571 /Delete TH AR ) 4 ] &
Send_GPS_Time GPS AR FH&
® YERI BN AlZHEE
' Send_GPS_Interval GPS AR B URL Link
Network |~ [_wn | e |  Ceecumes gma
Send_Emergency JISEHEH= L %\ —_—

Internet & Information Security Lab., Div., of Com., Info., and Software, Hanshin Univ.




OIEZ01= J18t GPS JHRIAHAIZE T E XX E2 M

| =

O

—

B2 11

=
=2

|2 H GPS JliQ! X &

= /] 1L

| ——) PSP (Privacy Self-Control Protocol) ‘

/\ Mobile User Location o
= Management Server I
Ll
% ——-Service—p @
Location App. —MLP—
Server Other Device
.
Location Location Data
Server Server Mobile User
I —P SF =P
Self-Control b
Manager
* Android Phone
1
I ¢
PSP PSP
PCP
l xEE 2
Privacy Checking Entity = Privacy Profile Registry T LD
L S B M EHS 2lAs
— Acs Ti
= = %e;legea'lsitg
LSAF - Access Range

Psaudonym
Posig

-

LSPF

Internet & Information Security Lab., Div., of Com., Info., and Software, Hanshin Univ.




AEZ0I1E J1HGPS HAAXIZE IDIAE X E2H0 SSH

£

NS ALY SH

+ MIBHELSH: NAH HS HAE % 0SS HRLIEI 29
- PHE ANAL OIS U DREF OHMA BHA
- JHZE 0SS RE 2 L GPS 23 S8 App. W2 X

GPS Location
Self-Contral Server

GPS Location {""'@;". :"";'é'“: Y23 /47
Self-Control MHHZ . I 1 & I A
P Ha l_____,: LS GPS R|eixE=ael

;Y ==

Any computer
Maobile Phone with GPS connected to
Location Self-Control the internet
Meodule installed

Internet & Information Security Lab., Div., of Com., Info., and Software, Hanshin Univ.







IEZ01= 718t GPS JHRIAHKIZE ITHAE X E2 M0

o1 7

ME =& A

GPX/MLS & 24 2 2x&HE
TEO|HA| M T2 ET AMAHE
« MLP, PCP =2 E 2 Spec. 24

« Z2lo|HA| HF Z2EZ MA
= X etet Lol chsf HH EAM =y

RAXEHE XZ (Mo EAE JILH GPS ®IX|EE HZHOo EANE 1L &
0SS #wUE 29
o AXZE Zafo|HA| ME HH/FH . IXHE HEH O ZE MH /P
e PSP Z2EE 3l 215 25 47 « 78 SWHE U M5 Lot

o IZlO|EHA| HE2AS ! HF sw et « 0SS HELIE| 2 2 H2

6 e E€s =

on

- G7NE HEL A

Internet & Information Security Lab., Div., of Com., Info., and Software, Hanshin Univ.

11




Hyung-Woo Lee

2 A 3 £
20IEEGPS 20tEEGPS
HXIHE HxEE
Z2}O[tH A P21 A of
MEZRAIf Y Z2EZ MA

6CHA 4 A
A0IEEGPS A0HE EGPS
T 2lo|H A xHE
M oMM nIl?IJHIOi
"ot Y 2N sels 79

Internet & Information Security Lab., Div., of Com., Info., and Software, Hanshin Univ. 12



'jH

]

-

|




1

C20/1= J18 GPS JHAAXIEE IDIE8 X 8
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http://www.topografix.com/gpx/1/1/

rte represents route - an ordered list of waypoints representing
a series of turn points leading to a destination.

<rte>
<name>BELLEVUE</name> - 0|
<desc>Bike Loop Bellevue</desc> - 8
<number>1</number> - #A, Index
<rtept lat="42430950" lon="-71.107628"> - QZAE I=E

<ele>23.469600</ele>

oL

wpt represents a waypoint, point of interest,
or named feature on a map.
/ <wpt lat="374756711" lon="126.5976938"> - QZE =

WPt <ele>181505127</ele> - A&
\ <name> MEF</name> - ZUE 0|
\ <time>2008-10-27 1141:43AM</time> - A|Z
\ <desc> H0|E MEE</desc> - HY
\ <fwpt>

trk represents a track - an ordered list of points describing a path.

<trk> - E AZ
<name>ACTIVE LOG 001</name> - E2 0|2
<trkseg> - EZ ZEOIE E[AE

<time>2001-06-02T00:18:15Z</time> - A|Zt
<name>BELLEVUE</name> - Z2IE 0|
</rtept>
<frte>

GPSOnOfl A OHAE EAIStE 24 &4
1. <wpt>
2. <rte>

<trkpt lat="37.5738265" lon="127.0146782">

- 4L FHE

<ele»453192139</ele>

<ftrkpt>
<ftrkseg>
<trk>

GPSOnOjM Z2E 12|& 4% 24 =4
1 <trk>
2. <rte>
3. <wpt>

~.allE

<time>2008-10-26722:57:18Z </time> - A|Zt
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Self-control using Access

= - . .
GPSm=m3 Permission on GPS Info.
X107 _vemisin  mw

Send_GPS_Location GPS EE =4l

Read_GPS_Location GPS HE =4l

A Access Time GPS GPS B2 AI7H
Access Group GPS MA|X| HZ2

Add/Delete VPR
Send_GPS_Time GPS MA|X| F

AlZt 23

Send_GPS_Interval GPS MA|X H&
Network =7 o

Send_Emergency IS & &
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Mobile User Location
Management Server
]
1
- Location App. J Mobile User
fl ;I %E Server 4 MLP
FE/EE
: @
Location | Location Data
Server Server Android Phone
1 PSP
[,  SeliControl I PSP
Manager *
1EA: ex e Had
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L0l Al —EntityD
_ AIHI M B A2 HE aAE
P RNEE H2AE - Access Time Sel
Rull & X 2 B2 AY 2| AE
= == Access Range
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Any computer
Mobile Phone with GPS connected to
Location Self-Control the internet

Module installed
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e SourceForge.net HRLIE| J
— Android GPS Control (2010. 4. 21 A

http://androidgpscontr.sourceforge.net

A

SaurceForgenet: Andraid GPS Cor

- Project Web Hosting - Open Source Software - iternet
net/project &] http://androidgpscontr sourceforge net/ v |4 | % |l 2 8ing L~
x McAf -~
X Apwidwslve Brg [ - GEGEZ4 Z2E M2 48 2aE MW 3% | v | =10 x  BrWindowsLive Bing B~ mzoEey =22 ome 4D zEN M 2% | B - g | 210
x Google| [+]4 ﬁﬁ"v*»@' g | Boe- B- o NS - | W HA - Ba b » & - @=10- x Gcmgle‘ E,:lg‘\_.nv{»$v - | B2e- B o @aocs) - | B > & - Q=19

¢ EAR7| | G B FH AOE v | T8 775 7RI v
| Android GPS Contro | Get Android GPS Control| |

- - s v HOXE- OESv Z20)v @

T EARI | f5 BB MOS v B TR 37715 7L~

|§ SourceForge.net: Android GPS Control - Project. |7|

- v v HOXE) Y ¥HE)v Z32(0)v @~

»

s%urczm FIND AND DEVELOP OPEN SOURCE SOFTWARE

Find Software | Develop = Create Project | Blog = Site Support = About

Welcome, Guest! Create Account

Log In

SourceForge net » Find Software > Android GPS Control

4 Android GPS Control oy

299, jeon1986, y, wonjun0213

Summary | Files | Support | Develop
=t

This is for GPS user data self-control and access control on Android. User can set its own access control on
his/her own GPS data from Android

or | View all files ¥

&2 hitp:fandroidgpscontr.sourceforge. net

EDIT

Show project details

share B ¢ M O More

Ads by Google

PC Remote Control

Remote Control any distant PC_Fast and
Secure. Test it for free!
www.TeamViewer.com/Remote_Control

Android GPS Control: Project Web Hosting - Open Source Software

Android GPS Control

Users

Download Android GPS

Control files . .
Looking at Tortoise SVN?
Aqua Data Studio, SVN on mare
0SesDownload Mow! Windows, Linux, OSX
www.aquafold.com

Open Source Software

Donate money
Project detail and discuss

Get support

Not what you're looking for?
Project Information
SourceForge net hosts over
100,000 Open Source projecis.
‘You may find what you're looking
for by searching our site or using

About this project:

This is the Android GPS Control project
("androidgpscontr")

3
8
@
o
I
"
(7]
=
o
2
e
Qo
v
=
=]
w

This project was registered on
SourceForge.net on Apr 21, 2010, and is
described bv the proiect team as follows:

our Software Map.
Ratings and Reviews Show: Everything  [=] &) Ads by Google
You may also want to consider
100% of 3 users recommend this project Thumbs up: 3 these similarly-categorized
Thumbs down: EETE—— () projects:
@ oy 25 oo uy Ga v ®100% v

Ads by Gaogle

Developers

Join this project:

To join this project, please contact
the project administrators of this
project, as shown on the project
summary page.

Get the source code:

Source code for this project may be
available as downloads or through
one of the SCM repositories used by
the project, as accessible from the
project develop page.

Update project web pages:

This page is the default project web

@ PIEY | ¥5 9 8E 4~
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