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Motivation
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Let’'s Track My Personal Information Usage!
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(Track My Personal Information Usage)
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TrackMyPIU Overview
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Software Modules
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How does it work?
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Ul & Functionalities

J  Signed-ups
o o m = st 22 2019 JIALO|E =40l H|O|E AtK|
Signed-ups - HiS’[OI‘_X _
Jhel S2 21012 Sof MS e Lf HEALS 0/ 29I, T0|E ALK

History
Suspicious O  Suspicious
Settings X EH AR T} 2h2ist 0| Absi 9| mCt gl 30|

1 Settings

Ol O & T AFA|
O| Mg Q| THH 2 2|5t QA 2t (threshold) B



Signed-ups

[ signed-ups x

® O |[) chrome-extension

'ojpbnebhmjdckbbkkbnacpikookgngjb/signups.html

Singed-ups

N &

This page shows the websites you have signed up so far. The list is made by filtering duplicates out from the used personally identifiable information such as id, password, or email address.

ww.transifex.com

www.ssgdfs.com
www.nate.com
www.megabox.co.kr
www.funshop.co.kr
www.dropbox.com
WWW.amazon.com
raksik.funshop.co.kr

nid.naver.com

@ns.daum.net

hwanud@gmail.com
hwanud

tirks

hwanud

hwanud

Latest Access

11/11/2014 14:58:51
11/5/2014 22:21:23
11/11/2014 9:18:15

11/10/2014 16:20:52
11/13/2014 14:49:29
10/29/2014 20:13:15
11/10/2014 17:30:42
11/5/2014 10:52:19
11/4/2014 15:52:45
11/4/2014 10:8:44
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History
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® O | [) chrome-extension://ojpbnebhmjdckbbkkbnacpikookgngjb/history.html
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Access History

logged here.

This page shows the activities of using your personally identifiable infarmation for web access. Note that it recards the submission of your infermation by clicking 'submit’ button or whatever. Other activities are not

(

N

77/2014 14:10:2
11/7/2014 11:51:1
11/7/2014 10:14:23
11/7/2014 10:12:43
11/5/2014 22:21:23
11/5/2014 22:21:12
11/5/2014 22:20:48
11/5/2014 22:20:39
11/5/2014 22:20:32
11/5/2014 22:20:27

www.funshop.co.kr
login.daum.net
hwanud.egloos.com
hwanud.egloos.com
www.ssgdfs.com
ipin.siren24.com
www.ssgdfs.com
www.ssgdfs.com
www.ssgdfs.com

www.ssgdfs.com

Used Information

hwanud

hwanud

hwanud, 743980
hwanud
hwanud@gmail.com
hwanud@gmail.com

hwanud

Sign-up
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Suspicious

® O [ chrome-extension://ojpbnebhmjdckbbkkbnacpikookgngj

Ous.!

'Suspicious sites

This page shows the suspicious activities pertaining to your information leakage. Mote that it might be not correct. You can set the threshold of suspicious and more dangerous actions on the settings pages.
"Suspicous” means that the login attempt occurs more than a certain threshold. It may not be serious but still requires to be watched carefully.

"Warning" indicates possibly more dangerous situation, which means the use of your personal information exceeds the your pre-determined threshold. Please check whether there are some malicious codes on your
computer if "Warning” shows up here.

Default threshold for "suspicous” and "warning™ is 10 and 20, respectively.

\The status is decided by the data that occur today.

Today: 11/13/2014

Access count per Day

logins.daum.net 5 Suspicious

login.yahoo.com 10 Warnig
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Development Environment
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O This repository  Search Explore Gist Blog Help "' duheeye +~ D. o

Open SO u rce hwanud / Securelnfo @ Unwatch~ 3 o Star 1 Y Fork 0
Community

. Contributors Traffic Commits Code frequency Punch card Network IMembers
(Github) o

AUQ 171 2014 - NOV 13, 2014 Contributions: Commits + 0]

Contributions to master, excluding merge commits

=EE

- =
40
(https://github.com/hwanud/Securelnfo) 3: "
10 Ig

Aug 24 Aug 31 Sep 07 Sep 14 Sep 21 Nov 02 Nov 08
bokorkim #1 |:| duheeye #2
45 commits / 4,369 ++ / 836 — 25 commits /521 ++ /172 —
-‘A - AA —
Aug 24 Sep 07 Sep 21 Oct 05 Oct 10 Nov 02 Aug 24 Sep 07 Sep 21 Oct 05 Oct 19 MNov 02

iy I hwanud #3
Bl 23 commits /913 ++ /268 —

e A
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Explore Gist Blog Help ' duheeye +~ D. £+ 2 Td

O This repository 5
Op en SO u rC e hwanud / Securelnfo @ Unwatch~ 3 | ¥ Star 1 Y Fork o

Community
(G i t h u b) m Pull requests Labels Milestones Filters ~ is:issue is:closed

u Clear current search query, filters, and sorts

@ 50pen + 15 Closed Author = Labels + Milestones - Assignee « Sort ~ y]

- Issue 22|

& Initial threshold value on the settings page does not appear. (] T o B2
#18 opened 21 days ago by hwanud
(https://g|thub.com/hwanud/Secu relnfo) ~| (& Layout of settings.html page is not well-organized. [enhancement| W *

#17 opened 21 days ago by hwanud

| & Extension is not working on every sites. [IT] [eahancement| LA

#15 opened 23 days ago by hwanud

(@ Settings page does not hold the setting value. [XT] [eAhancement| - T

#14 opened on 28 Sep by hwanud

| (& table on the suspicious.html generates empty row when data is added. iy LR
#13 opened on 27 Sep by hwanud

@ Empty id field hinders data from being stored correctly. ' LR
#12 opened on 27 Sep by hwanud

| (& The color of bar graph on the chart is sometimes too bright or dark. w LRI
#11 opened on 27 Sep by hwanud

) & enhancing "popup.html" [enhancement

#10 opened on 27 Sep by hwanud

requires extension icon. [Enhancement|

#0 opened on 27 Sep by hwanud

&)

1 @& alert() for debug still exists. L_F]

#3 opened on 27 Sep by hwanud

"I & Deletion of "url#" type of data does not affect on the "time#" type of data. [IT] r A

#7 opened on 27 Sep by hwanud
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» Chart
] hwanud/ Securelnfo @Unwatch~ 3 Unstar 1 YFork o background s
G history.html
HistoryTablejs
jquery-1.11.1.minjs
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@ Issues 4
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N Pull Requests o
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= 4~ Pulse mi
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dejs
I Chart Emtpy chart is not shown anymore. A text is displayed to indicate tha a day ago Graphs i
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a E
E README change program name in README 7 minutes ago A Settings “Tablejs
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or Subversion. @
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& Clone in Desktop
B jquery-1.11 1. min js get the exact form a month ago
S ) %> Downloa\ZIP
2 manifest json change program name 8 minutes ago
B mysaiptjs delete alerts for debug a day ago
2 popup himi A texi, suspicous shtes, in the popup menu is changed to suspicous 7 hours ago
B popupjs Popup is added with blank pages 26 days ago
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L] Signad-ups

| Suspicious sitss

& Secureinfo-masterzip " @ Secureinfo-masterzip

Connect with friends and the
world around you on Facebook.

5 see photos and updates from friends in News Feed.

Share what’s new in your life on your Timeline,

L)

P

(
(

Enghish (US) Espaiiol Portugués (Brasl) Francais (France) Deutsch Italiano

People Pages Places Games

Careers  Privacy Cookies Terms

Find more of what you're looking for with Graph Search.

sl B h(EGE

Locabions Abo

Help

Emadl or Phone Password

T T |
-]

Sign Up

It's free and always will be.

Birthday

Month ¥ Day v Year v Why do 1 need to provide my

birthday?

Female Male

By dlick Jp, you agree to our Terms and that you have
read our Data Use Policy, indluding our Cookle Use.

Create a Page for a celebrity, band or business.
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3 Facebook
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« Securelnfo

facebook =& .

oackground.js

nistory.htmi
»r ~historyTablejs

11.1.minjs

Facebook Login o
]
Please re-enter your password
The password you entered is incorrect. Please try again (make sure your caps lock is off).
Forgot your password? Request a new one.
ES
Email or Phone:  abc@abe.com mi
Password: deys
Keep me logged in mi
htmi
or Sign up for Facebook 7
Tablejs

Forgot your password?

20 English (US

Portugués (Brasil) Frangais (France) Deutsch Ttahano auuell T+ wT(WE)

Mobie Find Friends  Badges People  Pages Places Games Locations  About
Create Ad Create Page Developers Careers Privacy Cooldes Terms Help
Facebook © 2014 * English (US)
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[) chrome-extension://kdbcacjobehdiaglbbgnhhplindkbpbn/signups.html e
Singed-ups

This page shows the websites you have signed up 0 far, The list is made by filtering duplicates out from the used personally identifiable information such as id,
password, or email address.

2

1 i

www facebook com

www.facebook.com abc@ abc.com 1

Latest Access

9/28/2014 23:43:46
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& - C i [ chrome-extension://kdbcacjobehdiaglbbgnhhplindkbpbn/history.html

ERNOMUN - N . |

Access History

9/28/2014 23:43:46

[& Secureinfo-master zip 'fia Secureinfo-master zip

This page shows the activities of using your personally identifiable information for web access. Note that it records the submission of your information by clicking
‘submit’ button or whatever. Other activities are not logged here.

www.facebook.com

| Delete

$ o2=c = x

>g::.
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[ Suspicious sites

Suspicious sites

This page shows the suspicious activities pertaining to your information leakage. Note that it might be not correct. You can set the threshold of suspicious and more
dangerous actions on the settings pages.

“Suspicous™ means that the login attempt occurs more than a certain threshold. It may not be serious but still requires to be watched carefully.

“Waming" indicates possibly more dangerous situation, which means the use of your personal information exceeds the your pre-determined threshold. Please check
whether there are some malicious codes on your computer if “Warning" shows up here.

e t shald for cous™ and "warning” is MERE, respectively.

The status is decided by the data that occur today. [}

Today: 9/28/2014

gnhhplindkbpbn/suspicious.html 2@ U O =
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) hwanud/Secureinfo x | [ Signed-ups x 1 [ History x ' [* Suspicious sites  x J [ Settings x \ [ Facebook x VN 229 - New Life: x

e @ VO mls

& = @ f [ chrome-extension://kdbcacjobehdiaglbbgnhhplindkbpbn/seltings.html

= > c')\ Filter m:

Settings

This page shows the settings for this extension. You can start or stop running Securelnfo extension in this page. In addtition, you might set...
Some features are not fully implemented yet. Moreover, the provided functionality can be improved in any time. They will be notified if any changes happen.

Clear Data  clear

Threshold  done
Suspicious 3
Warning 5

§ SEC ARSI =AM x

~ Securelnfo
j Chart
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» HistoryTablejs
query-1.11.1.minJs

manifestjson
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3 Facebook
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facebook =& .
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11.1.minjs

Facebook Login o
]
Please re-enter your password
The password you entered is incorrect. Please try again (make sure your caps lock is off).
Forgot your password? Request a new one.
ES
Email or Phone:  abc@abe.com mi
Password: deys
Keep me logged in mi
htmi
or Sign up for Facebook 7
Tablejs

Forgot your password?

20 English (US

Portugués (Brasil) Frangais (France) Deutsch Ttahano auuell T+ wT(WE)

Mobie Find Friends  Badges People  Pages Places Games Locations  About
Create Ad Create Page Developers Careers Privacy Cooldes Terms Help
Facebook © 2014 * English (US)
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) hwanud/Secureinfo x | [ Signed-ups x { [ History %) [ Suspicious sites  x '\ L] Settings x ' [ Facebook x VN 229 - New Life: x

= = C # D[ chrome-extension://kdbcacjobehdiaglbbgnhhplindkbpbn/suspicious.html PR O UM - N | ]
SUSDICIOUS sites

This page shows the suspicious activities pertaining to your information leakage. Note that it might be not correct. You can set the threshold of suspicious and more
dangerous actions on the settings pages.

“Suspicous™ means that the login attempt occurs more than a certain threshold. It may not be serious but still requires to be watched carefully.

"Warning™ indicates possibly more dangerous situation. which means the use of your personal information exceeds the your pre-determined threshold. Please check
whether there are some malicious codes on your computer if "Warning” shows up here.

Default threshold for “suspicous”™ and "warning” is 10 and 20, respectively.

The status is decided by the data that occur today.

Today: 9/28/2014

www.facebook.com Suspicious
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