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Libelium Smart World

according to climate conditions and
unexpected events like accidents or

Smartphones Detection Electromagnetic Levels traffic jame,
. A Detect iPhone and Android devices and in Measurement of the energy radiated H i
Air Pollution general any device which works with Wifi or by cell stations and and WiFi routers, Smart nghtlng
Control of CO, emissions of factories, pollution Bluetooth interfaces. Intelligent and weather adaptive lighting
emitted by cars and toxic gases generated in o . " " in street lights.
farms. Perimeter Access Control Traffic Congestion

Intelligent Shopping

= . Access control to restricted areas and detection Monitoring of vehicles and pedestrian

Forest Fire Detection of people in non-authorized areas. affluence to optimize driving and walking Getting advices in the point of sale
Monitoring of combustion gases and preemptive routes. according to customer habits, preferences,
fire conditions to define alert zones. Radiation Levels presence of allergic components for them
or expiring dates.

Distributed measurement of radiation levels

in nuclear power stations surroundings to A Noise Urban Maps
generate leakage alerts.

Wine Quality Enhancing

Monitoring soil moisture and trunk diameter
in vineyards to control the amount of sugar in
grapes and grapevine health.

Sound monitoring in bar areas and
centric zones in real time.

Offspring Care

Control of growing conditions of the offspring in
animal farms to ensure its survival and health.

Sportsmen Care

Vital signs monitoring in high performance
centers and fields.

Structural Health

Monitoring of vibrations and material conditions
in buildings, bridges and historical monuments.

Water Leakages

Detection of liquid presence outside tanks
and pressure variations along pipes.

Vehicle Auto-diagnosis

Information collection from CanBus to
send real time alarms to emergencies
or provide advice to drivers.

Waste Management

Detection of rubbish levels in containers
to optimize the trash collection routes.

Smart Parking Item Location

Monitoring of parking spaces availability
in the city.

Search of individual items in big surfaces
like warehouses or harbours.

Quality of Shipment Conditions Water Quality Golf Courses

Monitoring of vibrations, strokes, container openings Study of water suitability in rivers and the Selective irrigation in dry zones to . D
or cold chain maintenance for insurance purposes. sea for fauna and eligibility for drinkable reduce the water resources required in llbelllm
s the green. www.libelium.com
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Libelium Smart World
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olE{ullof| A4 =l AFEE9] 7ll5(Connected Objects)

Human Beings vs, Internet Connected Devices (millions)

50,000 / HAE A=
40,000
°=|I o Xl n
30,000 Hel %l /
20,000
10,000 — HMA QA
1995 2003 2011 2020E
m— HUMAaNs Internet Connections

Source: Cisco Systems, LM Ericsson, Raymond James research.

o QIE|Ulo] HAE AHREC| 47} HAA| 21T Z1t D loTO| Al
- 20205 QT S &5 T0K| BT} 04 vs HAE AR S 5009 H 04

o AH HAHM---
. 7}@ QIE{S PC 10 > 7HQ! 1H ATLEE D EfE3, AntE TV, YRS, Z2IE
* 191 THHE HOIMS (Pve TRA) S AHRO| A QIE{Sl0] HZ

.
8 I'.\a O.JC



(loT Enablers)
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[%t11] The Machine-to-Machine Market, 2012-2016, Market Figures & Trends. (iDate)
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AREQIEU ool & AEHA

=2E
(Y HICIE)

SLIMES AHolEHIO| HEH3 SR E(MHE|L) &M & o{E|AH0|d

T x ‘ '
@ Jy ARM Oil Energy i
G :I/—j IBM & Gas & Utilities
SIEMENS J) ‘ i@ ) % AT&T Internet of Things . p
Johnson )I(' ,|||,|||' Spl’lﬂt S s ( Smart [ e )
(onfinenfal % Controls FTERG ) e el
@ LG HO“E}’WE“ ' e als gelufche x“!%!y ~ V'S %
weres () BOSCH NEC = debor | | Axeda [ connected | [ Transport |
dgson E] Electrolux on Vehicle & Rail
SHASPA 0! \ {Ayla Networks N J L y
%lrlmd A"E’u'f'gi":’::: - e BT! ©ETHERIOS [ Life Science J ( Industrial N
w- BT!‘ RWE d:“r/ EFN%?O’EE @EUROTECH & Healthcare L Manufacturing |
voaarone Imagine. Build. Succeed.
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= MY L1IE-?—EL CPU S Eli*7 25ix ‘E’JE’ |Bh=l EHAoll M S5l oF 51|

(simple)aflof 504 2Fzfoll 2tA] EA) Customlzatlon0| SHESHoF 517 W =of 7|20 2
JHSW StEY ) & R

= QEAATJ|E: Open Source Hardware (Raspberry Pl, Arduino)

=0 7H 1(liight) T
=l Open Hardward(&

¢ U|E23(Communications)
= 27e| 4l B2 dAet 7'|7|01|k| LI = H|C| = Tk Ato]ol| RIEHSt C[0|E &+4S 7tsA st =2
EZ 7= 2 Eot0|010|: 5t =5| xM24 AH|JF =o{of & Bluetooth, Zlgbee Beacon £

- 27{2| EAL Mol SR O0]E/S H|C|E EhatoA] L X2lshs ZRE K| 0 iRl A
Aol S| SAM 0l S A|AEIO 2 B0} 5 0] AR ES B4 =712 olEe of|

OI_.I_

Azt =2 E=0| 2 Qs Hlo|Ejof Lt M3 BAHQoS)E B, J[ 20 £EAI2 TCP/UD

25 g0 ZREERE HTTPS 8l FZ MQTT =4l =

— 02 A

AA 7|4 USB, Bluetooth(btstack, SmallTooth), Zigbee(Open ZB), MQTT(RabbitMQ, mosquitto)
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e Event Processing 0|04
= MMUM L= A 20| H|0[E & B5F M2 HUfy|o&= ntEst H[E9 3 Eelig]

ol vl CPU X1l AEZ|
X| 59| XIS A2 51| uf 2o AP‘MI " ﬁH"._ OItHI E i8S ZX[st0] 1X} 7}=510] 22E AntE Hj=
S, 220 ui2} H|c| = oM SEE o2 A0 dI0[E M2 MHoM SEE T AS
= EX M|0|E(0|HE) & 2 ZHX|5l=0| 22}& 2l CEP(Complex Event Processmg) ERSE=S
= QEAA J|&: Complex Event Processing(Esper), Stream Processing(Storm, S4)
19 1.05C



TR LELAT|E

e Messaging 0|S¢0{

2 HIMo|M L+2 S22 Event Processing O|S9[0{0]| <]

HLi7{LH(Routing), 7| & ™ H 2t AgkEnrichment, 0f: &| & M E)sl= 52| HIA[X| 7t &0 228

HAIX| 2tFE!, 7}S(Enrichment, Transformation) 2| S&t&2l 7| s s# & + A= ESB 741} 219 E
7|50 ZHS & Queue EEMoZ &0 E

QEAMA J|=: ESB(Jboss ESB, WSO2 ESB, Open ESB, Mule), Queue(ActiveMQ, RabbitMQ)

¢ O|0|E| A 2|(Processing) 2! =A1(Analytics)

271 H|0|E0M | ELASMOR ojn| 9l Zu MBS HohHT, IS AlZtEstol b IT H27HS0] 3
A #EE 4 ATZ = 2

=o= [ AA
CH2t C|0|E{ & M & st CHE 4 )= BigData &£5FM 2} M|0|E{0f| A Z{E = &ohH= Data Mining, 7+335t=
ETL(Extract Transformation and Load), A|Zt3}Sl= Bl(Business Intelligence) 52| 20t 25 E&sl=
BI/DW £FM0| U=

Q@ EAA J|&: BigData(Hadoop, Hive, HDFS), DW/BI(Pentaho, QlikView, SpangoBl)

¢ HOKSecurity)

Mot = =at, T2| 1 WHollE M ZE &5+41 El= H|0|E{ & = 3lst= Encryption 7| =

Zh FR|(MA, U C| = hat sHoll = MbY) Ztol| M2 AtCHEbS Al SH= Authentication, ZH FR| 7} XHAIS A
Het o+ A= Y HE(of: ID)E 22|35t Identity Management, 2t FH| S0H S E 5= AEHE &2ls=
Access Control £92| 7|=0| 2

QEAA J|&: Encryption(2EAA Cl), Authentication, Access Control(Open IDM/AM, OpenlAM)

~
~
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- A YES3A + AL HESA v Glo|H Oro|d
v" NFC, Bluetooth, v' HTTP(TCP)

Beacon v MQTT(TCP)

=

ojE4llof g « Messaging - BigData & DW

v I}BEX| e . v ololElel voHHY, 12 % P
Y = i HolE + Fent Processing ool H% cole] Hal FoET
. QIH|C|E chat AOE MEEX v mesigyez v gz hoy v B
e PN PSE apo v HE A2}
R *g SENE]
TE v g2 Ho|E
Ho o -” | -I v E.IlolE_I
v MOl AH 2 _
HO|E A& Enrichment

_
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» Data Discovery
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H|EHEH A Of7 | =X Al

Oracle

Device Identity & Access
Mgmt

Catoway
Extensible App
Framework Data Privacy Management
& knowledge

collection of

datasels discovery Performance
Actuatar :

M2M Server

S —— — Alerts, Dashboards
ices Communi ion &Reports.
) — Key-Value Shuchaed
Devices Provisioning & datasets
MmagenmApp " Database i Advanced Anavals
SmartNode $$ Scence

Instant data
Extensible
Fmﬁ:,',,,:‘pp Real-time Data Routing &

Analysis

T
Enterprise Integration

Gather Acquire

Sensor
Datacenter Management

Network Firewall
Database Firewall

Business
Intelligence

Big Data Data Discovery

Organize Analyze & Decide

WSO2(Opensource)
IBM loT Reference Architecture

IoT Industry Platform & App Services

Web / Portal Dashboard API Management

® Connected car L]

® Smart home ® Operation insight and optitm.
R ® Remote Healthcare ® User behavior & profile

: ® Industrial Internet .

Asset mgmt and maintenance
Fiw
: Event Processing and Analytics

Smarter commerce

Scalable Services
Ecosystem (SSE)

Device Mgmt loT Baa$
® Local data store ® [oT cloud services ® Mobile cloud services and other ) Aggregation | Bus Layer
@ Notification agent ® [oT notification service backend cloud services Enterprise
® Data synchonizing E’ ® [oT data services (time-series) back-end b ESB and Message Bl‘okel’
® Analytics & ® [oT data analytics services usiness
® Management ® [oT device management
o Seouy Systems Communications
® [of Baa$ architecture

Devices

® DevOps for IoT applications ® IoT messaging service

Device Manager

® IoT data store as a senvice ‘

O Wi ozariiom suzper sl ‘

R
[
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£
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(=]
©
c
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(2]
Qo
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z
el
=
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Fo¥ROxen

‘ SoftLayer / laaS ‘

i
i
i
® (service composer, developer portal, SDK and code generator) | E MQTT / HTTP
CloudOE (Bluemix) Runtimes & Frameworks / PaaS i
i
i
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e I AHE2 L2 2L Y T|SS IR NHES MtEEH ERQst2E A
» 32T, XA HAIM, 212 3|2 7| E = 52 tiEoA S7Hs HW
= HIX{/7Helo] HW C|XIRIS LELAE B, delo] 7HEo| &0{st0] M|F 2t /2HH
e OSHWE= 20051 'OF50| (Arduino)' Q] S&to 2 M 51E|7| A|E
e X[Z20l= MZER MitpHot EXHEAS| B2to 2 M F =2 J1s40| Y&
Z

+ 3D Z2UE{7} M HIBOF et BE MT, ZARE S Ial2CHY WA £x}

‘059 O|E2|Otol A AlZEF F= 2t=Hf|2| mo| Z{EE XE7| H|IZEEE AN '13 QE-OFFO0| X SH&F 71
Atmel2| AVR CPU EHxj O] '128 ™Al A3 = H Texas Instrument SA| XX AH 30| HE2I
7 de| #8511 UZ 2¥ 42 EC IFH 7t Folet 85 Quark & Z&}

=X: Wikipedia
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olH|c| = ot} — O}50| e (Arduino)

e H|QIEE 2lof| WiFi, Ethernet, Zigbee S C}UsH EAIZRES
e =XEQl SeieatA(IDE)S M|S5t0] ZHHs Heflo] H =2

L—

Hardware Software
Arduino Board Shield(EA128)
Sensor
%"SE'
Sk...
Actuator
LED, 2 E, +
AL AH...
Arduino IDE A3 2/4F
Written in : Java, C and C++
. ccesso C
' A2l G OS : Cross-platform (Linux, Mac, Windows...)
—GSBU Type : Integrated Development Environment
License : LGPL or GPL license
= . . Z= X: Arduino.cc, Wikipedia

Hhx||: [oT & QLEAA
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HEQI Y Z2EE - 27z

ol

= M& MEKEE 2= S automation ¥ H|0|E HIERIZE fIst E&E 7|

= HE SILE R = oML S H[o] R 5 Het A|AR M7 71sstH, QIEUES &
st & automationZ G H2|stA| 0|Zstz{= S22 &ulst 7=

= XTE(AA BHE{E] 2702 & 237X ALE), 2 JHH(1~28 &)

= Z: Ao, A2, FAZLEE, JI™8ALSE, SEASE AHRISE S

e Bluetooth
= FHE LEF 0|E 82 FUi2[7|& HZ835t= 10~100m 2H2| M Sl 7|=
= Bluetooth 4 05 E| &= d|0|E| £410]| 7}=8t BLE(Bluetooth Low Energy) M|-=
- #t3: Apple iBeacon
. W2 712(2-38 £F), HH(Zigheet | QAR )
= 2 9o & Cldlo| A, ADLE FIE, AKX, Apple iBeacon, Local Commerce

e NFC

+ 20cm ojgk & 37| 4 7. HHY
+ mSTIE, B, A8t

~
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HET Y

ZREZ - 27g|

e HTTP(TCP)

18 20| AFZE[= IP 7|8k
ZFM o2 TCP A%
HIOIE1 U0} THako| =71 BX| 242
Xl &1 x| MHZE Do} MEsH= AR

oi7a| £l
AE3sI7| BCh= Fo3HE H

or2 A0 X3 (0of: S =N

ZEES

|:

EEE B0| AE

MHZ H[0[H S EH

TTP(HE) =2
)

¢ MQTT(Message Queue Telemetry Transport, TCP)

Higjo E2| Ex], HIA 323
3.59] ZHlY H0|AS H4AIXT} AFR
S22 W ES3 cfnt uiE{2| A2
-) EI:II-O' loT &40 %A

H|C| = ZHE0| MQTTE]

Pub/Sub Z2}0|¢1E F&S

EH s = loT/M2M

WL 2F HAA Z2ES XS

-> 9.‘.:.’.*.& SHEjE 7§ 20|

Clst MQTT X| & LEAA T2HE

Bdi 7|7]of ZHEE HAIY Z2ES

Server QoS 0 QoS 1 QoS 2 auth bridge $5YS SSL dynamic topics
Mosquitto v v 4 v 4 v A
RSMB v v v v v v x v
WebSphere MQ v v v VV v v v .V
Apache Apollo 4 4 v v x x v v
Apache ActiveMQ VV VV VV 7? 7? V? ? V?
webMethods Nirvana Messaging v v v § x x v X
RabbitMQ v v x v x x v v
MQTT.js v v v § x x x v
moquette v v x ? ? ? ?

Key: ¢ supported X not supported ? unknown § see limitations

MQTTZ oliet M= o
(WebSphere MQ H| 2|5t @LEAA)

-
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loT & o| =0

e loT o|=90{e] A&
» Internet(| E3)z} Things(AlE)E o114
= C|Hlo|A, W ER A, MH|A S0l cifst =23} 2|0[0] M| S35t0] 240[SH Al
= SErel CluiolA Mo, 4 52| 7|SsS APIE Sdll MlS
= ASQIE Ul E4l ASES OIX| 8= Context Detection 7| =
n QEAMA T FME: Hydra(Link Smart), Aspire, Ubiware &

knowledze data

Application
run remotely

Associated with knowledge data, P <
associated with rule engine L J’:" Int t\—m
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Table 1. loT-middleware comparison. fibresil)

Fig.2. Functional Components of loT-Middleware
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Event Processing & Messaging 0| S<ll04

e Esper (Event Processing)
= Complex Event Processing, AA|ZF H|O|E| AM2| 7|=
+ koM Lo o

Ci| O] 301|k| HII Ol E miH S ZHK|5H0]

(EE= I" oHII Actlon &)
= AHE E2 LELA ZRHE AE H|F(Oracle Event Processing)2| H|0[A gt

e Active MQ
= Java 7|4tQ| JMS Queue
= MQTT(loT), AMQP, OpenWire(mAS), Stomp(&td) TREZE X| 26 QLEAA

¢ RabbitMQ

= AMQP(Advanced Message Queuing Protocol) Message Broker
- IS wED ME50| HEE = ZEES
= Erlang OTP 7|g} 15

r
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Hl0|E X2| - LEAA BigData ZEXHE

¢ BigData= Hadoop2 S22 ZIHSW AEHES0| HO| U8
¢ BigDatas 2 MMM Lt2= tHEE HIES o|0|E] 2|0 Ffsiod, DW/BI S2t 22 WS

ol M|0|E| EAM(Analytics) A|ARID} AT &

QIX o5t Js

"1 1=

‘ i i “ Data I ’ i I ‘ Process & H ” | . I

Internal

Open Source
Softwares

-

. Distributed
Crawling File System Map Ruduce ChartGraph
Log Collector NoSQL Data Query Data Grid
OpenAPI Search Engine Classification DataExport
Data_ Memory Grid Recur_nmendat
Integration ion
Real-time
Analysis
-Flume "“HDFS, Gluster, | [ -Hadoop .d3
*Chukwa Swift *Hive, Pig *ggplot2
*Logstash *CouchDB, *Mahout +Shiny
*Fluentd Mongo DB, ‘R rChart
*Scribe Cassandra +Qozie
*Lucene, Elastic *Esper, Storm
Search
LR A N )
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H|0|E] &4 — DW/BI
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Mozt gotst LEAAE QIS

ZE510] DW 222
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e O|O|E] A|Z3}
= QlikView, SpangoBI, Pentaho Bl 2| C}2f5t1 MM E =2 QLEAA E2EM0| S, 2F
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= S D7) Q15 : SHIE 7|7 2RE Cl0]E] 41 I8t AlE U 91, 91F wA| - ID/PW, PKI
JlEkeIZN, SIM £ ofg
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= ZigBee (IEEE 802,15 4) : x| 2 £EA10)| AES-CCMP &t 55} 2 11g|& 7|2 M2, H|AS 5 EAIT
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e 25 SHENcryption)

HHo

» [HEEO UGS dNEE2 QLEAAR HZ2E (2ISW

E FF37[0l 2 o{HZF 8iS)

e QIZ(Authentication/Authorization)

= QOpenAM: Access Management, Entitlements,
Federation, Single Sign-on

e Algdx} 2i2|(Identity Management)
= OpenlDM: C}2fsH A| ARl &=l ID 2Ha| Y

Provisioning, C}2Fst 7| =(LDAP, DB, Java )| CHst €l
EH0|A X| &, RESTE &5t APl M| &

e F St H|0{(Access Control)
= QOpenAM: Policy Management, Entitlements
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Identity Management
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OpenIDM

User

Upon Successl |
Authentication
Slngl Sg 0
se started

/-

— Redirection to
! IS OpenAM for
i . Authentication

Web site / Application

Resources

OpenAM Access Control
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loT A{H|A E2HE
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AllSeen Alliance

o BISARTS SANOZ JIHYAAI 2K stel EE
ZZoz oisals 239

| % ALLSEEN

® Qualcomm 0] AllSeen Alliancedi| X}A[Z} 7HErSE AF
x| 2t 4 7| & '8=2l(Alljoyn)'| AATCE HZ]

0

OPEN SOURCE IOT FOR THE
INTERNET OF EVERYTHING

e 2013d 2|SAAMTHE 2E, SI0[E, AT, opias, oo
Llejxl-, A|é—lq— % 237” |o=-||i+|7} §Lo1é|_+ IOT odlélti+| ol_l OPEN SOURCE IOT TO ADVANCE THE INTERNET OF EVERYTHING
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QUALCOMM : AllJoyn Software Framework

e A comprehensive software framework lets devices and applications communicate
¢ QUALCOMM is not focusing on data-driven service model like big data analytics

Application Layer

AllJoyn Service AllJoyn Service Frameworks

Frameworks . —
* Interoperable, cross- d
platform modules for AllJ
: : oyn
common IoE functionality . 4
Thin Client

AllJoyn Core Framework .

AllJoyn « Supports ultra low
memory embedded

AllJoyn Core Thin _
Framework _ devices
: . Connection Network Cl t
'y Discovery Security Manager Managrer ien
* Fundamental building
blocks

Physical Layer

IP Network Connection (Wi-Fi, PLC, Ethernet), Bluetooth
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Applications Services Objects xl'olgal %EI‘%’-E A"“Iﬁ Ol'g‘
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IBM loT Cloud AMH|A SEHE
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