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Amazon EC2

®Linux ®™Windows

RackSpace

®Linux ®™Windows

“Linux is twice as
popular as Windows on
Amazon Web Services.™

“On the RackSpace
cloud, the split is even
starker: 75 %to 25 %,

again in favor of Linux."
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Attack COOSle

Recent 5,000 attacks, tracking 55,879,987 bots Destination

SSDF Flood : 15.53

SYN Flood 15.25%

UDP Fragment
UDP Flood

GET Flood

DMS Flood

NTFP FLOOD
CharGEN Attack
ICMP Flood
ACK Flood
RESET Flood
FIN Flood

HEAD Flood
SNMP Flood
POST Flood
XMAS

PUSH Flood
Reserved Protocol Flood

£ X : https://www.stateoftheinternet.com/trends-visualizations-security-real-time-global-ddos-attack-sources-types-and-targets.html|
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TZ2&EZ2Z OpenSSL 0l HE0tHAM

(VE-2014-0160  Leam rr| &t National Vulnesability Databa
eeeee ity Rating » Fix INfommation o mmsmmv EnPManm

The (1) TLS and (2] DTLS implementations in OpenSSL 1.0.1 befre 1.0.1g 6o not propery hande Heartbeat Extensin packets, which alows remote attackers to obtain sensitve information fom process memary via crafted

packets that inioger 2 buffer aver-read, as demansivated by reading prvate keys, related to df_bath.c and t1_lib.c, 2k the Heartbleed bug.

Ol e HE2 “OpenSSL’'S

Note: References are providd for the comveniznce of he reader to help distinguish between vulnerabiies. The it iz niok intended to be complete.
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Seftworm s 0 Service {Send)
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Security Control Model

SDLC, Binary Anzlysis, Scanners,
WebApp Firewalls, Transactional Sec.

(' Applications )

DLP. CMF, Database Activity

( information ) p.” N Database &

GRC, 1AM, VA/VM, Patch Management,

( Management ) Configuration Management, Monitoring

NIDS/NIPS, Firewalls, DPI, Anti-DDoS,
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Encryption, Masking
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SELinux Enabled Kernel @m

00

~{ Security Policy

Security Enforcement
Module approves or
denies access based
on policy

Subject requests
access to an object
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User Space

Guest Kernel
svirt tMCS1 , \ svirt ttMCS2

User Space

Web Application

Guest Kernel

Host Kernel

svirt_t:MCS1 svirt_t:MCS2
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« SELinuxZ 0|

« ContainerZ /

SELINUX

SELINUX

CONTAINER

RUNTIME
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CONTAINER
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O
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RUNTIME
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HOST OS

SHARED
SERVICE
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SERVICE
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SERVICE

SELINUX

SELINUX

SELINUX

SELINUX
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%

Red Hat
Red Hat Satellite

Satellite & Server Capsule
Server

wl Puppet Master

Puppet Modules

Integrated Capsule

-

e

HFMs

%

Red Hat
Satellite
Capsule
Server

wl Puppet Master

Foreman

Red Hat Content
Delivery Network

Puppet Modules

Katello

HFMs

Ii

Red Hat
Satellite
=T AT ]

Server

wl Puppet Master

i

Candlepin Puppet Modules
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RED HAT HETWORK SATELLITE

Sysiems

HCCDF TN

Adunnied Seanch
L

Xeodf Le gend

B

Faz=s

E Erm

Errala Channals fuadit

Enimbifgesncs

Configuration

/5 OpenSCAP Scans

Filter by ®ocdf Profile: | | Ba

Systam Hoodf Profile
Satellite Tast Client RHELG-Default
Satellite Test Client RHELG-Default

K Download 5V

Do e Al s WSERI admin | ORGAMZATHIRG RHM Satelite team | Preferences | Skgn Qut

Systems || Search

Scheduls Users Admin Help

N SYSTEMS SELECTED CLEAR

Display |25 |2 | items per page 1-2o2
Thu Jull 18 022750 EOT 2002 2 ) i
Thu Jull 1% 001310 EOT 2012 [ F o
1-20f2

Tip: The last three columns represent numzers of tcodt:Rulkes swmlugted with 2 given result. Satished = P+ X, Dissatished = F, Usknown = E + U+ K.
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Red Hat Enterprise Linux= &8 S4YAQ =S EALA+ S
D= HO 0|5 2Hd = X| 3Y O|LY 0] security fix X|-&
HOt MEHEl 29F - security@redhat.com
90%2| E Q0|47 zero dayOf| sl &2

CH

SELinux(Secure Enhanced Linux)& sVirt(Secure Enhanced Vitualization)
NSAO| A ZH = &= / 74 Fof) metel 223t Boty|s

Common Criteria certification
207H 0| & o] HET|EO|A QI -ETH= AE[M Je BEOt 21T
LSPP/RBACPP and CAPP at EAL 4+ w/ Red Hat Enterprise Linux 5, 6 & 7

Common Criteria
EAL4+/CAPP/RB
ACPP/LSPP

US Navy's standardization mission

Dell, HP, IBM, | Dell, HP,

SGl IBM, SGI

Source URL : http://www.redhat.com/solutions/industry/government/certifications.html
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= CSA(Cloud Security Alliance)

= 201098 5 H CSA = Al&, 20128 Vg BH= CSAILE

= Red Hat focus on Open standards and Security in the Cloud

cloud
D Sv A

LOM security
alliance®

HOME  ABOUT MEMBERSHIP EDUCATION

Cloud Security Alliance = Membership = Corporate Members

CORPORATE MEMBERS N

Q. redhat
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Press Releases Press Coverage Blog Contact

cloud
A~ A ;
securit Custom Search
CIA U £
alliance®

HOME  ABOUT  MEMBERSHIP  EDUCATION  CERTIFICATION  CHAPTERS STANDARDS  RESEARCH  EVENTS

Cloud Security Aliance > Red Hat OpenShift

SPONSORED -
4 RSA

Red Hat OpenShifty

Open Certification

Framework
Lez t OCF — Vol <
e/t
~rer e
P2l i 2 i

SELF-ASSESSMENT

Ir j )
g e FRANSPARENCY & ASSURANCE

Red Hat OpenShift Submission Info
hittps:#www.openshiff.com Date Listed: April 15, 2013
OpenShift is Red Hat's free, auto- Last Modfied: July 04, 2013 STAR Registry E_mﬂeﬁ
scaling Platform as a Service Additional Info ~ What is this? STAR PGP Public Key
(PzaS) for applications. As an STAR Terms and Conditions
= 2 rEd hat application platform in the cloud Service category. STAR FAQ

* Service support STAR Submission Form

x g s s file sf

- < susports fle sharng. STAR Self-Assessment Info

* Service supports a mobile app.

+ Service performs penetration testing STAR Certification Info
STAR Attastation Info
STAR Continuous Info

OpenShift manages the stack so
you can focus on your code

STAR SELF-ASSESSMENT
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Common Criteria EAL3+/CAPP
Common Criteria EAL4+/CAPP

Common Criteria
EAL4+/CAPP/RBACPP /LSPP

In evaluation for Common Criteria

Directorate of Central Intelligence
Directive (DCID) 6/3

DISA Security Technical
Implementation Guides (STIG)

FIPS 140-2

OVAL
NISPOM Chapter 8

Section 508 Accessibility

1SHIWEE
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RHEL4 RHELS5 RHELG6
HP, SGI, Unisys
IBM

Dell, HP, IBM, SGI

BSI-DSZ-CC-0724, includes
virtualization

BSI-DSZ-CC-0754,
includes virtualization

PL3+. See your Red Hat account manager for more details and sign up for the gov-sec
mailing list.

There are many options for meeting the STIG requirements. See your Red Hat account
manager for more details and sign up for the gov-sec mailing list.

+ Kernel Crypto API (Cert. #1387)

+ libgcrypt (Cert. #1305) evalution:
* * kernel crypto API
NSS (Cert. #814, #815, NSS(Cert.#814,#815,#1293,#12 - libgcrypt
80) * openswan

#1293, #1280) OpenSSH Client (Cert. #1385)  » OpenSSH Client

OpenSSH Server (Cert. #1384) + OpenSSH Server
OpenSSL (Cert. #1320) * OpenSSL
openswan (Cert. #1386)

See the Red Hat Security OVAL Webpage(https://access.redhat.com/site/articles/221883)
See NISPOM Chapter 8 Knowledge Base Atrticle
VPAT for RHEL

VPAT for RHEL5 VPAT for RHEL6
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https://access.redhat.com/site/ko/security/tea
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Secalert@redhat.com
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Buffer overflow in clientmysqgl.cc in Oracle MySQL and MariaDE before 5.5.35 allows remote database servers to cause a denial of
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senice (crash) and possibly execute arbitrary code via a long server version string.
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We've been OPEN all along.

It's in our DNA.

It's not lip service. Or cloud washing.

Open is what we do. And how we do it.

With every step forward, Red Hat opens another layer

of the technology stack.

Cloud is the next step—the next open innovation.
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