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UNNAMED FINANCIAL
INSTITUTION RECEIVED
ALERT THAT CONTAINED

9,000 CUSTOMER CARDS
FOR A BREACH

Source: Network World

LARGE ELECTRON ICS
RETAILER EMATIL
ADDRESSES EXPOSED

Source: Engadget
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EN TERTAIN MENT GIANT

Source: The

New York
Times
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Sophisticated Attacks,
Complex Landscape

Hacking Becomes
an Industry

Phishing, Low
Sophistication
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Canada 0.863 ——

U.S. 0.760 China 4.126

Hong Kong 6.255

Brazil 1.135
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Social
Security
$1

¢

DDoS
as a Service
~$7/hour

+ Credit

Card Data
Medica' $025_$60

Record
>$50

Bank Account Info
>$1000

Depending on account
type and balance

J

D4

Mobile Malware
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$150

Spam

N

Exploits
$100k-$300K

$50/500K emails

S

Malware
Development
$2500

(commercial malware)

Facebook Account
$1 for an account
with 15 friends

Source: CNBC

9



AMATR Z2EY QY &

%F

.

= SOl

2 2%}

27




—
=1
’

'
W
=
S
(@)

o
o
A
O




ZEA= HZ

ADEQ0 HOZ
NASA 3}M %xt27]7}
SHY EHOA =
M2 1%6,5009 ey

Aletd

Hojo} £ THe|Zto|

3t A Mo o F

2x=Mo| SH0| ExtE
S U2 AN

AXI=

=

0 A XHRE X

\

MV-22 @ AZa|& 1
TA 5

LI EY 0|7} H[ KA
MY ALE SESHEA,

2|0 0| LIE}E
B ®7|atn =
O|ALU S AL

US HIM|Y|A =X
L2TDEQO7I 2
Al EH S

1T =20

of| o{H{A A320 of

HSet 2900| 552

olo
2

12



)
400,000
2% 40,000,000

10,000,000
7,000,000
35,000,000
< 5,000,000
45,000,000
50,000,000
419,000,000

[ 1] https://en.wikipedia.org/wiki/Source_lines_of_code

Windows NT5
Windows 95
Windows XP
Windows Server 2003
Debian 7.0
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6610 6520

5632 5736

4651
4155

5297 5191
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1999 894
2000 1020
M 2001 1677
M 2002 2156
2003 1526
2004 2450
2005 4934
M 2006 6610
M 2007 6520
2008 5632
2009 5736
2010 4651
M 2011 4155
M 2012 5297
2013 5191
2014 7946
2015 4387
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Number of Number of #Vulnerabilitie
Vendor Name  Products Vulnerabilities  s/#Products

1 | Microsoft 398 4051
2 | Oracle 256 2814
3 | Apple 100 2801
4[1BM 714 2537
5 | Cisco 1284 2305
6| SUN 204 1617
7 | Mozilla 21 1496
8 | Adobe 97 1359
9 | Linux 14 1335
10 | Google 44 1312



https://www.cvedetails.com/vendor/26/Microsoft.html
https://www.cvedetails.com/product-list/vendor_id-26/Microsoft.html
https://www.cvedetails.com/vulnerability-list/vendor_id-26/Microsoft.html
https://www.cvedetails.com/vendor/93/Oracle.html
https://www.cvedetails.com/product-list/vendor_id-93/Oracle.html
https://www.cvedetails.com/vulnerability-list/vendor_id-93/Oracle.html
https://www.cvedetails.com/vendor/49/Apple.html
https://www.cvedetails.com/product-list/vendor_id-49/Apple.html
https://www.cvedetails.com/vulnerability-list/vendor_id-49/Apple.html
https://www.cvedetails.com/vendor/14/IBM.html
https://www.cvedetails.com/product-list/vendor_id-14/IBM.html
https://www.cvedetails.com/vulnerability-list/vendor_id-14/IBM.html
https://www.cvedetails.com/vendor/16/Cisco.html
https://www.cvedetails.com/product-list/vendor_id-16/Cisco.html
https://www.cvedetails.com/vulnerability-list/vendor_id-16/Cisco.html
https://www.cvedetails.com/vendor/5/SUN.html
https://www.cvedetails.com/product-list/vendor_id-5/SUN.html
https://www.cvedetails.com/vulnerability-list/vendor_id-5/SUN.html
https://www.cvedetails.com/vendor/452/Mozilla.html
https://www.cvedetails.com/product-list/vendor_id-452/Mozilla.html
https://www.cvedetails.com/vulnerability-list/vendor_id-452/Mozilla.html
https://www.cvedetails.com/vendor/53/Adobe.html
https://www.cvedetails.com/product-list/vendor_id-53/Adobe.html
https://www.cvedetails.com/vulnerability-list/vendor_id-53/Adobe.html
https://www.cvedetails.com/vendor/33/Linux.html
https://www.cvedetails.com/product-list/vendor_id-33/Linux.html
https://www.cvedetails.com/vulnerability-list/vendor_id-33/Linux.html
https://www.cvedetails.com/vendor/1224/Google.html
https://www.cvedetails.com/product-list/vendor_id-1224/Google.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/Google.html
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SSL 3.0 Fallback
(POODLE)




CaseStudy : OpenSSL - Heartbleed
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DSC(Distributed Common Ground
System Army Standard Cloud)
228 L AH{ (1,800 CPU, Dual 6
T 2.8GHz)
« 1392 H|2} =,
* Hadoop, Hadoop Core, Accumulo,
Condor, SolrCloud

1.032TB AE2|X|

* ARL(The U.S. Army Research Laboratory)
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