Controller 24

Mar, 2014

Erica Eun-Jung Lee

Manager / NAIM Networks
erica@naimnetworks.com



table of contents

Controllerg| Flow Control Test 7 £
Floodlight
HP Controller
OpenlRIS
Mul
NOX
OpenDaylight
POX
Controller2| Flow Control =4

© 00 N O O b WO N P

=
-

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



NATM

Controller?| Flow  Mar, 2014
Control Test 71 P p—

Manager / NAIM Networks
erica@naimnetworks.com




Rainbow Topology

FOO ML O o 2 e 1) B

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



Controller?| Flow Control Test 7|2 @

<&

L)

> OpenSource Controller= 20144 2&0]| downloadst S A x|510] Test

L)

% 7|&2| Mininett 22 0 22|I01E] 20N EIAESH Controller 24 Za{7t
ofL|2} A EHZ40jA SDNS ¢35t 2828t 4 Q= Controller £A Za}E Q17|
2|5t Test

<

L)

L)

s AlSEZ0j|A 2] Al2IZ9] Controller St H|u & E5f| E22|A SHA 0| 2|25}1=

Controller2}t SDN Application 7H'&2 57| £/ Test

&

L)

> O|HH HIAE Zut 2t5= H|ESI 2Bt ZH0|M 24| SDN 230 =2t

HIEL3 7|5E0] 5l ZF ControllerS H|u £A

L)

4

)

L)

> L= 2HH0jlA= Z Controllere| A&H40| CI2H| 2ME 4 7| Kj=0{| O|tH
AE 4 =

S
1}7} Controllere| 2= Zi0|2} mioist &= o2

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



Controller?| Flow Control Test 7|2 m

< Redundant Network /£ 2lZ40§|A| ZI Controllere| 2|4 A= MEH H|11
% ZFController 2| Flow Table /4/d Z 1} H| i

% Data & A2 fail &M A| Controller Failover 52 H| 2

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



NATM

Floodlight v 2014

Erica Eun-Jung Lee

Manager / NAIM Networks
erica@naimnetworks.com




Floodlight Topology

Live updates

Fl.OOdug'\tg\O’Cfc) Dashboard Topology Switches Hosts

Network Topology

10.0.02

'_.,,' 00:00:20:13:09:25:06:3b

OVS1

I___....____I 00:0a:f0:92:1c:22:0d:00

~ HPSW1

(5 700-0af0-92-1c-22-bF 4

~ HPSW?2

) 00:00:20:13:09:25:01:a2

/S ovs2

= /00-00:20-13:09:25:03-40

. 0VS3

Floodlight @ Big Switch Networks, IBM, et. al. Powered by Backbone js, Bootstrap, jQuery, D3 js, etc.
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Floodlight2| Flow Table

Fl.OOdug'\tD Dashboard Topology Switches Hosts

Switch 00:0a:f0:92:1¢:22:0d:00 /192.168.1.204

¥ Live updates

Connected since 20143 28 172 2% 7:12:45
HF Metworking

10,002

BTTF
VER 1.0
3(M: Mone
Ports (5)
# Link Status TX Bytes RX Bytes TX Pkts RX Pkts Dropped Errors
19 UP 100 Mbps FDX 93500032 76438487 940881 735869 0 0
18 UP 100 Mbps FDX 116786189 585487529 1168597 986397 0 0
20 UF 100 Mbps FDX 54108022 13664314 591402 203949 0 0
65534 (local) P 0 0 0 0 0 0
13 UF 1 Gbps FDX 82369826 104865375 839720 10600384 0 0
Flows (2)
Cookie Priority Match Action Packets Bytes Age Timeout
9007199254740992 0 port=20, VLAN=-1, prio=0, src=b&8:27:eb:12:25:e1, dest=b8:27:eb:0d:85:f8  output 13 1585 15190 77s &5
8007199254740992 0 port=13, VLAN=-1, prio=0, src=b8:27:eb:0d-85:f3, dest=b8:27-eb:12:25:e1  output 20 157 16348 T7s &5

Floodlight @ Big Switch Metworks, IBM, et. al. Powered by Backbone s, Bootstrap, jQuery, 03 js, etc.

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



HP Switch12] Flow Table

HPSW1# sh openflow instance test Tlows

openFlow Flow Table

Flow 1

Match

Incoming Port
Source MAC :
VLAMN TID -
source Protocol
Target Protocol
IP Protocol
source Port

ATtributes
Priority

Hard Timeout
Byte Count
Ccontraoller TD
Flow Location
Hardaware 1ndex
Reason Code

Reason Description

AcCtions
output

Flow 2

Match

Incoming Port
Source MAC
VLAN TID -
source Protocol
Target Protocol
IP Protocol :
source Port

Attributes
Priority

Hard Timeout
Byte Count
controller ID
Flow Location
Hardware Index
Reason Code

Reason Description

AcCtions
output

HPSW1#

20
b827eb-1225el
0

Address : Any
Address : Any
Any

Any

0

0 seconds

3038

10

software
NA
15

13

13
b827eb-0d85T8
0

Address : Any
Address : Any
Ay

Ay

0

0 seconds

3196

10

software
MA
15

20

Ethernet Type
Destination MAC
VLAN Priority

IP Tos Bits
Destination Port

Duration
Idle Timeout
Packet Count
Cookie

Ethernet Type
Destination MAC
VLAN Priority

IP ToS Bits
Destination Port

Duration
Idle Timeout
Packet Count
cookie

Ay
b827 eb-0d85T 8
0

Ay
Ay

15 seconds

% seconds

31

0x2 0000000000000

Rule cannot be accelerated in hardware

Ay
b827eb-1225el
0

Ay
Ay

15 seconds

5 seconds

33

0x2 0000000000000

Rule cannot be accelerated in hardware

Copyright © 2014 by NAIM Networks, Inc. All right reserved.




HP Switch support

Specify or wildcard for match in hardware -

Field Must be wildcarded, or Not included in rule I:l
Must Program specific value I:l

OpenFlow 1.3.1

in ProVision 15.14
Eth
V2 modules for 5400, 8200 and 3800, 2920 e
stackable switches N P
¢ ~ 4K I‘U|ES N:)\;'F:i,anysgcther =
VLAN Eth IP P
priority type Src

HP 2920
« ~1K rules
2920 MATCH
Dst type

IP (0x0800)

1P IP IP IP TCP
Dst ToS

MAC Eth
Dst type Src

NOT IP, any other
Eth P IP P
type Src Dst

VLAN MAC
priority Dst

Additional actions permissible for flows matched above:

FORWARD ACTION DROP, FLOOD (VLAN), NORMAL, OUT_PORT (1 or many)
Setable Fields I:l
Cannot alter Fields -

Must set fields to specific value I:l

SET ACTION

Add VLAN tag, Remove VLAN tag, Re-write VLAN tag
Rewrite src. or dst. MAC address

VLAN MAC IP
priority | Src Dst ToS

Tx
Interface

1 or multiple interfaces;
If no interface is specified, action is DROP

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



422 fail Al Floodlight Topology

Fl.OOdug'\téle’do Dashboard Topology Switches Hosts

Network Topology

I# Live updates

10.0.0.2b8:27:eb:0d-85:f3

-UEI 0a:f0:92:1c:22:bf40

IUUUEm921CEEUdUU

HPSW 1 il HPSW?2
VE1

IEIEI 00:20:13: 0‘125 06:3b

I |1U.U.U.‘}H€ ;
|

=™ O\'/S'Z OVS3

'UU 00:20:13:09:25:03:40

Floodlight @ Big Switch Metworks, IBM, et. al. Powered by Backbone js, Bootstrap, jQuery, D3 js, etc.

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



A 22 fail A| Floodlight2] Flow Table

¥ Live updates

FlOOdUQ‘\t%)\O’dO Dashboard Topology Switches Hosts

Switch 00:0a:f0:92:1¢:22:0d:00 /192.168.1.204:§

Connected since 2014'A 28 172 23 7T:12:44
HF Metworking

10.0.02

BTTF h‘
VER 1.0
S/M: Mone
Ports (9)
# Link Status TX Bytes RX Bytes TX Pkts RX Pkts Dropped Errors
19 UF 100 Mbps FDX 93801214 76430413 940830 735899 0 0
18 UF 100 Mbps FDX 116788907 555488219 1168630 986403 0 0
20 UF 100 Mbps FDX 54116686 13677386 591495 20409 0 0
65534 (local) UP 0 0 0 0 0 0
13 DOV 82375801 104871277 839778 1060141 0 0
Flows (2)
Cookie Priority Match Action Packets Bytes Age Timeout
9007199254740992 0 port=20, VLAN=-1, prio=0, src=b8:27:eb:12:25:e1, dest=b8:27:eb:0d:85:f8  output 13 155 15190 ¥7s b5 s
9007199254740992 0 port="13, WLAN=-1, prio=0, src=b8:27-eb:0d:85:f3, dest=b8:27-eb:12:25:e1  output 20 157 16348 7T7s &5

Floodlight @ Big Switch Metworks, 1BM, et. al. Powered by Backbone s, Bootstrap, jQuery, D3 s, etc.

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



Floodlight Reboot £ Flow Table

Flmdlig\té’bzdo Dashboard Topology Switches Hosts

Switch 00:0a:f0:92:1¢c:22:0d:00 /192.168.1.20

*] LIve Upudles

Connected since 20143 28 172 2% 7:16:55

HF Metworking
BTTF
VER 1.0
S/M: Mane
Ports (5)
# Link Status TX Bytes RX Bytes TX Pkts RX Pkts Dropped Errors
19 UP 100 Mbps FDX 93802773 76432926 940904 735938 0 0
18 UP 100 Mbps FDX 116805673 585502062 1168805 986542 0 0
20 UP 100 Mbps FDX 54133752 13696828 591674 204289 0 0
65534 (local) UP 0 0 0 0 0 0
13 DOWWN 52375801 104871277 B39778 1060141 0 0
Flows (2)
Cookie Priority Match Action Packets Bytes Age Timeout
9007199254740992 0 port=20, VLAN=-1, prio=0, src=b8:27:eb:12:25:e1, dest=b8:27:eb:0d:85:f8  output 18 124 12114 B1s &s
9007199254740992 0 port=18, VLAN=-1, prio=0, src=b8:27:eb:0d:85:73, dest=b8:2V:eb:12:25:21  output 20 126 12272 B1s &s

Floodlight © Big Switch Metworks, IBM, et. al. Powered by Backbone |s, Bootstrap, jQuery, D3 js, etc.

Copyright © 2014 by NAIM Networks, Inc. All right reserved.
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HP Controller Topology

ovs1
%L

10.0.02

@ HP VAN SDN Controller 2.0 ~ ” ~ 93 2 sdn

m General / OpenFlow Topology

Alerts ESrc  ®Dst +/- £ Search Shortest Path ~ NodeIP v View ~ 2 Clear ARP Cache

Applications
Configurations

Audit Log

Support Logs

OpenFlow Monitor

OpenFlow Topology

OpenFlow Trace

) .

B 00:0a0:92 1c22-bE40 e

HPSTV1

A

X 00:0a:0:02-1c22:0d:00 [ m—

HPSW2

00:00:20:13:09:25:03:40

OVS2

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



HP Controller Topology

w HP VAN SDN Controller 2.0 ~ ™ 95 2 sdn
—— KSrc  ®Dst  +/- £ Search Follow Flow ~ NodeIP 2 View ~ 2 Clear ARP Cache
p Abstract Packet x .
€ siemac | bezennaasel
R Src.iP: | 10.0.0.1
S 00:00:20:13:09:25:06:3b

Dst. MAC:  D8:27:eb:0d:85:78

Dst.1P: | 10.0.0.2

s 242p; 23,716b

Eth. Type | 0800

Protocol: | Any 00:0a:f0:92:1c:22:bf40
00:0a:f0:92-1c22:0d:00

Src.Port: | Any

Dst.Port: | Any

00:00:20:13:09:25:03:40

00:00:20:13:09:25:01:a2

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



HP Controller?| Flow Table

OWVS51
528

10,002

@ HP VAN SDN Controller 2.0 ~

Flows for Data Path 1D} 00:0a:0:92:1¢:22:0d:00

Summ:
Alerts
Applications Table ID Priority Packets Bytes Matches Actions/Instructions
. * nfa 29999 213 0 in_port: 20 output: 13
Configurations eth_dst: b8:27:eb:04:85:f8
Audit Log eth_src: b8:27:eb:12:25:e1
h_type: ipvd
Support Lo eth_type: ip
ppo g * nfa 29999 14 0 in_port: 13 output: 20
: eth_dst: b8:27:eb:12:25:e1
ot bl eth_src: b8:27:eb:00:85:18
OpenFlow Topology eth_type: ipvd
OpenFlow Trace

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



HP Switch12] Flow Table

HP-3800-24G-2SFPP# sh openflow instance test flows

openFlow Flow Table

Flow 1

Match

Incoming Port
Source MAC
VLAN ID :
Source Protocol
Target Protocol
IP Protocol
Source Port

Attributes
Priority
Hard Timeout
Byte Count
Contrallar Tn -
Flow Location
Hardware IndeXx
Reason Code

Reason Description

Actions
Output

Flow 2

Match

Incoming Port
Source MAC
VLAN ID :
Source Protocol
Target Protocol
IP Protocol
Source Port

Attributes
Priority
Hard Timeout
Byte Count :
Controller ID :
Flow Location
Hardware Index
Reason Code

Reason Description

Actions
output

20

: b827eb-1225el
: Any

Address :
Address :

: Any
: Any

29999

0 seconds
0

10
Hardware
s

12
Rule

13

: b827eb-0d85f8
: Any

Address :
Address :

: Any
: Any

29999

0 seconds
0

10
Hardware
1

12
Rule

HP-3800-24G-2SFPP#

Ethernet Type
Destination MAC
VLAN priority
Any
Any
IP ToS Bits
Destination Port

Duration
Idle Timeout
Packet Count
Cookie

is in hardware.

R

Ethernet Type
Destination MAC
VLAN priority
Any
Any
IP ToS Bits
Destination Port

Duration
Idle Timeout

Packet Count
Cookie

is in hardware.

= 20

IP
b827eb-0d85f8

: Any

: Any
: Any

153 seconds
60 seconds
273

0x2328

IP
: b827eb-1225el
: Any

: Any
: Any

153 seconds
60 seconds
274

0x2328

Copyright © 2014 by NAIM Networks, Inc. All right reserved.




d &2 fail A| HP Controller Topology

@ HP VAN SDN Controller 2.0 ~

~ 93 2 sdn
Alerts ESrc ®Dst +/- A Search Follow Flow ~ NodelP v View ~ £ Clear ARP Cache
Applications -
Configurations
AuditLog OVS 1
Sllpp ort Lo gs 00:00-20:13:09:25:06:3b

10.0.0.1

OpenFlow Monitor

OpenFlow Topology

OpenFlow Trace

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



A 22 fail A| HP Controller?] Flow Table m

OVS1

10.0.02

10.0.0.1

-

@ HP VAN SDN Controller 2.0 ~

Flows for Data Path ID300:0a:f0:92:1c:22:0d:00

Sum
Alerts
Applications Table ID Priority Packets Bytes Matches Actions/Instructions
Configurations * nfa 29999 344 0 in_port: 20 output: 18
gu eth_dst: b8:27:eb:0d:B5:f8
Audit Log eth_src: b8:27:eb:12:25:e1
th_type: ipv4
Support Lo €
ppo 9 * nfa 29999 344 0 in_port: 18 output: 20
. eth_dst: b8:27:eb:12:25:e1
OpenFlow Monitor eth_src: b8:27:eb:0d:85:18
OpenFlow Topology eth_type: ipvd
OpenFlow Trace

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



4d21,2 fail A| HP Controller Topology

OV
X

10,002

@ HP VAN SDN Controller 2.0 ~ 97 =2 sdn
- ESrc ®Dst  +/- £ Search Follow Flow ~ NodelP v View ~ 2 Clear ARP Cache
A Abstract Packet x
C Sro. MAC: | bE:27:ebil2:250e]

10.0.0.2
A SredP: | 10.0.0.1
5

Det. MAC: | b8:27:eb:0d:85:78

Dst.iP: | 10.0.0.2 00000:20:13:09:25:(
Eth. Type | 0800 VS1

Protocok: | Any

10.0.01
Src.Port: | Any ~

Dst. Port: | Any

0002092 1c22:0d:00

O0-00-20:13:00-25:01-27 BETm—————— 00:00:20:13:09:25:03:40

OVS2 OVS3

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



4=21,2 fail A| HP Controller Flow Table @

OV31

10002

@ HP VAN SDN Controller 2.0

m Flows fur*]ata Path 1D100:0a:f0:92:1c:22:0d:00

Summary Ports

Alerts -
Applications TablelD  Priority Packets  Bytes Matches Actions/Instructions
Configurations * n/a 29999 160 0 in_port: 20 output: 19
Audit Log eth_dst: b8:27:eb:0d:55:18
eth_src: bG:27:eb:12:25:e1
SupportLogs eth_type:ipvd
¥ n/a 29999 8 0 in_port: 20 output: 19
eth.dst: 08:27:eb:00:8518
OpenFlow Topology eth_src: b8:27:eb:12:25:e1
OpenFlow Trace eth_type:arp
* n/a 29999 9 0 in_port: 19 output: 20

eth_dst: b8:27:eb:12:25:e1
eth_src: b8:27:eb:0d:85:18
eth_type:arp

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



4=21,2 fail A| HP Controller Flow Table @

OV351

@ HP VAN SDN Controller 2.0

m Flows for Data Path IDJ 00:0a:f0:92:1c:22:bf:40

Summary Ports

Alerts .
Applications TableID Priority Packets Bytes Matches Actions/Instructions
Configurations * n/a 29999 17 0 in_port: 19 output: 20
Audit Lo eth_dst: b8:27:eb:0d:85:f5
J eth_src: b8:27:eb:12:25:e1
Support Logs eth type:arp
. * n/a 29999 1178 0 in_port: 20 output: 15
OpenFlow Monitor eth_dst: b8:27:eb:12:25:e1
OpenFlow Topology eth_src: b8:27:eb:0d:85:f6 (- Bug i
‘i - bu ow
OpenFlow Trace eth_type:ipv4 9
Y n/a 29999 278 0 in_port: 19 output: 20

eth_dst: b8:27:eb:0d:85:18
eth_src:b8:27:eh:12:25:e1
eth_type:ipvd

* n/a 29999 16 0 in_port: 20 output: 19
eth_dst:b8:27:eb:12:25:21
eth_src: b8:27:eb:0d-85:f8
eth_type: arp

Copyright © 2014 by NAIM Networks, Inc. All right reserved.
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OpenlRIS Topology

IRIS: THE RECURSIVE SDN CONTROLLER

Switches Topology

TOPOLOGY c Layout topology automatically

00:00:20:13:08:25:06:3b

@l b8:27:eb:12:25:el

00:0a2:£0:92:1¢c:22:0d4:00
00:02:£0:92:1c:22:b£:40

T HPSW2

Tl bB:27:eb:0d:85:£8

00:00:20:13:05:25:03:40

OVS3

———

-00:20:13-08:25:01=a2
-00.00 20:13 13

OVS2

- touchpad

Copyright (C) ETRI. Powered by Backbone.js, Bootstrap, jQuery, D3.js, etc.

Copyright © 2014 by NAIM Networks, Inc. All right reserved.




OpenlRIS Flow Table

OVS1

10,002

D0:Da:f0:92:1c:22:04:00 /192,168.1.204:54709 HF Netwerking 5 490 z 2014 28 178 2= 4:26:16
Flow Records:
Cookis Priority Hatch Action Packers Byres Lge= Timeout
450359962T3T0496 104 port=20, Ai=-1, pric={, arc=b8:27:eb:12:25:el, dest=b8:27:eb:0d:8p:£E cutput 19 da 3234 149a 5a
450359562 TATO49E 16a porc=l8, VWIAN=-1, priowl, src=bE:2T:eb:0d:B5:£f8, dest=bf:2T:ebil2:idp:el ocutputc 20 32 30398 14s= Ea

Od:fa:fd:02:1c: 22 40 JLB2.1688.1.2058:55008 e — — 3 2014 & 172 2E 4:28:48
Flow Records:
Cookle Prlr_'nrlt:.,' Hatch Accion Facker= EE,I'EE-! Iu;e Timeouc
450359962T73T0496 1040 pore=19, VLAN=-1, prlo=0, src=bE:27:eb:l2:25:el, dest=h8:27:eb:04:85:€£8 cutput 20 29 2204 lé&s =T |
4503598962TIT0496 104 port=20, VLAH==1, prig={l, src=b8:27:eb:0d:B85:£f8, dest=Dd:2T:eb:12:35:el ocutput 19 30 25302 léa 5a

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



A &3 fail A| OpenlRIS Topology

IRIS: THE RECURSIVE SDN CONTROLLER

Topology

ovs1

TOPOLOGY Layout topology automatically
& polog =2

@] b5:27:eb-0d:85:£¢
=N
\\

/-

HPSW?2

& 00:0a:£0:92:1c:22:b£:40

00:00:20:13:09:25:03:40

e 00:00:20:13:09:25:01:=22
L

OVS2

00:02:£0:92:1¢c:22:0d:00

/ HPSWI1

/I/
@/ b8:27:eb:12:25:el

touchpad

Copyright (C) ETRI. Powered by Backbone.js, Bootstrap, jQuery, D3.js, etc.

10002

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



d =23 fail A| OpenlRIS2| Flow Table

OV3S1

10.0.01
A
N0 :0a:£0:92: s 2@2:0d4:00 .-"15!2.162.1.2-'_"4:5-;/-(!'_19 HF Hetwprking &E G468 1 20144 28l 178 2F 4:26:16
Flow Becords:
Cookie Priority Match Action Packets Zytes LAge Timecut
450359962T7370494 1040 ; Prio=0, srcsbB:27:eb:Y2:25:e81, dest=hB:27:eb:0d4d:85:£8 oputput 19 70 &880 55= E=
O0:00:20:13:09:25:01:a2

F192.168.1.202: 36556

Nicira, Inc. L1 G468 1

20149 28 178 ¥ 4:75:44

Flow Bgcorda:
Coockie Brioritcy Match Action Packetz Bytez Age Timeout
450359962T737049¢6 100 port=l, VLAN==1, srcsbf8:27:eb:0d4:85:f8, destesb8:2T:eb:12:25:el output 3 71 &282 53= 5=

Copyright © 2014 by NAIM Networks, Inc. All right reserved.




d =23 fail A| OpenlRIS2| Flow Table

OV3S1

10.0.0.1

O0:0a:fd:92:1e:22:bf 40

F192.168.1.205:5500% H=E

3 =

20latd 28 178 2= 4:26:46

oW Becorda:
Cookie Briority Match Action Packetz Bytez Age Timecut
450359962T370494 1ad

port=20, VIAN==-1, prios#, srcsbB:2T7:eb:0d:B5:£8, destskb2:27:eb:12:25kel output 19 649 £724 562 Sa

F192.168.1.203:51206

O00:00:20:13:08:25:03:40

Nicira, Ife. &7 E56E 1

2014 28l 178 @F 4:25:44

Flow Records:
Cookie Prioritcy Match

Actiocn Packetz Bytez Age Timecut
45035926273704%E 100 port=l, VIAN==1, asrc=b8:27:eb:0d4:85:f8, dest=bH:27:eb:12:25:el

cutput 3 73 T040 55= 5=

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



OpenlRIS Reboot = Topology

IRIS: THE RECURSIVE SDN CONTROLLER

Topology

TOPOLOGY c Layout topology automatically

V51

10002

00:00:20:13:09:25:0€:3b @ 10.0.0.2(b8:-27-eb-0d-

-

-~
-
___.-flﬂ:i’.'la::ﬂ:Elz.:lc:;;:b::tl"_'l

e 00:02:20:32:10:22:04:08

~ HPSW1 HPSW?2

OVS2 OVS3

- S - - cmE e 00:00:20:15:09:25:03:40
-"_'I"_'I."_'Iﬂ.a"_'l 13:05-25-01:= -

. touchpad

Copyright {C) ETRI. Powered by Backbone.js, Bootstrap, jQuery, D3.js, etec.

Copyright © 2014 by NAIM Networks, Inc. All right reserved.




d =23 fail A| OpenlRIS2| Flow Table

OV5S1
28

10.0.01 10.0.02

00:0a:£0:92:1c:22:0d4:00 /192.168.1.204:56303 HE Netwolking 5577 371290 Z 20149 28 178 2F 4:40:11
Flow Becorda:
Coakie Prisrity Match Actisn  Packets Bytea Age Timeout
4503590902 73704%6 100 port=13, VLAN=-1, prio=0, arc=bg:27:eb:12:25%:el, desc=bE:2T:eb:0d:E85:£8 output 16 Jees 252412 197= Z=
45035980273704%6 104 port=20, VLAN=-1, prio=0, grc=b8:27:eb:12:25:2l, dest=b8:27T:eb:0d:E85:f2 output 18 2004 125972 l99= Es=
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d =23 fail A| OpenlRIS2| Flow Table

10.0.02

00:00:20:13:09:25:06:3b F192,168.1.201:60257 p————Hieixd, Inc. 5577 371280 I 20149 28l 178 2% 4:40:11

Flow Becords:

Cookie Priority Match Rction Packets Bytes Age Timecut
450359962737043¢6 100 port=l, VIAN==1, arc=bZ:27:eb:12:25:el, dest=bf8:2T7:eb:0d4:85:£8 chtput 2 Se00 372708 1%&6= E=

00:0m:F0:92:1c:22: 40 J192,168.1.205: 60204 | oo ———— 2014 28 178 TFE 4:40:12

Flow Becords:

Cookis Prinrity Match Aetion Packets Bytes Rge Timeout

4503590962737 04%¢6 104 port=18, VLAN=-1, prlo=0, src=b&:27:eb:12:2%:el, deat=b8:27:eb:0d4:85:£f8 output 13 SE08 3732484 197s Es=
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HP Switch12] Flow Table

Flow 3
Match
Incoming Port

Source MAC
VYLAN ID .
source Protocol
Target Protocol
IP Protocol
source Port
Attributes
Priority
Hard Timeout
Byte Count
Controller ID
Flow Location
Hardware Index
Reason Code

Reason Description : Rule ca

ACtions
output

Flow 4

Match

Incoming Port
sSource MAC
VYLAN ID .
source Protocol
Target Protocol
IP Protocol
source Port

Attributes
Priority

Hard Timeout
Byte Count
Controller ID
Flow Location
Hardware Index
Reason Code

Ay Ethernet Type > ANy

ATy Destination MAC : bB827eb-0dB5TE
ATy VLAN priority > ANY

Address : An

Address : An Ovs1
ATy

%<
Ay .!h—

0
20 seconds
4998
10
software
MNA
15

OoVs2

@

Ay Ethernet Type : \

Ay Destination MAC : b827eb-1225el
ATy VLAN priority > ANy

Address

Address

Ay IP ToS Bits > ANy

Ay Destination Port : Any

0 Duration : 956295047 seconds
0 seconds Idle Timeout - 60 seconds

43638 Packet Count = 695

10 Cookie : Ox0

software

MNA
15

Reason Description : Rule cannot be accelerated in hardware

ACtions
output

19
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HP Switch12| Flow Table2

Flow 3
Match _
Incoming Port

Source MAC
VLAN ID .
source Protocol
Target Protocol
IP Protocol -
source Port
Attributes
Priority
Hard Timeout
Byte Count
controller ID
Flow Location
Hardware Index
Reason Code

Reason Description : Rule ca

AcCtions
output

Flow 4

Match

Incoming Port
Source MAC
VLAN TID :
source Protocol
Target Protocol
IP Protocol
source Port

Attributes
Priority

Hard Timeout
Byte Count
controller ID
Flow Location
Hardware Index
Reason Code

ATy Ethernet Type > ANy

Aty Destination MAC : bB827eb-0dB85TE8
ATy VLAN priority - ANy

Address :

Address : OVt

Ay X
ATy l.r—

0

0 seconds

109100

10

software
MNA
15

oVs2

@

Ay Ethernet Type : )

ATy Destination MAC : bB827eb-1225el
ATy VLAN priority > ANy

Address

Address

ATy IP ToS Bits > ANy

Ay Destination Port : Any

0 Duration : 956295828 seconds
0 seconds Idle Timeout - 60 seconds
316114 Packet Count : 5026
10 Cookie - Ox0
software
: HA
15

Reason Description : Rule cannot be accelerated in hardware

ACTtions
output

20
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NOX Topology

Topology

Defaulk STP Monitoring Routing FlowTracer

what is Monitoring?
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HP Switch12] Flow Table

HPSW1# sh openflow instance test flows

openFlow Flow Table

Flow 1

Match

Incoming Port
sSource MAC
VLAN ID :
source Protocol
Target Protocol
IP Protocol -
ICMP Type

Attributes
Priority

Hard Timeout
Byte Count
Ccontroller ID
Flow Location
Hardware Index
Reason Code

Reason Description

AcCtions
Output

Flow 2

Match

Incoming Port
sSource MAC
VLAN ID :
source Protocol
Target Protocol
IP Protocol
ICMP Type

Attributes
Priority

Hard Timeout
Byte Count
Ccontroller ID
Flow Location
Hardware Index
Reason Code

Reason Description

AcCtions
Output

13

b827eb-Cd85T8

0
Address
Address
ICMP

8

65535
0 seconds
0
10
Har dware
1
12

20

10.G.0.2/32
10.0.0.1/32

20

b827eb-1225el

0
Address
Address
ICMP

8

65535
0 seconds
0
10
Hardware
2
12

10.0.0.1/32
10.0.0.2/32

13

Ethernet Type
Destination MAC
VLAN Priority

IP ToS Bits
ITMP Code

Duration
Idle Timé
Packet Cc
Cookie

Rule is in hardware.

Ethernet Type
Destination MAC
VLAN Priority

IP ToS Bits
ICMP Code

Duration
Idle Timeout
Packet Count
Cookie

Rule is in hardware.

‘ 13

IP

b827eb-1225el

0

0
0

w

IP
b827eb-0d85T8

0

0
0

4 seconds
5 seconds
1

0x59cf59a2ba9f248c5
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A =22 Fail Al HP Switch12| Flow Table

HPSW1l (config)# int 13
Hroswiietin-13)# disable
HPSW1l(eth-12)# sh openflow instance test flows

openFlow Flow Tacle

Flow 1
Match

Incoming Port : 20 Ethernet Type : IP

sSource MAC : b827eb-1225e1 Destination MAC : b827eb-0d85T8
VLAN ID 0 VLAN Priority :

Ssource Prntucn] Address : 10.0.0.1/32

Target Protocol Address : 10.0.0.2/32

IP Protocol : ICMP IP TuS Bit
ICMP Type : B ICMP Cousg
Attributes

Priority : 65535 Duration

Hard Timeout : 0 seconds Idle Timeo
Byte Count : 0 Packet CoufiEy
controller ID - 10 Ccookie

Flow Location : Hardware

Hardware Index . 2

Reason Code : 12

Reason Description : Rule is in hardware.
Actions

output : 18

Flow 2
Match

Incoming Port : 20 Ethernet Type : IP

sSource MAC : b827eb-1225e1 Destination MAC : b827eb-0dB85T8
VLAN ID 0 VLAN Priority : 0

source Protocol Address : 10.0.0.1/32

Target Protocol Address : 10.0.0.2/32

IP Protocol : ICMP IP ToS Bits : 0

ICMP Type - 0 ICMP Code - 0
Attributes

Priority : 65535 Duration : 3 seconds
Hard Timeout : 0 seconds Idle Timeout : 5 seconds
Byte Count : 0 Packet Count : 1

Ccontroller ID - 10 Cookie : Ox7936dc124T099bf5
Flow Location : Hardware

Hardware Index . 2

Reason Code : 12

Reason Description : Rule is in hardware.
Actions

Ooutput : 18
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4=21,2 Fail A| HPSW 12| Flow Table

HPSWl(config)# int 18
rircwiietn-18)# disable
HPSW1l(eth-13)# sh openflow instance test flows

openFlow Flow Table

Flow 1

Match
Incoming Port
sSource MAC
VLAN ID .
source Protocol
Target Protocol
IP Protocol
ICMP Type

Attributes
Priority
Hard Timeout
Byte Count
Ccontroller ID
Flow Location
Hardware Index
Reason Code

Reason Description

AcCtions
output

Flow 2

Match
Incoming Port
sSource MAC
VLAN ID -
source Protocol
Target Protocol
IP Protocol
ICMP Type

Attributes
Priority
Hard Timeout
Byte Count
controller ID
Flow Location
Hardware Index
Reason Code

Reason Description

AcCtions
output

20

bB27eb-1225el

0
Address
Address
ICMP

8

Bb5535
0 seconds
0
10
Har dware
: 2
12

20

10.0.0.1/32
10.0.0.2/32

19

bB27eb-1225el

0
Address
Address
ICMP

0

Bb5535
0 seconds
0
10
Har dwar e
: 2
12

10.0.0.1/32
10.0.0.2/32

19

Ethernet Type
Destination MAC
VLAN Priority

IP Tos
ICMP CoO

Duratio
Idle Ti
Packet (
Cookie

Rule is in hardware.

Ethernet Type
Destination MAC
VLAN Priority

IP TOoS Bits
ICMP Code

Duration
Idle Timeout
Packet Count
Cookie

Rule is in hardware.

IP
b827eb-0d85F8

b827eb-0d85F8
0

0
0

0 seconds

% seconds

1
O0x7936dc124T099bf5
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OpenDaylight Hydrogen Topology

e OPeNDAYLGHT  peyices

Existing Nodes
Existing Nodes
Search o,

Name Node ID

None OF|00:0a:f0:92:1c:22:0d:00
Mone OF|00:00:20:13:09:25:06:3b
None OF|00:0a:f0:82:1¢c:22:bf 40
None OF|00:00:20:13:09:25:03:40
None OF|00:00:20:13:09:25:01:a2
1-5 of 5 items

Uptime:

Uptime

Search o,

Node Node D

None  OF|00:0a:f0:92:1c:22:0d:00
Mone  OF|00:00:20:13:09:25:06:3b
None  OF|00:0a:f0:82:1c:22:bf 40
Mone  OF|00:00:20:13:09:25:03:40
MNone  OF|00:00:20:13:09:25:01:a2

1-5 of 5 items

Flows Troubleshoot

Statistics

Flows Ports
Flows Ports
Flows Poris
Flows Ports

Flows Ports

4 Page 1 of 1

Statistics

Mon Feb 17 15:45:37 KST 2014
Mon Feb 17 15:38:37 KST 2014
Mon Feb 17 15:45:45 KST 2014
Mon Feb 17 15:38:37 KST 2014
Mon Feb 17 15:38:37 KST 2014

4 Page 1 of 1

>

>

OF|00:0a:10:92:1¢:22:b:40 m

OF|00:00:20:13:09:25:01:a2 OF|00:00:20:13:09:25:03:40

OVS2 OVS3

Flows

Flow Details

Search o,
In DL DL DL DL NW NW il TP

Node Port Src Dst Type Vian  Src NW Dst Proto Src  Dst  Actions

OF|00:00:20:13:09:25:01:a2 * " IPv4 * " 10002 ~ * " QUTPUT =
OF3

OF|00:00:20:13:09:25:01:82 * * IPv4 * " 10001 ~ * " QUTPUT =
OF3

1-2 of 2 items

Byte
Count

0

0

Packet
Count

0

Duration
Seconds

29

29

Idle
Timeout

0

4 Page 1

2 admin -

Priority
1

of1 p
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ODL Hydrogen Topology Bug

y @ OpenDaylight x - 0
€« - C |[1192.168.10.100:8080 @7 =
M= OPENDAYLIGHT | pevices  Flows  Troubleshoot £ admin ~
A
Nodes Learned &

Nodes Learned

Search O,
Node Name Node ID Ports
None OF|00:00:20:13:09:25:02:17 2
OF|00:00:20:13:09:27:00:0b
None OF|00:00:20:13:09:25:00:78 2
None OF|00:c0:f0:92:1c:21:80:c0 12
None OF|00:00:20:13:09:27:00:0b 1 OF]00:c0:f0:92:1c:21:60:c0
None OF|00:c0:a4:5d:36:2¢:77:40 12
OF|00:c0:a4:5d:36:2c:77:40
1-5 of 5 items 4 Page 1 of1 p
m 0F)00:00:20:13:09:25:00:78 OF|00:00:20:13:09:25:02:17
Static Route Configuration = Connection Manager Subnet Gateway Configuration = SPAN Port Configuration
Static Route Configuration Subnet Gateway Configuration
Search O, Search O,
(1 Name Static Route Next Hop Address . Name Gateway IP Address/Mask Ports
default (cannot be modifed) 0.0.0.0/0
0 items
1-1 of 1 item 4 Page 1 of1 p
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OpenDaylight Hydrogen Flow Table

Flows

Flow Details

Search

Mode

OWVS51
528

QFO00a71092 1 C722:00:00

QF |00 0a e o2 0arin

1-2 of 2 items

10,002
t 4

Q,
In DL DL DL DL MWV MW TP Ll Byte Packet Duration Idle
Port Src¢ Dst Type Vian  Src MW Dst Proto Src  Dst Actions Count Count Seconds Timeout Pricrity
: : - IFv4 ’ - 10.001 | * : - SET_DL_DST = 0 144 86 0 1

bB:27-eb12:25e1

QUTPUT = OF|20
. : : IFv4 ’ : 10002 ° : : QUTPUT = QF|13 0 144 86 0 1

4 Page 1 of1 P
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Z 22 Fail A]| ODL Flow Table

Flows

Flow Details

OWVS1

oVs2

10.0.02

Search o,
In DL
Node Port Src
QOF00:0a:0: 92 1¢22:0d.00 |* *
QF 00 0aM92:1¢:22.04:00 [ "
1-2 of 2 items

DL
Dst

DL
Type
IPv4

IPv4

oL
Vian

NW
Src

L]

NV TP TP
NW Dst Proto Src Dst
10,001 * " "
10002 * - "

Byte
Actions Count
SET DL DST = ]
b&-27eb12:25e1
OUTPUT = GF20
DUTPUT = OF|18 i

Packet
Count

352

Duration
Seconds

196

1596

Idle
Timeout

0

4 Page 1

Priority
1

of1 P
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4d21,2 Fail A]| ODL Flow Table

Flows

Flow Details

Refresh

Mode

OV51

10,002

OF 002 092:1¢:22:00:00

QF|000a 10921220000

1-2 of 2 items

)] DL
Port Src

DL
Dst

DL
Type

IPv4

[Fyd

DL HW ] I ad TP
Vian &rc NW Dst Proto Src  Dst Actions

* f 10,001 * * : SET_DL_DST =
b8 27.eb12:25e1
OUTPUT = OF20

* ! oo * * * QUTPUT = OF19

Byte
Count

Facket
Count

742

Duration
Seconds

386

386

dle
Timeout

o

4 Page 1

Priority

1

of1 P
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OpenDaylight Hydrogen Flow Table

OFpi000:210:1 3002 5:06: 3b

O a2 T2 5001 a2

Flows

Flow Details

DL DL MW HNW LLad ™ Byte Facket Duration Idle
Node Dst Type Vian src NW Dst Proto src Dst Actions Count Count Seconds Timeout Priority
OF|00:00:20:13:09:25:03:40 | * : [Pvd . - 10002 * - * QuUTPUT = 0 0 110 0 1
OF]1
OF|00:00:20:13:09:25:03:40 * * : [Pvd . - 10001 * - * OuUTPUT = 0 0 110 0 1
OFI3
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OpenDaylight Hydrogen Flow Table

OF00:00:20:13:09:25:06:3b

OF|00:00:2013:09:25:01:a2 OF00:00:20:13:09:25:03:40
Flows
Flow Details
O,
In DL DL DL DL NW NW Ll TP Byte Packet Duration Idle
Node Port Src Dst Type Vian Src NW Dst Proto Src Dst  Actions Count Count Seconds Timeout Priority
OF|00:00:20:13:09:25:.03 40| * . . IPv4 - . 10002 - : : QUTPUT = 0 0 240 0 1
OF|1
OF|00.:00.20.13.09.25.03.40 * e ’ IPv4 ¢ i 10.00.1 * » : OUTPUT = 0 0 240 0
OF|3

Copyright © 2014 by NAIM Networks, Inc. All right reserved.



OpenDaylight Hydrogen Flow Table

OF00:00:2(:13:09:25:01:a2

OFj00:00:20:13:09:25:03:40

Flows

Flow Details

NW TP L Byte Packet Duration Idle
Node NW Dst Proto Src Dst  Actions Count Count Seconds Timeout Priority
OF|00.00:20.13.09.25.03.40| * i : IPv4 . : 10002 * - : OUTPUT = 11564 118 430 0 1
OF|1
OF|00:00:20:13:09:25:03:40 * . - IPva ' A 10001 ~ " 2 OUTPUT = 11564 118 430 0 1
OF|3
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HP Switch12] Flow Table

HPSW1i# sh openflow instance test flows

openFlow Fiow Table

Flow 1
Match
Incoming Port : 20 Ethernet Type : IP
Source MAC : b827eb-1225el Destination MAC : bB827eb-0d85f8
VLAN ID : 0 VLAN Priority : 0
source Protocol Address :z 10.0.0.1/32
Target Protocol Address : 10.0.0.2/732
IP Protocol : ICMP IP ToS Bits
ICMP Type 2 0 ICMP Code
Attributes
Priority > 65535 Duration
Hard Timeout : 30 seconds Idle Time
Byte Count - 0 Packet Co
controller ID : 10 Cookie
Flngﬁpucatign : Hardware : .
Haraware Index : 1 20 i 13 13 {20
Reason Code : 12 \ - ‘
Reason Description : Rule is in hardware.
ACtions
output 13

=23 .

Flow 2 ..‘ '!’
Match

Incoming Port : 13 Ethernet Type : IP

Source MAC : b827eb-0d85T8 Destination MAC : bB827eb-1225el
VLAN ID : 0 VLAN Priority : 0

source Protocol Address : 10.0.0.2/32

Target Protocol Address : 10.0.0.1/32

IP Protocol : ICMP IP ToS Bits - 0

ICMP Type . B ICMP Code : 0
Attributes

Priority > 65535 Duration : B seconds
Hard Timeout : 30 seconds Idle Timeout : 10 seconds
Byte Count - 0 Packet Count - 1

controller ID : 10 Cookie - 0x0

Flow Location : Hardware

Hardware Index .

Reason Code : 12

Reason Description : Rule is in hardware.
ACtions

output : 20

0
0
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A =22 Fail Al HP Switch12| Flow Table

HPSW1 (eth-13)# sh openflow instance test flows

openFlow Flow Table

Flow 1
Match

Incoming Port : 18 Ethernet Type : IP

Source MAC : b827eb-1225e1 Destination MAC : b827eb-0d85T8
VLAN ID 0 VLAN Priority : 0
source Prutucul Address : 10.0.0.1/32

Target Protocol Address : 10.0.0.2/32

IP Protocol > ICMP IP

ICMP Type : 8B IC
Attributes

Priority : 65535 Du

Hard Timeout : 30 seconds xd

Byte Count : 0 Pag

controller ID : 10 C O

Flow Location : Hardware

Hardware Index : 2

Reason Code S .

Reason Description : Rule is in hardware
AcCtions

output : 19

X

Flow 2 "'
Match

Incoming Port : 18 Ethernet Type - IP
Source MAC : b827eb-1225el1 Destination MAC : b827eb-0d85f8
VLAN ID 0 VLAN Priority : 0

source Protocol Address - 10.0.0.1/32

Target Protocol Address : 10.0.0.2/32

IP Protocol : ICMP IP ToS Bits : 0

ICMP Type - 0 ICMP Code - 0
Attributes

Priority > 65535 Duration > 6 seconds
Hard Timeout : 30 seconds Idle Timeout : 10 seconds
Byte Count : 0 Packer Count S |

controller ID : 10 Cookie : Ox0

Flow Location : Hardware

Hardware Index - 2

Reason Code S .

Reason Description : Rule is in hardware.
ACtions

Ooutput : 19
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4=21,2 Fail A| HPSW 12| Flow Table

HPSW1d' s

open Ow Instance Test

openFlow Flow Table

Flow 1

Match
Incoming Port
sSource MAC
VLAN ID :
source Protocol
Target Protocol
IP Protocol
ICMP Type

Attributes
Priority
Hard Timeout
ByrLe COount
controller ID
Flow Location
Hardware Index
Reason Code

Reason Description

ACtions
output

Flow 2

Match

Incoming Port
sSource MAC
VLAN ID :
source Protocol
Target Protocol
IP Protocol -
ICMP Type

Attributes
Priority

Hard Timeout
ByrLe COount
Controller ID
Flow Location
Hardware Index
Reason Code

Reason Description

AcCtions
output

20 Ethernet Type
b827eb-1225el Destination MAC
0 VLAN Priority
Address 10.C.0.1/32

Address 10.0.0.2/32

ICMP

0

65535
30 seconds
0
10
Hardware
: 2
12
Rule is in hardware.

19

20 Ethernet Type
b827eb-1225el Destination MAC
0 VLAN Priority
Address 10.0.0.1/32

Address 10.0.0.2/32

ICMP IP ToS Bits

8 ICMP Code

65535 Duration

30 seconds Idle Timeout
0 Packet Count
10 Cookie
Hardware

2

12

Rule is in hardware.

19

IP
b827eb-0d85f8

0

@

IP

b827eb-0d85F8

0

0
0

1?2 seconds
10 seconds
8

Ox0
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Controller2| Flow Control =4

N3
@ 7 =78
w 8
FL HP OpenlRIS Mul 1'[0).4 ODL 2(0)¢
GUI O @) @) X ORIAEEAE) OEHI) X
ZH A2 HA=22 A2 A=23 - A2 A22 A22
in-Dort in-port in-port
7|2 Flow in—port oth 2 o in—port D-MAC eth_type eth_type eth_type
Match field MAC I\/I_A%p MAC MAC, IP D-IP MAC, IP
Protocol Protocol
itche| 7| &
HP SWIth | 71= Software Hardware Software Software Hardwrare Hardware Hardware
Flow 2]
Failover 4+ (Reboot) A= 4= (Reboot) - A= A= -
Failover Time - Fast - - Normal Fast -
= QlH 7 Reboot 22 Cel A20rE Cil AZ20E
A2 A A Reboot 2 73% e ol Ioopf'a**ct' Eﬂ ot 0] O Eﬂ e
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Thank you very much
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