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[OpenChain Open Source Software License Compliance General Public Guide]
(https: //www.openchainproject.org/resources)
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OpenChain Self Certification

Welcome

The OpenChain Specification identifies the key requirements of a quality open source compliance program. OpenChain Conformance allows organizations to
show they meet these requirements. You can use this online questionnaire fir free self-certification. You can also use this questionnaire for internal health
checks. Your progress and results are private until you choose to submit them for publication.

Get Started

ppli confirm their ur ing of the OpenChain Specification and the need to complete Self-Certification to become OpenChain Conformant. The
Online Self-Certification requires you to:

* Sign-up to create an account.
* Complete the questionnaire.
* Keep a record of how you met the requirements

(https:: //certification.openchainproject.org/)

12l 2E4A HYA= OpenChain XX 15 EAMOIEN 7isl 221! XAl 1S5S
X

A3t 4 2O, Ves/No ZR0| EHEiste WAloR FIMEICt

OpenChain Self Certification Questionnaire

Specification Version 2.0

Q Select Version
Know Your Open Source Responscrioos 13 answered out of 13

®Yes Do you have a documented Policy that governs open source license compriance of the Suppried Software distribution (e.g
No via training. internal wild, or other practical communication method)?
® Yes
. Do you have a documented procedure that communicates the ecistence of the open source policy to all Software Staff?
o
®Yes Have you identified the roies and the corresponding responsibaties that attect the performance and effectriveness of the
No Program?
Yes
- Have you identified and documented the competencies required for each rote?
*No
Yes
N Have you documented evirsence od assessed competence for each Program participant?
*No

(https:: //certification.openchainproject.org/)
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Already Certified? Get Our Conformance Logo

CIOAACIOATACIOAATID

OPENCHAIN/ | \OPENCHAIN/ | \OPENCHAIN/ | \OPENCHAIN

OpenChain Z2HEW A 7/2j0] ZHBat0|olA Z2IAUS 2EsH=0 LR

Y 2M HES UF A2 S CHYSt FOXIZE MSSICE 0] AFZE2 OpenChain
Specification & URIHQl REAA HZ210|2AUA HFES X|EsHY| Aol DA,
=L KFREA| AFRE £ IEE Public Domain@ 2 MlZ-=Ict

Resources

The OpenChain Specification is the industry-standard for describing the key requirements of a quality open source compliance program. It is designed to
build trust in the supply chain and is suitable for companies of all sizes and in all sectors. The OpenChain Specification is supported by extensive educational
and reference material, a simple online questionnaire to check conformance, and a vibrant international community.

0D
OPENCHAIN
CURRICULUM

Reference Open Source Training Slides for OpenChain 2.0

Released under CC0-1.0.
You may use, modify, and share these slides without restricrion.
They also come with no warranty.

These sides do not contan legal advice

Our Official Open Source Reference Traning Slides
Open Source from A to Z across 146 Slides

Download as PowerPoint Download as PDF Download as ODP

(hitos: //www.openchainproject.org/resources)
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1.1 Policy
A written Open Source policy exists that governs Open Source license
compliance of the Supplied Software. The policy must be internally
communicated.

Verification Material(s):
1 A documented Open Source policy
1.2 A documented procedure that makes Software Staff aware of the
existence of the Open Source policy (e.g., via training, internal wiki, or
other practical communication method)
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2) 1.2 <=2k (Competence)
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1.2 Competence

The organization shall:

— Identity the roles and the corresponding responsibilities of those roles that
affects the performance and effectiveness of the Program;

— Determine the necessary competence of person(s) fulfiling each role

— Ensure that these persons are competent on the basis of appropriate education,
training, and/or experience;

— Where applicable, take actions to acquire the necessary competence; and

— Retain appropriate documented information as evidence of competence.

Verification Material(s):
1.2.1 A documented list of roles with corresponding responsibilities for the different
participants in the Program.
1.2.2 A document that identifies the competencies for each role.
1.2.3 Documented evidence of assessed competence for each Program
participant.
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3) 1.3 QIX|= (Awareness)

OpenChain Specification
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1.3 Awareness

The organization shall ensure that Program participants are aware of:
a) The Open Source policy;

b) Relevant Open Source objectives;

o)

d)

Their contribution to the effectiveness of the Program; and
The implications of not following the Program’ s requirements,

Verification Material(s):
1.3.1 Documented evidence of assessed awareness for each Program personnel
including the Program’ s objectives, ones contribution within the Program,
and implications of Program non—conformance.
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4) 1.4 T2 M He| (Program Scope)
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1.4 Program Scope
Different Programs may be governed by different levels of scope. For example,
a program could govern a single product line, an entire department or an entire
organization. The scope designation needs to be declared for each Program.

Verification Material(s):
1.4.1 A written statement that clearly defines the scope and limits of the Program.
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5) 1.5 2t0|MA 2|2 (License Obligations)
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1.5 License Obligations

A process exists for reviewing the Identified Licenses to determine the obligations,
restrictions and rights granted by each license.

Verification Material(s):
1.4.1 A written statement that clearly defines the scope and limits of the Program.
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(Relevant Tasks Defined and Supported)

1) 2.1 ™2M (Access)
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2.1 Access

Maintain a process to effectively respond to external Open Source inquiries.
Publicly identify a means by which a third party can make an Open Source
compliance inquiry.

\erification Material(s):

2.1.1 Publicly visible method that allows any third party to make an Open Source
license compliance inquiry (e.g., via a published contact email address, or
the Linux Foundation's Open Compliance Directory).

2.1.2 An internal documented procedure for responding to third party Open
Source license compliance inquiries.
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Request a Contact Check on Your Request Add an Organization
Ask an organization for infomation Check on the process of your request Add an organization’s open source
about open source compliance towards a company. contact details to the directory.

(https: //www_linuxsources.org/content/open—compliance—directory—add—organization—
request)
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2.2 Effectively Resourced

ldentify and Resource Program Task(s):
— Assign accountability to ensure the successful execution of Program tasks.
— Program tasks are sufficiently resourced:
« Time to perform the tasks have been allocated; and
« Adequate funding has been allocated,
— A process exists for reviewing and updating the policy and supporting tasks;
— Legal expertise pertaining to Open Source license compliance is accessible to
those who may need such guidance; and
— A process exists for the resolution of Open Source license compliance issues.

Verification Material(s):
2.2.1 Document with name of persons, group or function in Program role(s)

identified.
2.2.2 The identified Program roles have been properly staffed and adequate

funding provided.

2.2.3 Identification of legal expertise available to address Open Source license
compliance matters which could be internal or external.

2.2.4 A documented procedure that assigns internal responsibilities for Open Source

compliance.
2.2.5 A documented procedure for handling the review and remediation of non—compliant

Cases.
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3.1 Bill of Materials

A process exists for creating and managing a bill of materials that includes each
Open Source component (and its Identified Licenses) from which the Supplied
Software is comprised.

Verification Material(s):

3.1.1 A documented procedure for identifying, tracking, reviewing, approving, and
archiving information about the collection of Open Source components from
which the Supplied Software is comprised.

3.1.2 Open Source component records for the Supplied Software that
demonstrates the documented procedure was properly followed.
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3.2 License Compliance

The Program must be capable of managing common Open Source license use
cases encountered by Software Staff for Supplied Software, which may include the
following use cases (note that the list is neither exhaustive, nor may all of the use
cases apply):

— distributed in binary form;

— distributed in source form;

— integrated with other Open Source such that it may trigger copyleft obligations;

— contains modified Open Source;

— contains Open Source or other software under an incompatible license

interacting with other components within the Supplied Software; and/or
— contains Open Source with attribution requirements.

Verification Material(s):

A documented procedure for handling the common Open Source license use
cases for the Open Source components of the Supplied Software.
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4.1 Compliance Artifacts

A process exists for creating the set of Compliance Artifacts for the Supplied
Software.

Verification Materials(s):

41.1 A documented procedure that describes the process under which the
Compliance Artifacts are prepared and distributed with the Supplied Software
as required by the Identified Licenses.

4.1.2 A documented procedure for archiving copies of the Compliance Artifacts
of the Supplied Software — where the archive is planned to exist for a
reasonable period of time since the last offer of the Supplied Software; or
as required by the Identified Licenses (whichever is longer). Records exist
that demonstrate the procedure has been properly followed.
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2. M AATE THI|X| : CGPL, LGPL § AA FE X582 Q+lotes REAA BIO[MA

The software included in this product contains copyrighted software that is licensed
under the GPL. A copy of that license is included in this document on page X. You
may obtain the complete Corresponding Source code from us for a period of three
years after our last shipment of this product, which will be no earlier than 2011-08—
01, by sending a money order or check for $5 to:

GPL Compliance Division
Our Company
Any Town, US 99999

Please write “source for product Y in the memo line of your payment.
You may also find a copy of the source at http: //www.example.com/sources/Y/.
This offer is valid to anyone in receipt of this information.

(https: //www.softwarefreedom.org/resources/2014/SFLC—Guide_to_GPL_Compliance_2d_
ed.himHitappendix—1—offer—of—source—code)
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5.1 Contributions

If an organization considers contributions to Open Source projects then
— a written policy exists that governs contributions to Open Source projects;
— the policy must be internally communicated; and
— a process exists that implements the policy

Verification Materials(s):
If an organization permits contributions to Open Source projects then the following
must exist:
— 5.1.1 a documented Open Source contribution policy ;
— 5.1.2 a documented procedure that governs Open Source contributions; and
1.3 a documented procedure that makes all Software Staff aware of the
existence of the Open Source contribution policy (e.g., via training, internal wiki,
or other practical communication method).
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6.1 Conformance

In order for a Program to be deemed OpenChain Conformant, the organization must
affirm that the program satisfies the requirements presented in this specification.

Verification Materials(s):

6.1.1 A document affirming the Program specified in requirement 1.4 satisfies all
the requirements of this specification.
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6.2 Duration
A Program that is OpenChain Conformant with this version of the specification
will last 18 months from the date conformance validation was obtained. The
conformance validation registration procedure can be found on the OpenChain
project’ s website,

Verification Materials(s):
6.2.1 A document affirming the Program meets all the requirements of this version
of the specification (version 2.0), within the past 18 months of obtaining
conformance validation,
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OPENCHAIN
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OpenChain Tooling Work GroupO| AI&e| ATt

OpenChain Tooling Work Group2 2] 7|89 QEAA ™MEIIE0] 0|4E &
oot AUES SRl LEAA ZS20[MA HIES HZotn YAQ| AS20|HA
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FOSSology= ¥7(|dte] Z2agio=z
AZELQIN IH7[XE H=ESY 4 U
EIAEQ} Copyright MEE HESICEH 7Y
FHRX|, Copyright2 O1EH = |

0|25h= Z0] L} FOSSology= HLAPF = =8t @ =
AZHGIOY 24 ThY L 2t0|MA gt ’IAE R} Copyright HEE AISQ2 7*"35’_. =
2|IZEZ MMt FOSSology =2 E20f Chet XtM|eh LhE2 Cis Ho[XIE &g 4
QUCY. : hitps://www.fossology.org/features/
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1. Docker AlE

2. Vagrant@} VirtualBox AR

3. Source buildoto] AX|
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FOSSology= Z1H|0|H3H= Docker 0]0]X|Z Docker Hub (https://hub.docker.com/) £
S35l Z7lsta QUL : https: //hub.docker.com/r/fossology/fossology

Pre—built'=l Docker 0|0|X|i= Cts BENE Ar&ot0] Alaligh 4~ Qlct

$ docker run —p 8081:80 fossology/fossology

Docker 0|0|X[= CH2 URLT AM HE=Z ARRE 4 QI
* http: //IP_OF _DOCKER_HOST:8081/repo

* Username : fossy e Passwd : fossy
M| 2T KNS LH2E T2 T0|XIZ &tnEt 4 Qlrt,

(nttps: //github.com/fossology/fossology/blob/master/README.md)

= EIAE Mt

FOSSologyE AXxg 4 U= AAH 50| Zetet &=0|2tH FOSSology Projectof A
HEskE HAE MHZ 0|28 4~ It FOSSology Z2HENME HAEZS Qs stdg
HMZsict, (HAE Mu= onglo] B 4 o) MEX= oS AF22 FOSSology
HIAE MHOI| X4510d FOSSology 7152 AlSlsiiE 4= QlCh

« HIAE MH URL: hitp://83.169.21.23/fossology/

e Username: testuser » Password: test

FOSSology test server - please keep this place useful for others - Upload limit is 10MB

Home Help
F-) Getting Started with FOSSology

fossolo Y Version [3.7.0), Branch: [master], Commit: [#23a268] 2019/10/24 18:19 CEST build @ 2019/10/28 10:41 CET  Login

FOSSology is a framework for software analysis tools. With it, you This login uses HTTP, so passwords are transmitted
can: in plain text. This is not a secure connection.

+ Upload files into the fossology repository. .

« Unpack files (zip, tar, bz2, iso’s, and many other) into its Username:
component fies e —
Browse upload file trees. =
View file contents and meta data. @

Scan for sofrware licenses.

Scan for copyrights and other author information.

View side-by-side license and bucket differences between file trees.
Tag and attach notes to files.

Report files based on your own custom classification scheme.

e e e s 0 e

Where to Begin...

+ The menu at the top contains all the primary capabilities of FOSSology.
* Login : Depending on your account’s access right, you may be able to upload files, schedule analysis tasks, or even
add new users.




Basic Workflow

FOSSology2| 72 At MXl= Creap 2t

o ME3IIX} 5l QEAAL| 2l0|MAL} Copyright HEE 21517 | ol LEAA
Y =2 7 |X|E FOSSology0ll EI2E Sict

=
= Upload ) From FileS MEHSIT,

=2 H

F) Home Search Browse Upload Jobs Organize Admin Help

logout

Upload a New File User: testuser

fossolo Y Version [3.7.0), Branch: [master], Commit: [#23a268] 2019/10/24 18:19 CEST build @ 2019/10/28 10:41 CET  Group:| t

Tomanage your own group permissions go into Admin> > Groups > Manage Group Users. To manage permissions for this one upload,
go to Admin > Upload Permissions.

This option permits uploading a single file (which may be iso, tar, rpm, jar, zip, bz2, msi, cab, etc.) from your computer to FOSSology.
Your FOSSology server has impossed a maximum upload file size of 10Mbytes.

. Select the folder for storing the uploaded files:
test v

. Select the file to upload:

u | MEHE o s

3. (Optional) Enter a description of this file:

N

4. @ Ignore SCM file (Gitm Svn, TFS)
5. @ Visible only for active group @
® Visible for all groups @
® Make Public®
6. Select optional analysis
@ Bucket Anaysis
& Copyright/Email/lURL/Author Analysis
& ECC Analysis, scanning for text fragments potentially relevant for export control
& Keyword Analysis
& MIME-type Analysis (Determine mimetype of every file. Not needed for licenses or buckets)
@ Monk License Analysis, scanning for license performing a text comparison
& Momos License Analysism scanning for license using regular expressions
@ Ojo License Analysis, scanning for licenses using SPDX-License-Identifier
& Package Analysis (parse package headers)

7. Automatic Concluded License Fecider®, based on
@ ... scanners matches if all Nomos findings are within the Monk findings
® ... scanners matches if Ojo findings are no contradiction with other findings
.. bulk phrases from reusef packages
new scanner results, i.e., decisions were marked as work in progress if new scannerfinds additional license
8. (Optional) Reuse @

@ Select an already uploaded package for reuse in specific folder
@ enhanced reuse (slower) @

@ reuse main license/s @

Upload to reuse:

[Se\ect upload to reuse

After you press Upload, please be paioent while your file is transferring.

« M2 Oflg MENSHD Upload HHES S2I5ICH
A2 2AZ ™M Job Agentof] 2 AfsoR2 BAS
o Ol ) Jobs ) My Recent JobsOl|l A EAIS

SH
S
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C}.

1
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O| StatusZ stolgt 2~ QIt




Wget (Example3(Upload From VCS))

Job / Dependency Status wget Average items / sec
27512 Completed | wget_agent 1 item |2019-07-08 14:47 - 2019-07-08 14:48 0.06 items/sec
27513 / 27512 Completed | ununpack 1,115 items [2019-07-08 14:48 - 2019-07-08 14:48 139 items/sec
27514 /27513 Completed | sdj2nest 1,105 items [2019-07-08 14:48 - 2019-07-08 14:48 1108 items/sec
27515 / 27514 Completed | copyright 617 items | 2019-07-08 14:48 - 2019-07-08 14:48 206 items/sec
27516 / 27514 Completed | ecc 839 items [2019-07-08 14:48 - 2019-07-08 14:48 420 items/sec
27517 / 27514 Completed | keyword 863 items | 2019-07-08 14:48 - 2019-07-08 14:48 863 items/sec
27518 /27514 Completed | mimetype 519 items [2019-07-08 14:48 - 2019-07-08 14:48 130 items/sec
27519 / 27514 Completed | monk 525 items | 2019-07-08 14:48 - 2019-07-08 14:48 263 items/sec
27520/ 27514 Completed | nomos 525 items |2019-07-08 14:48 - 2019-07-08 14:48 16 items/sec
27521/ 27514 Completed | pkgagent 2 items |2019-07-08 14:48 - 2019-07-08 14:48 0.00 items/sec

« 20| 2= EH Ol ) BrowseO M 2M ZnlE Sf0lgt 4 Uk

FJ Home Search Browse Upload Jobs Organize Admin Help

License Browser beor testue 2
fossology v

[3.7.0], Branch: [master], Commit: [#23a268] 2019/10/24 18:19 CEST build @ 2019/10/28 10:41 CET  Grou

Folder: test/
busybox-1.31.0.tar.bz2/busybox-1.31.0.tar/busybox-1.31.0

License Browser | File Browser | Copyright | ECC | Email/URL/Author | Keyword | Browse | License List | Search _« View | ConflInfo s Refresh
files (tree view or flat)

Concluded -- filter for scan results -- ~ -- filter for edited res
Scanner orl:(i:cl;nze i License
Count Count Name
- O ! Chuse
applets
2 0 | RSA-MD L
2 0 | Beerware
BSD4- applets_sh/nologin
2 0 ! Clause-
JC arch
2 0 0BSD
1 0 ?E'psz' archival bzip2-1.0.6
1 0 i Unlicense
configs
1 0! NTP
! OF: M console-tools
1 0 | GPL-20
o 1 GPL-2.0+ coreutils BSD-3-Clause
Showing 1 to 11 of 11 licenses
Page i i -
Hint: Click on the license = debianutils GPL-2.0%
name to search for where the license is
found in the file listing. docs




Home Search Browse Upload Jobs Organize Admin Help
F_) Change concluded License

fossolo g Y Version: [3.7.0], Branch: [master). Commit:[#23a268] 2019/10/24 18:19 CEST build @ 2019110128 10:41 CET

logout

Folder: test/ hello/
hello-2.10.tar.gz/hello-2.10.tar/hello-2.10/src/system.h

One-Shot Copyright/Email/lURL ¢  License Browser | File Browser «  Conf | Info | View I License | Copyright/Email/Url/Author | Ecc | Keyword | Bucket
* Hex|Text| Formatted e Refresh

Close | Cleared: 0/254

(ilearing decision scope
A = Apply decision to all future occurrences of this file @
/- system.h: system-dependent declarations: include this firs

Copyright 1996, 2005, 2006, 2007, 2008, 2013, 2014 Ereel
Foundation, Inc. To be discussed®

This program is [ffEEISGHtWare: you can redistiibute it Irrelevant @
it under the terms of the GNU General Public License as p © Idenrified ®
the Free Software Foundation; either version 3, or (at y

any later version.

Cleanng decision type
’ No license known®

This program is @istfibilifed in the hope that it will be L - T =
but WITHOUT ANY WARRANTY; without even the |mp||ed- ‘ Action ® l License® | Source & | License Text ®

o FITNESS FORAPARTICULAR PURPOSE. See [ X [opeaor | nomos#1 | clicktoadd

MERCHANTABILITY
GNU General Piblic Ligéfise for more details.
Showing 1 to 1 of 1 rntries

You should have received a copy the GNU General Public
along with this program. It not, see N |'

Legend:
license relevant text

o« 05 ) Browser ) It &2 Cl2EZ|E MEH ) Copyright/Email/Url/Authorof M=

FOSSologyZ | Z4&St Copyright/Email/Url/Author FEE 2L,

FJ Home Search Browse Upload Jobs Organize Admin Help

Copyrlght Browser logout

User: testuser

fossology v pro

], Branch: [master], Commit: [#23a268] 2019/10/24 18:19 CEST build @ 2019/10/28 10:41 CET Group:

Folder: test/
busybox-1.31.0.tar.bz2

Show all ~

Activated statements:

Show| 50 ~ Jentries Search

Count . | Agent Findings . ]
62 | Copyright (C) 1999-2004 by Erik org> X ]
29 | Copyright (C) 2003 Manuel Novoalll <mjn3@codepoet.org> X ]
25 | Copyright (C) 1999-2005 by Erik org> X ]
20 | Copyright (C) 2004 Kay Sievers <kay.siecers@vrty.org> X ]
19 | copyright notice, this list of itions and the isclai X ]
17 | Copyright (C) 2008 by Viadmir Dronnikov <dronnikov@gmail.com> X [
15 | Copyright (C) 2017 Denys Viasenko X ®

rr

0

AM&X= FOSSology= OIZA 48t 217t FE8tA| GR0f disl &2l =
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Clearing 20211 HHSIH, XtMgh Aeh2 CfS H|O|XIS Fr& - RUTE : hitps://

www.fossology.org/get—started/basic—workflow/

License Browser | File Browser | Copyright agent/user finding | ECC | Email/URL/Author | Keyword | Browse | License List | Search ¢ View | ConflInfo e Refresh

busybox-
Agent Findings User Finding 1.31.0.ta

r
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W LU A NV
Central Hub is Open Source
and freely available

(nttps: //www.eclipse.org/sw360/)

SW3602 Ciaat 20| TMEICE
« Frontend : Liferay—(Tomcat—)based portal application
* Backend : Tomcat—based thrift service
* Database : CouchDB

8

Project 7722t AX|E ?lofl 27 ElE AZEQN S XMe LIE2 READMEN|A <2l
2= QUL : hitps: //github.com/eclipse/sw360/blob/master/README.md

SW3602 tfs MI7H|e] HX| WS MSITh AMEXt= 0] & ottE MEGIo HXI&

4 9l

1. Vagrant (https: //www.vagrantup.com/) 7|8t AX| : Vagrante= 7tASH QIAEA
Helote =72 XM sw360vagrantti| A= SW3602 SHHOIl Deployst?| 2
MIESICE  hitps: //github.com/sw360/sw360vagrant

2. SW3602 TIAMRAE JiEXo=Z MRS 4 QICt : hitps://github.com/eclipse/
sw360

3. DockerE Safl Deployar £~ UCE : https: //github.com/sw360/sw360chores



07| A= CentOS 7.6 AJAEIO| Vagrant 7[BFO 2 Ax[510{ Deploysts BIHS AJKSICH
LtM[SH Aret2 READMES RIS - https: //github.com/sw360/sw360vagrant/blob/
master/README.md

1) AR 2R

vagrant box 0f SW360& Ax|st7| 2= openjdk, VirtualBox % VagrantsS AX|SHOF
st

« MXf openjdk 1.8.02 MXIBHCt,

$ yum install java—1.8.0—openjdk

$ java —version

openjdk version "1.8,0_191"

OpendDK Runtime Environment (build 1.8.0_191-b12)"
OpendDK 64—Bit Server VM (buid 25.191—b12, mixed mode)

« VirtualBoxZ Ax|stCt,

$ sudo wget https://download.virtualbox.org/virtualbox/rpm/el/virtualbox.repo —P /etc/
yum.repos.d
$ sudo yum install VirtualBox—5.2

« CentOS 70lA VirtualBox AX| Al “kernel module is not loaded’ Of|2{7} giAist AL

kernel-devel2 AX|5H0{ sHATH & VirtualBoxE XIAX|SiC}

$ sudo yum install https://centos?.iuscommunity.org/ius—release.rpm
$ sudo yum install dkms

$ sudo yum install kernel—devel
# reboot
$ sudo /sbin/vboxconfig
$ systemctl status vboxdrv
- vboxdrv.service — VirtualBox Linux kernel module
Loaded: loaded (/usr/lio/virtualbox/vboxdrv.sh: enabled; vendor preset: disabled)
Active: active (exited) since Wed 2020-02—19 09:06:02 KST; 20min ago




« Vagrant@} vagrant—aws pluging AIX|SHC},

$ sudo yum install https://releases.hashicorp.com/vagrant/2.2.6/vagrant_
2.2.6_x86_64.rom

# vagrant—aws plugin AX|

$ vagrant plugin install vagrant—aws

« 12|12, sw360vagrant Z=Z Clonedl&Lt,

$ git clone https: //github.com/sw360/sw360vagrant.git

2) Dependency CHRZE
« Vagrant boxZS YEsH= A|ZFS £0]7] ¥lsif Dependency PackageSg 0|2 CHRZE
Bl

$ cd sw360vagrant
$ ./download—packages.sh

« 12| CH29| packageS0| ./shared/package =0 2t CHRE= =i,

- Liferay 7.2.1 CE GA2 with Tomcat (9.0.17)

- Postgresql—42.2.9 ODBC client for Java as * jar file

- SW 3600{| Al =St 11742] * jar Tt

- Thrift 0.11

- A box images from the Ubuntu 16,04 LTS (xenial-server—cloudimg—amd64—vagrant.box)

3) Base box A4

« O|X| C+S HZO{Z Base boxZS AAMSICE

$ cd generate—box
$ ./generate_box.sh

.+ 0] Xl

ro

AlZho| ~4f2 A2 4 QAT

HT




4)

uy]

ox A&t

CtS HHOZ BoxS AldlisiCt
# If you have built a vagrant box from this directory earlier, you will have to destroy it
first via
$ vagrant destroy

$ cd ../sw360-single
$ vagrant up

« Box2 Alali5HH fiferay, postgresal 2 couchdbZt AI=ICE 0|AIGI0| Alslo] 2 A<,
httos: //localhost: 8443/ 2 Liferay afHo| H2& 4~ Ql

<)> C B © £ https://localhost:8443 LU R n o © 3
@ SW360 Search... Q & Signin
Home

Hello World

Welcome to Liferay Community
Edition Portal 7.2.1 CE GA2
(Mueller / Build 7201 / November
12, 2019).

Powered By Liferay




5) SW360 Layout Deploy

| —

X|at SA= Liferayof A SW3602] Layoute Deployst= Z10|ct, 0] & ofx
|X] 40t e|Xt7t =522 £3lei0oF StCt. https://localhost: 8443/
ot g A-e =z 2a9QI5iTY,

21 8
OHT
for
N
H1

*id 1 setup@sw360.0rg
e pw : sw360fossy

0|20l= CHZ AOIES] 2fLHoll et Layout deployS 4~&fefCt  hitps://github.com/
eclipse/sw360/wiki/Deploy—Liferay 7

Deploy7| 2t2E|H CHEut 22 SiFs 2 4 QAT

Cisw3s0

Welcome  Sign Up

Welcome

Welcome to SW360!

SW360 is an open source software project that provides both a web application and a
repository to collect, organize and make available information about software
components. It establishes a central hub for software components in an organization.

In order to go ahead, please sign in or create a new account!

Sign In




"% Basic Workflow

1) License 52

SW3602 S ARI5IE! X1 AR5l QEAA 2f0lMA S2 S25f0t SiTt 2i0jMA
5= Moll= Chszt 22 Z2EE Zefeith

« Full Name

« Short Name

« License Type

o GPL—2.0 Compatibility (¢: yes, no)

o License Text

Ol ) Licenses ) Add LicenseS MEHGHH TSt 20| Create License StHOZ ZIQISiCt

Cisw3so <] @

Home Projects Components Licenses ECC Vulnerabilities Moderations Search Admin Vv  Preferences

Licenses

Cancel
License Details

Fullname * Shortname * License Type
Enter Fullname Enter Shortname No type selected s
GPL-2.0 compatibility GPL-3.0 compatibility is checked
[ undefined s ‘ undefined s
@ Learn more about the possible values. @ Learn more about the possible values.
License Text

Enter the License-Text here...

02} Z0| 2f0|HMAE Sl 322 STote 2 oFs| sirdls 4+ U=t

CHli5| SW3602 SPDX License Lists SHHOM| Importsh= 7152 MsStct i ) Admin )
Import SPDX InformationS S8t}




Search... Q -

Home Projects Components Licenses ECC Vulnerabilities Moderations Search  Admin v  Preferences

Admin > Licenses

WH I Import SPDX Information [ EECEIIREELEENT G EL LTS

UPLOAD LICENSE ARCHIVE

Choose File No file chosen

Overwrite if externals IDs match
Overwrite if IDs match

Upload Licenses

J2{H 2= SPDX License List7t At=o2 SZ2=rH o ) Licenses 0flA 338712

LicenseZ| SE% 72 sIolst 4 it

Cisw3e0 a s

Home Projects Components Licenses ECC Vulnerabilities Moderations Search Admin vV  Preferences

Licenses
LICENSES (338)
- Export Spreadsheet
Show 10 & entries @ Print
License 5 License
Shortname N License Fullname checked? Type
0BSD BSD Zero Clause License @ -
AAL Attribution Assurance License @ o
Abstyles Abstyles License @ -

2) Component 2! Release 52

SW3600ilAf Component= sHLte] AEQ0] THojo|c}, 0f7|of= Cst SEfQ
ATEQIOP7H B 4 QoM 1 ol CIS T 2T,

P QEAA ATEQ]

« 210|222

« 3rd party AZEQ|0]



Component= ChE1t 22 HEE Iafeitt,
» Component Name

* Main Licenses
* Categories (01 : Library, Cloud, Mobile, ...)

« Component Type (04]: 0SS, Internal, InnerSource, Service, Freeware)
* Default Vendor

* Homepage URL

Release= ComponentOil A StLIC| Version2 7t2|7|= ©H@|o|Ct, et StLtol
Component= 04217H2| ReleaseE 7H 4

A £ QUC} Release= o] Component SOl
MME| Ze|=ict

Release= Cia1t 22 EESS EaloiTt,

[y

» Component Name
* \ersion
* License

* Download URL

« CPE ID (0l cpe:2.3:a:apache:maven:3.0.4)

O£ 04, zlb—1.2.88 S=5l0F StCtH,

Release0]| zlib 1.2.82
Create Component stH

HX{ Componentd] zlibg WX SE2¢t 5,
SE25tch Menu ) Components ) Add ComponentE MEHSHH
O XIS zlool et HEE S23 4 U

= o= T I-

Cisw3s0

Search... Q
Home Projects

*
e
Components Licenses ECC Vulnerabilities

Moderations  Search  Admin vV

Preferences
Components
General Information
Name * Created by Categories *
Enter Name Will be set automatically e.g., Library,cloud,mobile,..
Component Type * Default vendor Homepage URL
s Click to set vendor ®

Enter Home Url




ComponentE MM

=

45
version0f| CHet MEE

= =

Cisw3s0

Home Projects Components

tH, Components ) Releases ) Add Release0l| A zlib—1.2.8
%

=g 4 Uk

Search... Q F3

Licenses ECC Vulnerabilites Moderations Search Admin VvV  Preferences

Components > zlib

Linked Releases

Release Summary

Vendor

Name * Version *
Click to set vendor ® zlib Enter Version
® Name of the component.
Programming Languages Operating Systems CPEID
e.g., JavaC++, C#,... e.g.,Linux, MAC Windows,... Enter CPE ID

@ Learn more about the CPE ID
format.

SR ZIib0|2H= Componentdf| 1.2.81f 1.2.11 versions 242+
Release Overview 3tHO|A CIE1

Ciswsso

I 20| 2712 Release?} %IHéfi g2 8 2 Uk

Search... Q S
Home Projects Components Licenses ECC Vulnerabilities Moderations Search Admin VvV  Preferences
Components > zlib
Sy - Merge
Beloass Overviey; Show 10 % entries Search: @ Print
Attachments Clearing Clearing Release
Version ‘¥ | State Report Mainline State
Vulnerabilities 2+ 0
zlib 121 New no report Open DA A
zlib 12.8 New no report Open [3) Z D s * ]
Showing 1to 2 of 2 entries Previous 1 Next

SW360L C}49| Component MEZE Importh|7|7] {8t 71=2 xIZ2
Import / Exportdl] CSV templated] S2& {lst=
2 Qlct

StCh ol ) Admin )

Component HEZE & = Import &



Ciswsso 0 @

Home Projects Components Licenses ECC Vulnerabilities Moderations Search Admin vV  Preferences

Admin > Import & Export

EXPORT IMPORT
& Download Component CSV Choose File | No file chosen X, Upload Component CSV
&, Download CSV template for Component upload [ Choose File | No file chosen X, Upload Component Attachments
4, Download Attachment sample information [ Choose File | No file chosen 1, Upload Release Links
4, Download Attachment information Choose File | No file chosen X, Upload License Archive

L, Download Release Link sample information
L Download Release Link information

X, Download License Archive

B, 0] 752 202011 28 7| OF%| QF¥MO= SRR S 4 ck,

3) Project 24

Project= otLEQ| MES 7t2IZICh At S0 T2t HEY4E UL, MH|A =22
ATEQN Y Tt Projectol= ME0 AFEE Component/ReleaseE S=6t
22|t

2

Project 4 Alof= TSt 22 E2E STt

* Project Name
* \ersion
« Project type (0f]: Product, Customer Project, Service, Intenal Project, InnerSource)

o5 ) Projects ) Add ProjectZ S3ll ProjectE MAdsh 4~ QlCt,




@Sw35 0 Search... Q

°
e
Home Projects Components Licenses ECC Vulnerabilities Moderations Search Admin VvV  Preferences
Projects
NEW PROJECT
Administration

General Information

Linked Releases And Projects
Name * Version Project visibility

Enter Name Enter Version Group and Moderators s

@ Learn more about project

visibilities.
Created by HomePage URL Wiki URL
Will be set automatically Enter Home Url Enter Wiki Url
Project type * Tag Description
Customer Project s Enter one word tag Enter Description

ProjectE MAIGID LIH I35k Releaselt 519 ProjectES SE6ICE Ol ) Projects
oM SiIE ProjectE MEHGHH “Linked Releases and Projects” O A Linked Projects2t
Linked ReleasesZ S

i
ot
+
O
il

Cisw3s0 .

Home Projects Components Licenses ECC Vulnerabilities Moderations Search Admin vV  Preferences

Projects
(1.0

Summary - Delete Project Cancel
Administration

LINKED PROJECTS
Linked Releases And Projects Project N; Project Version Project Relation ©
Attachments Add Projects
Obligations LINKED RELEASES

Vendor Name Release Name Release Version Release Relation @ Project Mainline State @

Add Releases




Ct22 SuperCalc2t= Projectt] OpenSSL 1.0.12} Zlib 1.2.82 Linked Releases®2 S=6t
0=2] slHO|Ct,

@sw360 Search... Q P
Home Projects Components Licenses ECC Vulnerabilites Moderations Search Admin vV  Preferences
Projects > SuperCalc (1.0)
Summary - Export Spreadsheet ¥ Generate License Info ¥ Generate Source Code Bundle
Administration SUPERCALC (1.0)
. X OpenSSL 1.0.1 Unknown OpenSSL
Linked Releases Hierarchy
zlib1.2.8 Unknown 0ss New Zlib
Attachment Usages
4) HOHFION T
SW3602 S=2E Releasedi| thall EQHFAHO| =X A5 018 4= Tt 0|5
Plall SW3602 CVE EE 7|82z +Elbi=5E A%Eske 7Is= MSeltt. tlw
> Admin ) Schedule OlA CVE SEARCH MEE 24AZ10ICH £Zlot=2 AEES

e 4 U,

Cisw3s0 2| @

Home Projects Components Licenses ECC Vulnerabilities Moderations Search Admin VvV  Preferences

Admin > Schedule

SCHEDU

SLUHEDULE [AS

Cancel all Scheduled Tasks

CVE SEARCH

Schedule Offset 00:00:00 (hh:mm:ss)

Interval 24:00:00 (hh:mm:ss)

Next Synchronization Fri Mar 06 00:00:00 GMT 2020

Cancel CVE service




O|ZA AHZEZS MAGIH SW3B02 AsHEl A2t CVE Search AtO|E(https://
cvecircliu/)ol CVE HEE 4ottt 425t CVE HEE= i ) Vulnerabilties Of| A

stoigt 4 QU

Cisw3so <l @

Home Projects Components Licenses ECC Vulnerabilites Moderations Search Admin vV  Preferences

Vulnerabilities

Quick Filter Show latest 200 ¥

Show 10 % entries © Print

External Id Weighting Publish Date Last Update
Advanced Filter

CVE-2016-2183 CVE-2016-2183 5.0 (as of: 2019-10-25) 2016-09-01 2019-10-25
CVEID

CVE-2016-7056 CVE-2016-7056 21 (as of: 2019-10-09) 2018-09-10 2019-10-09

CVE-2015-4000 CVE-2015-4000 4.3 (as of: 2019-10-09) 2015-05-21 2019-10-09
Vulnerable Configuration

CVE-2014-3566 CVE-2014-3566 4.3 (as of: 2019-10-09) 2014-10-15 2019-10-09
— CVE-2014-0224 CVE-2014-0224 5.8 (as of: 2019-10-09) 2014-06-05 2019-10-09

CVE-2014-0160 CVE-2014-0160 5.0 (as of: 2019-10-09) 2014-04-07 2019-10-09

O|ZA Vunerabiliies ME7 £7I% 0|S0= MASH Projectf| EOIF|QFA0| Q=X
X35 4 QICt 2ollA AlAISH SuperCalc ProjectOl| A= 85712 HOFQFA0| H 1=l
A2 =elgh 2 ]t




Projects > SuperCalc (1.0)

Summary

Administration

Linked Releases And Project

- Show latest 200 ¥

Total vulnerabilities: 85

ts
VULNERABILITY STATE INFORMATION

Linked Releases Hierarchy Security Vulnerability
Monitoring:
Attachment Usages Security Vulnerabilities
Display:
Clearing Status
VULNERABILITIES
Obligations Show 10 4 entries Search: & Print
o l--.-
Release id Priority v | Title for project Actions
Aachimelits E OpenSSL CVE-2015 heuristic CVE- @ Not
101 4000 (dist. 00) 2015- Checked
Vulnerabilities 4000
OpenSSL CVE-2016 heuristic CVE- @ Not
101 2183 (dist. 00) 2016- Checked
2183
o iT= - =
0|9t Ze gtjoz J|YPo|M L/t el= ATEYE SW3600] S=25t0
H2RITHHE, QEAA HES0[AA HEF OHL|2} HOHFFH| M= 2lATS |48}
& 4 U= Yz 227} 71Sslo
S SW3602 {12t Z2 Web Interface 0t OtL|at 2E9| 7I5E REST APIZ
MESHA FOSSology 59 C2 =112t9| H=0| 7Hss6iCt. : https://github.com/

eclipse/sw360/wiki/Dev—REST-API

=

AN

= 5718 %0

TC A =70 B4 Ziis

DevOpsOl| Integration A|74X Project, Release

SW36001| Import Al7|=
=22 ASSAZAM E2lsittH 2240]

o=

(=3
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