eBPF based Cloud Native Load Balancer for
Next Generation Workloads : LoxiLB
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NetLOX

Technical Problem Challenging in the New Era Service Adoption

. Metaverse and Al apps driving bi-dir streaming data

2021 & Beyond . Cloud-native micro services & network slicing at the
5G Edge, Connected Cars(X), forefront
Metaverse . Low-latency and deep visibility are the key
. Emergence of smart-accelerators with
013 Open Source and Programmable H/W
East-West Traffic
SDN/Whitebox . , R
- Video is still the king
--------------------------------------------------- - SDN technology matures to manage networks
% Multi-tenancy & Network Disaggregation ,
2015
Data-Center Fabrics
(. Video emerges as the king A
Pre-2015 AP T - Fabric technology at the forefront in DCs
Legacy Networking % Led by the cloud behemoths )
~ N

- Large L2 networks
- vMotion and other tech made programmable
networks as a key requirement )
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Paradigm Shift To Open Source

NetLOX

of IT leaders are more likely to select a
vendor who contributes to

the Open source community.

(APAC = 77%, EMEA = 82%, LATAM = 83%, U.S. = 82%)

Ref: “The State of Enterprise Open Source”, A Red Hat Report. 2022. 02
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Pain Points When Adopt Open Sources in APAC

NetLOX

_ Lack of
developers

Security -

Technical
Supports

S

Compatibility .

Ref: “The State of Enterprise Open Source”, A Red Hat Report. 2022. 02

Ny o v - NETLOX
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Open Source Networking Curation Service

NetLOX

NetLOX who contributes to the open source community will help your

adoption of open source networking with globally verified open sources
(eBPF, Cilium, Intel P4, etc)

DIY

(Do It Yourself)

@ -
OO
e cilium
We will help your DIFIV

Customer
Area
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Business Model : Value-Market Fit BM

NetLOX

SUPPORT

(Open Source)

Support Hosting &
Operations
Education Service

( In Public Cloud )
Customization

2024yr Target
Current (2023 yr) (Currently also doing
the AWS LoxiLB(Open) registration)

Copyright©2021 NetLOX Corp. Confidential. All rights reserved. www.netlox.io contact@netlox.io



0]

NetLOX

TEAM

.. Founders
Mission

Democratize the 5G & cloud networking industry by providing best-in-

class, most flexible and light-weight open source software for Industry
4.0 / 5G / Cloud / Metaverse and beyond

Ex-Founder Tech Startup (Cool Cloud)

Yonsei University EE Ph. D

Delivered Korea’s first and largest IP-SDN nationwide network
Managed various prestigious Govt of Korea R&D projects
Ministry of Science & ICT and Future Planning Award

Seokhwan Kong

Company CEO
Headquarters: Pangyo, Korea

Ex-Founder Tech Startup (Cool Cloud)

20 years of experience in high-perf networking/software industry

Led development of top-of-line products in Samsung, Juniper & Brocade
Creator of highly scalable & top-ranked open SDN controller project
Holds various patents in US/Korea in cloud networking

Target Customers A
Enterprise & Telecom/Cloud Service Providers ‘@»

Dipjyoti Saikia
CTO

Investors & Promoters

Sales & Marketing for Nortel Networks in Korea

Led Sales & Marketing for Aruba Networks (to #1 in Korea)

20 years of brand marketing / global sales

20 years of global commercialization and marketing experience such as
Aruba, Telstra, etc.

Y mashup KOSTARTUP

 § angels

T Telstra BROCADE = <M. JUNIPer

NETWORKS
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LoxilLB

Introduction to LoxiLB (loxilb.io)

* LoxiLB is a an open-source cloud-native "external"
service load-balancer for cloud-native edge workloads
using eBPF as its core-engine

v’
v
2

 For on-prem and edge deployments, there is no service

>

type - external load balancer provider by default in k8s

\\. » Suitable for 5G/Edge specific scenarios

,/".'i:{g‘
Ty <« . v = NETLOX
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LoxilLB

Performance Requirements for Next-Generation Services

* Quality requirements for 5G and cloud-based high-capacity ultra-low-latency immersive services are increasing

* |n addition, efforts are needed to reduce costs as we move beyond the initial stage of 5G adoption.

2 Mbps 5 - 25 Mbps 50 — 200 Mbps
Downlink /
Consume
You & Latency
Tube ’ ¢
1 Mbps 2-20 ;Vlbps 10 - 5(; Mbps 200 — 5:000 Mbps
1-5ms
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LoxiLB

Linux kernel networking reaching its limits

e All smart devices use linux in one form or other

* Linux kernel networking is far from suitable to handle service requirements of next-gen services

Layers of legacy accumulated code over the years

-
P
" .
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v
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ek Complicated to optimize

e P Frameworks like DPDK exists but are not energy efficient (Need core
P Slemapity. _ T pinning and vendor PMD dependencies exists)
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eBPF to the rescue ??

LoxilLB

e eBPFis arevolutionary technology with origins in the Linux kernel that can run sandboxed programs in an OS kernel

* An elegant way to extend the linux (or windows) kernel without causing panic or corruption in the kernel

* Initially, eBPF was used to enhance system observability but increasingly used in cloud-native networking applications

‘ Process ‘ Called before entering network stack
| | ? TC Hooks Able to use “skb” and use hw tcp checksum offload etc.
, Suitable for 14+ packet processing

Fo | -
" 7 syscall | |

eBPF

‘.. Sockets ‘

l \ W eBPF

‘ TCP/IP ‘
| W eBPF )

lii}{emel
— —_ | |
*eBPF XDP Hooks DPDK’ish performance
" — Unable to use hw tcp checksum offload etc.

‘ NIC ‘

TP - e
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LoxiLB

Optimized networking with eBPF

Improved Better .
01 Performance 02 CPU Utilization 03 Scalability

Host ) Host DPU eBPF
Z Regular NIC
Core Core Core Core _H; Core Core Core Core
&0
Core Core Core Core E Core Core Core Core
Core Core Core Core
Core Core Core Core Storage Storage
Network Accelerated
Core Core Core Core
Networking Networking
Core Core Core Core
Core Core Core Core
Networking Orch./Mgmt Orch./Mgmt
Core Core Core Core
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What eBPF can help ?

LoxiLB

Performance Programmability Security

Packet Reflections Performance (1 core)

Socket Layer
Other Networking
(significant complexity hidden here)
TCP Stack
Kernel Space
1 Mpps Connection Tracking eBPF
| High Performance
5 Mpps Traffic Control eBPF _
Networking Hooks
Driver Space 20 Mpps XDP eBPF
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LoxiLB Architecture

LoxiLB

LoxiLB docker pods : K8s Nodes

|
|
|
|
|
|
: Kubernetes

Calico

r=—=—==- - - API ‘ g

i Server goBGP
il - goBGP Kube-loxilb Sl Bl
:
|
: K8s CCM LB Kubelet CNIAgent
: commands (DaemonSet)
|
| v
l CNI Plugin
:
|
|
| > CNI Logic
|
| User Space User Space n
O
| S L T e e -
: Kernel Config Kernel Config Channel

Data Path

loxilb-ebpf Linux kernel networking

T - oy a
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LoxiLB

Development Environments (OS, Language, Licenses...)

* OS
«/ Ubuntu Focal 20.04 / 22.04 (LTS)
 Fedora 36 (64bit)
 RockyOS (64bit)
« Linux Kernel > 5.1.0 (5.13.0-48 recommended)

* Language
/ C (eBPF) & Golang

* Supported kubernetes version
« Kubernetes 1.19 ~ 1.24

* Opensource Repository & License

v
v
v
v

nttps://github.com/loxilb-io/loxilb (Apache-2.0 license)

https://github.com/loxilb-io/loxilb-ebpf (GPL-2.0 license)

nttps://github.com/loxilb-io/loxicmd (Apache-2.0 license)

nttps://github.com/loxilb-io/kube-loxilb (Apache-2.0 license)

Copyright©2021 NetLOX Corp. Confidential. All rights reserved. www.netlox.io contact@netlox.io
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LoxilLB

How we are doing open source project management

o

Target

Incubating
Proj
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LoxiLB

LoxiLB Supported Features (v0.8.8)

L2 802.1qg VLAN, Port Mirroring, LACP Link Aggregation, MAC Filter

L3 Static, OSPF, RIP, BGP, QoS, Multihoming

L4 Stateful Firewall, Server Load Balancing, Firewall/VPN Load Balancing, Cache Server Load Balancing, Gateway
Load Balancing, Global Server Load Balancing, DNS Load Balancing, Inbound Load Balancing

Health Check Link, ICMP, TCP, SCTP, UDP(Custom message), HTTP, HTTPs

Tunneling VxLAN

Mirroring/TAP Mirror to Broadcast Port-Group

Security Wireguard / IPSec VPN

NAT NAT44, NAT64, NAT66

Management CLI, API, Syslog, Remote Syslog

Monitoring Grafana (with Prometheus), Netflow (IPFIX Protocol)
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We will take the lead in reducing costs and spreading technology
for 5G/6G and cloud services by providing next-generation cloud

native networking technology using open source technology.
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LoxilLB

LoxiLB — Performance (Intel)

3

DUT : Intel(R) Xeon(R) Silver 4210R CPU @ 2.40GHz - 40 core RAM 125GB, Kernel 5.15.0-52-generic

350

300

250

Connections per second
(in Thousands)
= = N
o u o
o o o

ul
o

o

netperf(CRR) - Higher is better

loxilb ipvs haproxy

Micro seconds

70

60
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30
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10

netperf(RR Minimum Latency) - Lower is better

loxilb ipvs haproxy

700000

600000

500000

400000

300000

200000

CONNECTIONS PER SECOND

100000

0

netperf (TCP_CRR - 100 streams) -
Higher is better

592794.11

341778.01

67536.5

|

loxilb haproxy
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LoxilLB

Use Cases

External
5G Signaling Load Balancer
(N2 Interface over SCTF) =
e & (n i)

I | ~

4

IP Network

Edge Cloud
(Cluster)

< 5G Edge LB with UL/CL Classification >

<

% Cluster

Router .{K
o T

Feer
Users

84 > « » [

=\ J=
\ =\
=Swse
waw
o

/ External Sarvice \
L

8 oad Balancer

Pod

< K8S External Load Balancer Service >
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< " IPSec VPN
‘\ Vi j., AZure
External | il ]
8 Load Balancer m ]
Canm EC2 Storage

< Multi Cloud Inter Connection >

g Cluster
Warker Mades

‘\ Master Nodes

External Laad
Balancer Cluster

Users

< Distributed Load Balancer >

TP - e
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LoxilLB

Users in LoxiLB Open Source Commnunity

ORACLE
CLOUD

dWS

ROkUten :: KUBERMATIC
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Private 5G Use-cases : LB for cloud native N2 interface

LoxilLB

Control Plane
MNSSF | MNRF Web-UlI UbDM UDR MongoDB
Service-Based__
interface(SBI)
AME-1 AME2 | PCF SMF NEF AUSF
10.100.200.102 ¢ 10.100.200.103
LY 4
b r
sCTP *, 7 SCTP
VIP: 20.20.20.1 N4
N2 10.100.200.101 S I
| |
UE/RAN S5 T UPF :NE DN
' User Plane I
Independent interface b e

FOND Kubermatles
Clustes

s | 1 T [ [ [ ]

HKubarnotes
{othO)

I ’ i
= ’ NRE ASE uoMm
UE/gNB LT | N4
Simulater = @ -
10.0.3.2 1 ;e .
@ - M; 7
- .- .- - ELd >-‘-\;‘4I,3
N2 vip oL B
2020201 S=atefcalset uer
10.0.3.1 10036
N3
Multus

{Secondary Inmterface)

/.""::’}’!"
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LoxilLB

Private 5G Use-cases : LB for cloud native N2 interface with multi-homing

MSA 5G Cores(Cloud) $

Primary Path

- e Sy ]
o . - ) -
I._'- — ] — fr— F ]
\ DL/
L N ._;/’
iy .

Secondary Path

TP - e
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Roadmap — 2023 4Q Planned

LoxilLB

* Functional Features:
o SRv6 support
Rolling upgrades
L/ proxy
URL Filtering
DNS caching
IPSEC/Wireguard support
GSLB

O O O O O O

* kube-loxilb Support:
o Kubernetes 1.27
o BGP Mesh support
o Multi-cluster support
o ULCL filter integration

TP - e
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