samsune Research

[2
r
ro
OH
=
N
~
=
[
00
fujo
o
roL
=
12
o2l
gl
i}
2
ol
ok
2=
|>
158

Samsung Research | Security Team | &%
2018.11.30

Copyright (© 2018 SAMSUNG ELECTRONICS. ALL RIGHTS RESERVED



Contents

samsune Research

v S/W ZHEt Trend
' Open Source vs. Security

V' Open Source ¥|2 22| §15t

= L—

Copyright (© 2018 SAMSUNG ELECTRONICS. ALL RIGHTS RESERVED



S/W 712t Trend

samsune Research

R QZAA T2HE]

Apache HTTP server, Mozilla Firefox, Chromium, LibreOffice,
GNU/Linux, Android, Tizen ---

Py .
l'l TIZEN.

Copyright (© 2018 SAMSUNG ELECTRONICS. ALL RIGHTS RESERVED

[21F S371E & At

MSiit: : X|CH Open Source &H

- Closed — Open 7j|&fstHd o 2 H3}
- 1M S5H87 Repo 29, GitHub 9l 2HH ('18.6)])

=

Top 500 =IHZ OS, 100% Linux

Satya Nadella
i MS CEO
(14~)

- Open Sourceft 2%



samsune Research

Open Source in Samsung Research

V CYot @ E4A T2NME 29 S A HE0 B
Gear Refrigerator
Galaxy Smart TV Washer Proliferation
Z Phone TizenTV EDGEXFOUNDRY
Contributio
EX Nnos D foundation
PDA g @

e Ll

AdopW o
LINUX
FOUNDATION
/Q/J EFL D%S €0

2002 2009 2012 2017

Copyright (© 2018 SAMSUNG ELECTRONICS. ALL RIGHTS RESERVED

g



Open Source vs. Security

samsune Research

Y & -

X%

Heartbleed DROWN FREAK Ghost ShellShock Meltdown
CVE-2014-0160 CVE-2016-0800 CVE-2015-0204 CVE-2015-0235 CVE-2014-6271 CVE-2017-5754
CVE-2015-1637 CVE-2014-7169

CVE-2014-7186

GHOST -g_llb; \7u‘ln‘era_bi‘li;y_Affects WordPress and PHP
Over 199,500 Websites Are Still Vulnerable to Heartbleed app|lcatlons
OpenSSL Bug i 5
i timid Millions of OpenSSL secured websites ¢ > - oomom - o= - o= o= -

- comam - o= - risk of new DROWN attack

=)

Spectre

CVE-2017-5753
CVE-2017-5715

CVE-2018-3640
CVE-2018-3639
CVE-2018-3665
CVE-2018-3693

ST N A[LEOA F

9
o
18
x
F

Gloucest
mailbox

i
c [
0

© 12 June 2017

Copyright (© 2018 SAMSUNG ELECTRONICS. ALL RIGHTS RESERVED

AtEota Qe o] HFoAM SAO = 9.”.%1 2 A oidof ==

S.
million



https://www.zdnet.com/article/equifax-has-spent-242-7-million-on-its-data-breach-so-far/
https://www.bbc.com/news/uk-england-gloucestershire-40247117
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Common Vulnerabilities and Exposures (CVE)

[
v CVE E.'_|-7 ﬂ\ Common Vulnerabilities and Exposures

The Standard for Information Security Vilnerability Names |

“A list of information security vulnerabilities and exposures that aims to provide

common names for publicly known cyber security issues.”

vV CVE= o8| Ro{E|L}?
- CNAs (CVE Numbering Authorities)lA] CVE G{& 2! Numering £0f

Each CVE ID includes:

CVE Identifier number (i.e., "CVE-1999-0067", "CVE-
2014-10001", "CVE-2014-100001"}.

Brief description of the security vulnerability or
exposure.

Any pertinent references (i.e., vulnerability reports
and advisories).

- M2 =20t F[oF™o| M1 £|H, CVE Numbering Authority (CNA) 7+ CVE ID £ &testa
CVE ¥ALO|E0| CVE 252 AIM
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v NVD (U.S. National Vulnerability Database)
- CVE 2£0| 0|=2| National Vulnerability Databased|| 7| =] 22 (NVD),

fix information, & severity scores, impact ratings 2 Z2< CVE 27} & HZHE

NIST

Information Technolo;

NATIONAL VULNERABILITY DATABASE

General
Vulnerabilities
Search & Statistics
Full Listing
Categories
Data Feeds
Vendor Comments

Visualizations

Vulnerabilities

CVE defines a vulnerability as:

"Aweakness in the computational logic (e.g., code) found in seftware and hardware components that, when exploited, results in a negative
impact to confidentiality, integrity, or availability. Mitigation of the vulnerabilities in this context typically involves coding changes, but could
also include specification changes or even specification deprecations (e.g., removal of affected protocols or functionality in their entirety).”
All vulnerabilities in the NVD have been assigned a CVE identifier and thus, abide by this definition.

Using Vulnerabilities within the NVD

1. Vulnerability Search and Detail Pages
2. Download vulnerability information for all published CVE vulnerabilities from the NVD Data Feeds
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Search Vulnerability Database

Try a prod endor name, CVE name, or an OVAL quer
y & proc vendc e, CVE name L query Sortresultsby: rubion e veenins M
QSearch Results (refine search
NOTE: Only vulnerabilities that match ALL keywords will be returned, Linux kernel vulnerabilitij

Search Type: Basic ® Advanced

Name Version

ResulsType: @ Querview © Statistics

Vuln 10 % Summary © cvss severity

linux_kernel 3.10.65

Keyward Search:

102 before 102k and 1.1.0 before 1.1,0d, No £
s a

Exact Match

libtiff 406 > )
‘ openssl 1.0.2i F——

kerberos 5-1.9.4 CPE Name _ Besininaourkepnard o nd ihe cre G
Project

Producy  OpeNss|

5 V20167052
version:

More than 20 versions were found, belin typing the

NVD may not contain all vulnerable version
numbers. Using this option may cause one to overlaok
vulnerabilities,

1. QEAA Al 2. NVDOJI CVE 3. CVE Z|AE ol

Copyright (© 2018 SAMSUNG ELECTRONICS. ALL RIGHTS RESERVED 8



samsune Research

CVE =4 132t A2 224
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O x # of CVEs

CVE list
: 5.a2E CVE X

. 4.a THX| A

» Patch ——m

—» 6. Release

4 BLHE HT HM 5.B HH u x|
Search Vulnerability Database

——» Change —M8M8MM .
Version B
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CVE M X155} A|AEI TIQM

Pain points (1/2)

Search Vulnerability Database

Try a product name, vendor name, name, or an OVAL quer
Q_ Search Results (refine search
NOTE: Only vulnerabilities that match ALL keywords will be returned, Linux kernel vulnerabilitij =

Search Type: Basic ® Advanced

Name Version

ResulsType: @ Querview © Statistics

linux_kernel 3.10.65 S

Keyward Search:

libtiff 406 > )
‘ openssl 1.0.2i P——

Vuln 10 % Summary © cvss severity
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Published:
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ProJeCt Vender: openss|

Producu  Openss|

5 CvE20167052 ¢
version:

More than 20 versions were found, beflin typing the

NVD may not contain all vulnerable version
numbers. Using this option may cause one to overlook
vulnerabilities,
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Requirements for scanning CVEs
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Automated Vulnerability Analysis System (AVAS)

Easy-to-use web-based system

@)

Automated Vulnerability Analysis System

The integrated platform for security wulnerability automation analysis

‘Comprehensive Vulnerability Analysis

Dynarmic analysis to find

zero-day vuinerabiities

(O A0/ xes xea most famous
architectures are supported

Lo o 4Dt
e
Static analysis to scan
known vulnerabilities
“ B overan oo eve patobase o o
M proviges
scanning
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Automated Vulnerability Analysis System (AVAS)
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Easy-to-use web-based system

- to analyze CVEs in source code (Known vulnerabilities)

- to find memory corruption bug in binary (Unknown vulnerabilities)

|

_
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Automated Vulnerability Analysis System (AVAS)
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CVE Scanner

Vulnerability details

Automation
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Automated Vulnerability Analysis System (AVAS)
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CVE Scanner Flow
Version: 2.9.2 6.0 CVE:
Current Recommended
Version: m39 m71 CVE:
Current Recommended
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There are 2 security rule violations in changed files
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AVAS: Statistics
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SAMSUNG
Research ('E) AVAS

Automated Vulnerability
Analysis System

Q Achievement

Statistics

[ ©SS Vuln. Dashboard

& Repo Management

&) Open source Scanning

@ Automated Fuzzing

@ Web Scanning

O Network Scanning

Shared Results

[

Tools

Statistics

Dashboard  Open Source GBM

Fuzzing GBM

Opensource scanning system

Requests
Total CVE

® High

® Medium
Low

® None

Total test requests
800
600

400

1528

44670
27560
5385
148

11/12/2017 - 11/12/2018

Automated fuzzing

Requests
Total Issues

Requests
Issues

Coverage

AFL
184
2205
16442

200 /__N——/_____

0w
2017.11.12
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2018.01.12

2018.03.12
1 opensource scanning

223
3056

Smart Fuzzer
39

851

9129

LibFuzzer
7

27
72872

Web scanning

Requests
Total Vulnerabilities

Network scanning

Requests
Total Vulnerabilities

2018.05.12

2018.07.12

Automated fuzzing [CZ2] Web scanning [ Network scanning

L Export
114
140413
75
54
20180812 20181112
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Infographic for AVAS

CVE Scanner

CVE 0SS Recognition Accuracy

OVER =@ @
111 ,000 NVLD 91 490/0 O G e

Patch CVE Detection Accuracy
23,000 92.17% &g°
Crawling Supported Languages

Y C/C++ @
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The Relative Cost of Fixing a Flaw
at Different Stages of The SDLC
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