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O ‘_H EVE S SN 2011 Recruitment plan - Message (HTML) = =

)
’ Message |

0GR XL PR @ B X (3 B

Reply Reply Forward || Delzsfe Moveto Other Block | 7y Not Junk Categorize Follow Mark as
to All S

 Phishing and

7 : = Lateral .
e A : Exfiltrate
Z::,;‘:k Hackdoay movement gathering

A handful of The user

VA AR Ay A

Folder - Actions~ || Sender Up~ Unread || i§ Select~ e are machineis
Respond J Actions Junk E-mail \C Options e Find
targeted by accessed
From: web master [webmaster@beyond.com] Sent: to03.3.2011 15: fwo ph/sh/'ng remote/y by
: —————@enm. Y
L il —_— attacks; one Poison lvy tool
Co ——
Subject: 2011 Recruitment plan useropens
4 Messagd] | 2011 Recruitment plan.xis Zero day
payload (CVE-
I forward this file to you for review. Please open and view it. 02011-0609)

Attrtmadl ™ o it B G dP P Pt

1A Adobe flash 0-day exploit F2FdS

to protect our business o “.
 xense vt o s e 350 sy gy | O| S 2f 28 2| M (XA L) HE
ropria ri workin - . . .
By Penne - A MSHA| RAT(remote administration tool)

-1 =
| Qur Invesuganon has led ¢ —_ A _ —_— I I_I :-
“"Advanoeapersmentmur::( "“ttheattadusmmamw“ QEI-C-)lgl- =>%-'H'-X| SEE H
| the attack resuited in - Our investigation also reveateg tha

certain informati
— | Systems. Some of that information asmn being extracted from RSA's

. two-factor authenticarion oo specifically related 1 BSA's Sacuun

| Athur w. Coviello,
| 0
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NMAP ZHE

n2s
es for TCP sequencing (3), 0S detection

on 10.2,.2.2:

scanned but not shown below are in state: cl
(] Service .

« 7t tHEAQl port scanner :: https://nmap.org
« Matrixe 1382] G20 EA()
- EX ZE, Applicatione| @E M

$nmap -sV -P0O --open -p 22,3389,445 —ilL ip_list -oG open_result

$ cat open_result | grep telnet

Host: 10.0.82.74 () Ports: 23/open/tcp//telnet//BSD-derived telnetd

Host: 10.0.85.139 ()  Ports: 23/open/tcp//telnet//Netscreen ScreenOS telnetd
Host: 10.0.90.66 ()  Ports: 23/open/tcp//telnet//Cisco router telnetd/

Host: 10.1.93.245 () Ports: 23/open/tcp//telnet//telnet (generic)/

$ cat open_result | grep SSH
Host: 10.19.150.195 Ports: 22/open/tcp//ssh//OpenSSH 4.3 (protocol 2.0)
Host: 10.19.89.10  Ports: 22/open/tcp//ssh//OpenSSH 3.9p1 (protocol 1.99)

-0G :: output with Grepable format


https://nmap.org/

NMAP ZHE

« NSE(Nmap Scripting Engine)& &&, &&=l 7|5 7ts
/usr/local/share/nmap/scripts Ol 50007 A3 EE(+Al% 7

A3 EE, anonymous ftp 27H&S
discovery : CiH 40| LS 20| = BEHE &= A3FHES
external : 2|5 9| AXt&(resources)s &2t AJEUES

intrusive : CH&0f| CHot 54 A|=& St 23 EHES

malware : BIEO{L} 2 d A= (malware) ML} 2HEHE AFEES
Vuln : 2% FSdE BE5= 23 HES

* nmap --script dns-recursion 192.168.1.0/24

* nmap --script ftp-anon 192.168.1.0/24

* nmap --script ftp-brute 192.168.1.0/24

* nmap -p 80 --script http-backup-finder www.example.com

index.bak L} index.html~ S 22 B mQl Z A

auth : |1t ZtHA L
Ab



http://www.example.com/

NMAPL2| NSE 22

* nmap -p80 ——script http-google-malware <host>
safe browsing= 0| &, malware?} &f ¥ E[U=X| OfF HA
PORT STATE SERVICE
80/tcp open http
|_http-google-malware.nse: Host is known for distributing malware.

* nmap -p80 --script http-sql-injection www.example.com
» nmap -p80 --script http-slowloris www.example.com

* nmap --script http-virustotal

--script-args="apikey="xxxxxxx" http-virustotal.filename="/root/john-1.8.0.tar.gz"
| http-virustotal:

| Permalink: https://www.virustotal.com/file/xxxxxx/analysis/1418142671/

| Scan date: 20xx-xx-09 16:31:11

| Results

| name result date version

| AhnLab-V3 - 20xx1209 20xx.xx.10.00
| ALYac 20xx1209 1.0.1.4

| Comodo Uncla55|f|edl\/lalware 20xx1209 20312


http://www.example.com/
www.example.com

NMAPL2| NSE 22

* nmap -sV --script=mysql-brute.nse -p 3306 192.168.1.201
3306/tcp open mysql

| mysqgl-brute:

| Accounts

| root:root - Valid credentials

* nmap --script reverse-index 192.168.0.0/24

Post-scan script results:

| reverse-index:

| 22/tcp: 192.168.0.60

| 23/tcp: 192.168.0.100

| 80/tcp: 192.168.0.70

| 445/tcp: 192.168.0.1

| 53/udp: 192.168.0.105, 192.168.0.70, 192.168.0.60, 192.168.0.1

|_ 5353/udp: 192.168.0.105, 192.168.0.70, 192.168.0.60, 192.168.0.1



OPENVAS IN KALI

« http://tools.kali.org/tools-listing

Kali Linux Tools Listing

[} Openvas (http://o penvas.orq/) IHFCR AT I0M CATHERIMG HULHERARILITY AHALYEIE wikiLkss ATIACRE AEE AFFLICATIONE

Nessus2|

_'%_
VEREE

openvas-setup;
openvas-stop ; openvas-start

Skipping / ¢ 1b,opama</w|t data/dfn-cert- 2011 xml, file is older than last revision
Skipping /var Y < t-data/dfn-cer X file is older than last revision
Skipping r/1i t-data/dfn-c .xml, file is older than last revision
Updating /var/1i / ert-data/dfn-c
Updatin r/14 t-data/dfn-cert-
Updating Tor CERT-Bund
Updating Max CVSS for DFN-CERT

Rebuilding NVT cache done.

Stopping OpenVas
:~# open
Starting OpenVas Services
:~# openvasmd user=admin
~# ipenvasmd --user=admin --new-password=adminl
~#

"N R o m oW Om mOE O E N ER N E O ® W W E N E NS E W EE W E ENE
B R R o® & % B B B OB E OB B oS & & 8 B ® N N ¥ S % ¥ & & ® ¥ ¥ N B
BB ® & 4 4 # B B B B B B % & 4 6 B B B B B & & % & B B B B B W

& & & & & & & B B B B & & # & b bk B B B B F & & # b ch B B B F &


http://tools.kali.org/tools-listing
http://openvas.org/

& Loggedin as Admin admin | Logout

Greenbone
Security Assistaint i Aug 21 13:15:44 2015 UTC

Scan Management  Asset Management Configuration

Filter: |

apply_overrides=1 rows=10 first=1 sort=name

Name Status Seve ity Tren Actions
Tntal

Immediate scan of IP demo.testfire.net o] (1) dJ ECa

[vappty o prgecomerss v | B EED

Gl Bl 1 -1 of 1 (total: 1) bl el

(Applied fiter: apply_ovarrides=1 rows=10 first=1 sort=name]

Quick start: Inmediately scan an IP address
IP address or hostname:

Welcome dear new user!

To explore this powerful application and to
have a quick start for doing things the first
time, | am here to assist you with some
hints and short-cuts,

demo.testfire.net| ” Start Scan

o zonin 1 will appear automatically in areas where For this short-cut | will do the following for you:
you have created no or only a few objects.

and disappear when you have more than 3 1. Create a new Target with default Port List

Nraad l
objects. You can call me with this icon 2, g;i?t;u?a?iwn Task using this target with default Scan
Jogo any time later on. 3. Start this scan task riaht away
Remote file access 62 of 62 (7]
nagement  Asset Managemes Administration

SMTP problems 48 of 48 (]

SNMP 5of 6 a

Senvice detection 548 of 549 (]

Settings 120f12 (7]
Vulnerability
A | Ere————— = o
MS515-034 HTTP.sys Remote Code Execution Vulnerability (remote | 95% 6561137117  443/ftcp Bl
check) o Solaris Local Security Checks 898 of 898 (7]
M515-034 HTTP.sys Remote Code Execution Vulnerability (remote BT
check) s y hd §5% 6561.137.117  443tcp B SUSE Local Security Checks 1553 of 1553 a
Missing Secure Attribute SSL Cookie Information Disclosure [ e | Ubuntu Local Security Checks 2480 of 2480 "
Vuinerabiity 75% 65.61.137.117 443ftcp =N y | 7]
Missing Secure Attribute SSL Cookie Information Disclosure LTI 5% 65.61.137.117  443ftcp BR Useless services 13 0f13 |~}
Vulnerability e =

WMware Local Security Checks 39 of 39 (7]
Missing httpOnly Cookie Attribute T  75% 65.61.137.117 80ftcp (SR

Web Servers 257 of 257 "
Missing httpOnly Cookie Attribute LT 75% 65.61.137.117  80ftcp e s

Web application abuses 3410 of 2411 J
Microsoft IIS Tilde Character Information Disclosure Vulnerability [Tl 5% 65.6l.137.117 80ftcp % PP b
Missing httponly Cookle Attribute DIIDEN  75% 65.61.137.117  443ftcp E® RS 4K i 16K d
Missing httpOnly Cookie Attribute [ UTITOME  75% 65.61.137.117  443ftcp = Windows : Microsoft Bulletins 887 of 887 o

of 40307 in selected families
Totzl: 56 40291 o2 40307 in total o




NESSUS

https.//www.tenable.com/products/nessus-home

-2KBR2-51

T -2KeR2-51

-2K12-S1

-WIN7-C1

B -2K12-DC

e -WINS-C1

Nessus

Scans

< Hosts
Vulnerabilities [l

Compiance

Sovertty ~

g

Expot v

Audit Tral

ance S X) / Hosts / 192.168.1.229

Plugin Name

Adobe AIR for Mac 3.x <= 3.3.0.3670 Multipie Vul...

Adobe AIR for Mac 3.x <= 3.4.0.2540 Multiple Vul...

Adobe AIR for Mac 3.x <=

Adobe AIR for Mac 3.x <= 3.5.0.1060 Multiple Vul...

Adobe AIR for Mac 3.x <= 3.5.0.600 Multiple Vuin....

Adobe AIR for Mac 3.x <= 3.5.0.890 Buffer Overf...

Adobe AIR for Mac 3.x <= 3.6.0.597 Muttiple Vuln....

Adobe AIR for Mac 3.x <= 3.6.0.6090 Multiple Vul...

Adobe AIR for Mac <= 3.7.0.1530 Muttiple Vuinera...

Adobe AIR for Mac <= 3.7.0.1860 Memory Comup...

.4.0.2710 Multiple Vul...

Plugin |

MacOS

MacOS

MacOS

MacOS

MacOS

MacOS

MacOS

41
paul
Host Details
1P: 192.168.1.229 (Delete)
ONS: johnnymo-2 local
MAC: b8:8d:12:214d:44
os: Mac0SX10.7.5
Starttime:  Thu Oct 17 14:20:16 2013
Endtime:  Thu Oct 17 14:36:20 2013
KB: Download
Vulnerabilities
- info
- Low
Medium
- Hgn
= Crtical
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OSSEC :: OPEN SOURCE SECURITY

LELA J|HO[ Host 7|8 IDS/IPS(E Y AIA A H), S = TrendmicroOf A 21510 XS
http://ossec.net/

Log =4, MEFEISELEHZ(FIM), FEIFX|, 2A[ZH A & KHE

agent 7|8t agentless 25 X[ &, log management a—?—*._% O

System(kernel, L1 daemons&)2| visibility(7tAl ') E XS

Server-agent 7|H,_|'9§ 7-,* A‘||:|'|0'|| = EOE ‘)FE_Ll'n_ agent':.'_f Ae-lxl_é_l'ﬁ ElEE éll'jél'g()' %O|
7| 2™ O 2 var/ossecOf A XIEI_l_ Z MA™OAL /var/ossec/etc/ossec.conf
/var/ossec/rules/*xml : & LtY, snortd REIO| BX|= A5

/var/ossec/logs/alertlog :: otz ol

log security
events alerts.log
: e — encrypte d ogs

UDPport 1514

ﬂ df. od Ivg /
OSSEC %

¥ o B
Server
ﬁ A splunk

UDP port 1514


http://ossec.net/

0SSEC

OSSEC Agent OSSEC Server
Collect
. i OF 2 A
Log= fssec *E'| H Of| A IT; -._:;. | H DecodePAnalyzé—b Alert
agent: =1= ELH7| |_|- = Collect (ossec-analysisd) (ossec-maild)
(ossec-logcollecto (ossec-execd)

- ZHEAY

<syscheck>
<directories check_all="yes">/etc,/usr/bin,/usr/sbin</directories>
<directories check_all="yes">/root/users.txt,/bsd,/root/db.html</directories>
<ignore>/etc/passwd</ignore>

</syscheck>

— OtAO|Lt C|AMEZ|9] &M (md5,ownerpermissions)0| HZAA| LEtst

<rule id="31103" level="6">
<if sid>31100,31108</if _sid>
<url>=select%20|select+|insert%20|%20from%20|%20where%20|union%20| < /url >
<url>union+|where+|null,null|xp_cmdshell </url >
<description>SQL injection attempt.</description>
<group>attack,sql_injection, </group>
</rule>



0SSEC & 20

Received From: (www.example.com) 192.168.7.19->/var/log/secure

Rule: 5551 fired (level 10) -> "Multiple failed logins in a small period of time."

Src Location: CN,Guangdong,Guangzhou

Portion of the log(s):

www vsftpd: pam_unix(vsftpd:auth): authentication failure; logname= uid=0 euid=0 tty=ftp
ruser=zhaolg rhost=61.144.79.245

=> X|SHQ ftp & A& €T

Received From: localhost->ossec-logcollector
Rule: 592 fired (level 8) -> "Log file size reduced."
Portion of the log(s):

ossec: File size reduced (inode remained): '/var/log/messages'.
= OIUS MHStAHL 239 B8 FE2= HAA €

Rule: 510 fired (level 7) -> " Host-based anomaly detection event (rootcheck). "
Portion of the log(s):

Process ' 17251 hidden from /proc. Possible kernel level rootkit.

=> Hidden process & X|



0SSEC & 20

Jlevel 0: JHE 2 A2=Z RAIOEHLE Kdet REE FHotkl &=L
Eol JIZ& S0A 2Ol 2dotAS [ 0| EdotXl E== 28 I ASE

I
clevel 2: B0ttt S2GHH AIAE D 2t E O[HEE 20| 8tCh.
.level 3: 015 &=
.level 4 ; Botit= 2251 EEJ a AXILE A
.IeveI6‘%O|LH:I ot A
OlEHINH 2IsA A
. level 10 :

level 12 0 AIAELO] errorlt warning =& 2 S22t 2AE OIHEY = JYS
. level 13 : buffer overflows HIE A Xl 323 A&

level 14 : 042412l 20 M OIU“EJP LGt S 3 YHAl
clevel 15: 3 A0] & 3oIUS M L2 S2AHO S0 ERE

<alerts>
<log_alert_level>1</log_alert_level>
<email_alert_level>7</email_alert_level>
</alerts>

September 2016 Archives by date

+ Messages sorted by: [ thread ] [ subject ] [ author ]
s More info on this list...

Starting: Thu Sep 1 00:01:19 GMT 2016
Ending: Tue Sep 20 04:16.06 GMT 2016
Messages: 3089

Level 7 - Inte r1t ' chccksum chan cd OSSEC HIDS




OSSEC AUTOMATIC RESPONSE

% Alert 1436711244.73713: — ossec,active_response,

2015 Jul 12 23:27:24 (www.server2.com) any—>/var/ossec/logs/active-responses.log
Rule: 603 (level 3) => 'Host Blocked by host—deny.sh Active Response'

Src IP: 192.168.0.2

Sun Jul 12 23:27:21 KST 2015 /var/ossec/active-response/bin/host—deny.sh add -
192.168.0.2 1436711242.71719 5720

<command>

<name>host-deny</name>
<executable>host-deny.sh</executable>
<expect>srcip</expect>
<timeout_allowed>yes</timeout_allowed>
</command>

<active-response>
<command>host-deny</command>
<location>local</location>
<level>3</level>
<timeout>600</timeout>
</active-response>



0SSEC GUI

Arnal-o-gi [Uh-nal-uh-jee] Houn. A Similarity Between Like Features Of Two Things, On Which A Comparison May Be Based

chart by amcharts.com
1,000 —

18:00 Jul 10 06:00 12:00 18:00 Jul 11

Alerts

06:00
"

Index NewsFeed Mass Monitoring Detail |P Info Management About
Wallboard Mode [Of]

12:00 18:00

Jul 12

06:00

Jul 11 Ls:nn

Jul 10 06:00 12:00 18:00 12:00 18:00 Jul 12 06:00
@ 1003 Non standard syslog message si... 11252 Multiple connection attempts ...
2932 New Yum package installed. . 2933 Yumn package updated.
@ 3105 Sendmail save mail panic. @ 510 Host-based anomaly detection ev...
@ 5104 Interface entered in promiscuo... @ 5113 System is shutting down.
@ 5401 Three failed attempts to run s... 550 Integrity checksum changed.
Filters
Level Hours Graph Breakdown Category
T+ v T2 Source © Path @Level ©RulelD -- I~

© Top Rule_ID, 72 Hrs (Lvl 7+)

2,951 Inteqrity Checksum Changed A... 1,004 HO
1,201 Inteqrity Checksum Changed.... 903 HO
293 System Is Shutting Down.... 696 HO
106 Inteqrity Checksum Changed A... 325 HO
72 Multiple Failed Logins In A ... 323 HO
58 Multiple Connection Attempts... 33 HO.
55 Yum Package Updated.... 184 Ho
16 Interface Entered In Promisc... 183 Ho
8 Host-based Anomaly Detection... 48 HO.
4 Multiple Failed Login Attemp... 36 HO
3 Sendmail Save Mail Panic.... 35 HO.
3 Three Failed Attempts To Run... 35 Ho
1 Hew Yum Package Installed.... 35 Ho
4 Man Ctandard Cuclnn Maccana 2K uin

authentication_failed
authentication_failures
authentication_success
automatic_attack
cimserver

un Cisco_ios

cisco_vpn

nfig
config_changed
connection_attempt
courier
cron
dhep
dhecp_dns_maintenance
dhecp_ipve
dhop_lease_action
dhcp_maintenance

# SPLUNK £ & (i
<syslog_output>
<server>172.10.2.3</server>
<port>10002</port>
</syslog_output>

OSSEC Senver
1] Last 24 heurs -
AIOSSEC Servers [w]
OSSEC - Top Signatures Over Time
m 0 FTP Autrenticaten sscters.
FTP sasnen opared

§ B reogery check.n (208t}
A W ooy credsin carged
B Logn aession cosed
T Login session ogened.
B OTHER
TN SSHD suhemscation fuled

0P 1200 AU 12007 “amm
WeaSep29 e Sen 20 W 550D suhenscation success.
200 T Succesafus..0OT executes
B User succexat chasged UO
_time
OSSEC - Top Signatures signature & count ¢
Iiegrty checksum changed 101
Logn session coened. Wiegrty checksum changed agsn (2nd tme) 100
Successil.OT executed n 3
Moty ch sy choson Osaec agest stanee %

Leg Ml rotated.
T2 Autventi on suscass
Urknaws pea..the system.
SSHO authen.. suzcess
Wagrty cha.n (3 tire)

ey checksum

Uniagmn pOS Somewaere i the aysten

PP Authartication sucoass *

Wtegrty che. . {200 teve).

Dasec sgent sarted. 6 16 ROOT enseuses 1

Wi morm revits Lage tavsen apares 0

L]
s x Alerts: By country s % Aerts: Top 5 Groups s %
1 Legend © Legend O
e © France © pcides
®Crina ® 57509
& Atlanti EURO
&Q ® Hong Kong © authontication faled
0 S, P ® Vietnam ® pam
¥ ® Bzl o s
Sahara  {aravion
Paninsula L] x
AFRICA )
5 % Y Total Alerts Time Bar s %
R N
lndonosia 1™
! — ®
01-1912 £ w
X 0 19123824 |
SpuIn, ool S ©
AMERICA @ s7s-tear ) |[] il | 1o llh
et o - ML R— e J
. 1400 1750 20 z = 0500 0800
{ ‘Vootat] - COBYeA @tmestamp per minute
~ ~
Signature: Area Chart ’ % Stacked Groups. s x
25 Logend O & Legend ©
© Password chock faled. © accessiog
= @ SSHD authenticaton . ® attack
® User login taled. ) ® pei dss
g = @ Usormissedthepass...  § ® o
8 © MutpoSSHDaueet.. § © 509
N ® Attompt to login using @ authenticaton_faied
s © Mustipio faded logns in. © pom
o S At | _ o wtascnion oo
K e @ Logon Falure - Unkna. . A S| . - @sshd
O 0 WW B0 200 O5W 080 © Mol scthantcation. W0 M0 W 280 20 G5M O P
Gtimostamp per 30 minutes @timestamp per 30 minutes pisting

~ ~



Google Authenticator

Google Inc. - 15 U

Strumenty

@ alice@gmail.com

Carrier ¥ 4:40 PM

Edit FreeOTP

|

_ Mg
“:*amazon

K=
7 webservices™

Login Request

785311 Acme, Inc.
B , Inc.

Evernote
john.dos Remote Access

204009

E | b+ L]

ooooo

127,001
Unknown

February 24, 2015, 5:01 PM

e

APPROVE




GOOGLE OTP

Iphone, QFEZO0|E /IR E 5 I E device X| &
OTP ZEE 3027 93, 30%0HC} RandomdtA| HZA &

T(Time based)OTP2| B2 WIFI/LTEAZO| E|X| 40t AL IS (Al 71217 52)
HLO| 21F A7t ZRStXA| 2ot H|E EXI7F SIS

Brute force 340| ot ID/PWE X ZSt= AIO|EO|E QHF
IPS 22 ACL 2780| 27t¢t MB|AOE R8T

AtEst7| Heldd

1st Factor Authentication

l

2" Factor Authentication
OoTP
Generated by Token

INTERNET

SomethingSomething
you know “ " you have |

Access Network



GOOGLE OTP -: SSHEH =

« https://github.com/google/google-authenticator/wiki

« Git L= # yum install google-authenticator

0|2 QR codeEs & = UE5F "# yum install grencode” 2 2X|
2t QXS ZXt of2f BYO|R HY 7|3

$ google-authenticator

AHS 718t GOOGLE 71|

8 antihong@gmail.com

@ Google Authenticator

Enter this verification code if prompted
during account sign-in

929165

838610



https://github.com/google/google-authenticator/wiki

GOOGLE OTP -: SSHEH =

O|= /etc/pam.d/sshd Tt Of| Ofzf ™ 71510 ME

auth required pam_google_authenticator.so ]

/etc/ssh/sshd_config THLOf| Ot M7 7}

UsePAM vyes
ChallengeResponseAuthentication yes
PasswordAuthentication yes

$ ssh antihong@192,168.11.4 -p22
Verification code: xxxxxx <== OTPZE
Password: <== 7|Z&0| Ar&& 2! password

S&0)

Match User somebody

AuthenticationMethods "publickey"

Match User "*,!somebody"

AuthenticationMethods "publickey keyboard-interactive"

=> sombody= KeyZ Tt 215, LI X|= Key2t OTPE Q1E5



CHE o1 & F 4

L

Google OTP2| THH

QR CodeE =AISH =0 OTPE MAFE (Rl d)
Browser pluging 2X|5I0] ALEE £ US
OTP A2 0| CHS history &2|7} QF &

SSH2| RDPL} WebS CHE Application I*BOH o=

0i2] ApplicationS AH&Y 8% SY &El& floiM= = HE0| EQ
FreeOTP :: https://fedorahosted.org/freeotp/

F

mOl-

A OloS
T AA DO

A48 OTP :: DUO OTP / AUTHY

1070 A'87HX[= FreeE A& 7t authyl| 4% Q152 1=

https://www.duosecurity.com/ CEO+ Dug Song(ZEHE)CZ st

SSH, RDP, VPN, WIKI, JIRA, OWA, WEB siteS CHE22| Application & X| &2

OTP HE0f APIE 0| 83l0f +d= &8
7|Z Free/Google OTP migration 7ts¢g



https://www.duosecurity.com/

®)

L

Q=
I 1 CDQI_7

- Ry—

« Push 7|5, Passcode & Z(TOTP), SMSS LCiYst SM X & 71

ne =
Login Request

-

’ Acme, Inc.
Remote Access

Login request approved!

Duo Mobile

@ Acme, Inc. aQ @ Acme, Inc. QU

6) = *§ personal Email
618503«

2 Dev Account Q

-‘l Personal Email

& Dev Account Q

+ Portal 2 E¢ #a[Xte| A2|(21 2L EHY)

Timestamp User £ Application £ Event O
Nov 14, 2015 9:43 AM noc KRWTG Authentication
Nov 14, 2015 8:28 AM junghyun.yoo KRWTG Authentication
Nov 14, 2015 7:26 AM noc KRWTG Authentication
Nov 14, 2015 7:25 AM noc KRWTG Authentication

Result £ Access Device Second Factor

(] 10.40.217.101
User approved

Duo Push
+82 10-2067- g

(] 10.40.222 86
Valid passcode

Passcode
+82 10-8940- 0

(v 10.40.217.101
Valid passcode

Passcode
+82 10-2067 -Gkt

© Access Denied
Invalid passcode

10.40.217.101 Passcode
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1 2o R %V
Stage Prod

Mo BHIIOl AHE HEH S
F = I =8B 22 configeE
2 XF L2l 2 iptablestl SEIPE
Hd8= I =0, 2 M0t LotH
M2 o802 =FdHE HE N 22

history/sharing/consistency!!

Really Big Problem
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COMODO FREE WAF

2 comooo — o X
D

I Free ModSecurity Rules fro- » £

-

A Comado Security Solutions [U! waf.comodo.com 8% ow @ i

£ AppsFor quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now.
I ]

3 WEB
APPLICATION
FIREWALL MITXIN

CcCoOMODO

Crosting Trust Online*

Web Application Firewall

[=] Ruleset version E License info

Version Management

Version

Download
b Full rul=set

Modsecurity 7|8, FreeE XS
ComodoOl| A customizing 2t rule XS
AgentE &% & A& ®HO|E 7t
https://modsecurity.comodo.com/

10-06-2015 106 Starting the installation
10-06-2015 6 ing Apa:

10-06-2015 6 Found APACHE version 2.2.15

10-06-2015 7 Found MODSEGURITY version 2.7.3

10-06-2015 6 ing Li - -

10-06-2015 6 LiteSpeed binary /usr/local/lsws/bin/lshttpd not found!
10-06-2015 11 i i

10-06-2015 :11 Nginx binary /usr/local/nginx/sbin/nginx not found!
10-06-2015 13

10-06-2015 3 No suitable LiteSpesd/Nginx web servers found.
10-06-2015 3 Assigning WEB Platform: Apache

10-06-2015 3 Using PERL /usr/bin/perl

10-06-2015 3 Using CPAN /usr/bin/cpan

10-06-2015 4 PERL module JSON is NOT X

10-06-2015 :14 PERL module YAML::Syck i Some required perl

10-06-2015 00:49:14 PERL module Template is modules are missed.
Install them? This can
take a while.

‘Welcome: cwaf@comodo.com | Logout

Latest release: 1.39 | Downlosd the latest rules
Chent agent: 2.11 | Download the batest installer
Manuals | Quick slart Admin guids

Report a problem Submit Ticket

th this warsion 1o suppart




COMODO WAF GUI 2F2]

« cPanel, Webmin, web hosting panels A&A| GUIEZ &

Main Configuration Security Engine Userdata Feedback Catalog Protection Wizard

Mod Security Configuration

Security Engine: | On H

Audit Engine: Relevant Only 3
Set Server Signature: [V
Audit Log: | frarflog/CWAFnginx/modsec_audit log
Audit Log Storage: | fvarflog/CWAF/nginx

Debug log: | fvarflog/CWAF /nginx/modsec_debug.log
Debug Level:

Request Body Access: On T|
Data Dir: | tmp
Temp Dir: | imp
PCRE Match Limit: | 250000

PCRE Match Recursion: | 250000

Update config

.
Jat

2| 7ts

oot



NAXSI WAF

Nginx 7|8t2| 7HH-2 WAF 1 Nginx Anti XSS & SQL Injection.
https://github.com/nbs-system/naxsi

7|Z modsec?| M H dll& 7ts. HF B2 false positive, HF S&
2t performance X5t

S'ml0|€'°P = 28, 2748 A O|F BF action +=H

GNU nano 2.3.1 File: naxsi.rules

!EarningMDde;
SecRulesEnabled;
#SecRulesDisabled;
DeniedUrl "/RequestDenied”;

## Check & Blocking Rules
CheckRule "SSQL == 8" BLOCK;
CheckRule "SRFI == 8" BLOCK;
CheckRule "STRAVERSAL == 4" BLOCK;
CheckRule "SEVADE == 4" BLOCK;
CheckRule "$X55 == 8" BLOCK;



http://nginx.org/
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
https://www.owasp.org/index.php/SQL_injection
https://github.com/nbs-system/naxsi

TESTCOOKIE TO FIGHT AGAINST BOT

"IE

L7 DDoSE AtEhor| el 7t =t &
https://github.com/kyprizel/testcookie-nginx-module

Bot Ut E2t2 X5 2 517| 2/l

30x + SetCookie EE= 200 + JS with SetCookie 52| 7|&2 &

location /

testcoohie on:

MD5(SrclP,Secret) f----1

testcoohkie name LINUK:

'
'
L]

HTTP/1.0 307 Temporary Redirect testcookie session Sremote_addr:

Location: /?attempt=2 ]_
Set-Cookie: S#

GET /?attempt=2 HTTP/1.1
Cookie: S#----mmmmmmmmann -

Set-Loohkie: LINUK=YedAcYeffbeededbf4Ylaaddbdddiceld:

GET / HTTPR/1.1.
Lookie:LINUX=4YedAcYeffbeededbf4laa9dbdddiceld:

HTTP/1.0 200 OK --+
Client Nginx Backend




TESTCOOKIE TO FIGHT AGAINST BOT

0.0.0.0:80

7‘\’r % 1.2.34

test.example.com APACHE
DNS Change from 3.3.3.3=>1.2.3.4

.124;302;HTTP/1.1;htt .ilotto6688.comn/;GET ;NOREFERER ;Mozi11a/5.8 ompatib Googlebot/2. .google.com/bot.html
.ilotto6688.com/; GET;NOREFERER;Mozilla/5.0 (compatible; Googlebot/2. tp://v . gle.com/bot.html)
.1lotto6688.comn/;GE OREFERER;Mozilla/5s (compatible; Googlebot/2. \ / .google.com/bot.html
2/ v, tto6688 ;GET;NOREFERER;Moz{11a/5.0 (compatible; Googlebot/2 H .go .com/ html)
[ [wwiw . tto66 OREFERER;Mozilla/5s (compatibl Googlebot /2 - / " e.com/bot.html)
Jwww . ilotto6688. cor OREFERER;Mozil1a/5.0 (compatibl Googlebot/2.1; :f/ . com/bot.
.ilotto6688. ¢ Mozilla/5.0 (compatibl Googlebot/2. f . g com/bot.
.Allotto668s OREFERER;Mozilla/ ( patible Googl 2 com/bot.
om/;GET;NOREFERER ;Mozi1la/5 (compatibl Googlebot/ 3 p: /) com/
.Alotto6688.com/;GE OREFERER;Mozilla/5 (compatibl Googlebot/2.1; .google.com/bot
.ilotto6688. ; GET ; NOREFE ;Mozilla/5.0 (compatible; «3; \\h :// .google.com/bot.html)
.ilotto668s. Mozilla/5.0 (compatibl Googlebot v .google.com/bot.html)
.1lotto6688. ;Mozilla/5.0 (compatible; Googlebot/2.1; \ http://www.google.com/bot.html)
% .Alottoss m/;G OREFERER; Mozl 5.0 (compatibl Googlebot/2.1; http://www.google.com/bot
.124;302;HTTP/1.1;htt .1lotto6688.com/;GET;NOREFERER; Mozill (compatible; Baiduspider/ .baidu
.124;302;HTTP/1.1; ' .1lotto6688. col (13 FERER /5.0 (compatibl aiduspider/2. Y .baidu.com/search/spider

L124;302;HTTP/1.1; /] .ilotto6688.con/; GET;NOR /5.0 (compatible; Baiduspider/2. H .baidu.com/search/spider.
0.124;302;HTTP/1.1; L .Alott .com/;GE REFE il atduspid 2. .batdu.

(compatible; Balduspider/2. .baldu.

(compatibl alduspider/2 .baidu
Mozilla/5.0 le; Baiduspider/2 .baidu.con/search/spider.
Mozilla/5.0 ( i Baiduspider/2. .baidu.com/search/spider.
ozilla/5.0 (co ibl Batlduspider/2. \ .baldu.com/search/spider

2 t lla/s (compatibl Batlduspider/2. 3 .batdu m/search/

.124;302;HTTP/1.1;htt > % /; 2 E 3 a ( alduspider/2. ) - du.com/search/spider
4;302;HTTP/1.1; ¥ .ilotto6688. f H ® (compatible; Baiduspider/2.9; \ 3 > .com/search/spider
.ilotto6688.cor ( ERER il .0 (compatibl Baiduspider/2 . .confsearch/spider.
.lotto6688. GET;NOREFERER;Mozi11a/5.0 (compatible; Batduspider/2. 2/ [www. .com/search/spider.
4;302;HTTP/1.1; v Alott 8 REFERER 1 ( patibl alduspide . tt é search/spider
.124;302;HTTP/1.1;htt C .Alotto6688.com/; GET; NOREFERER ;Mozil ® (compatible; Baiduspider/2.8; . 5 du.com/search/spider.
4;302;HTTP/1.1; .1lotto6688.com/ la/ (compatibl aiduspider . = ch/spider
.124;302;HTTP/1.1; 7 4 . C il /5.0 (compatible; Bai .03 \ 3 . com/search/spider.




ARACHNI, WEB SCANNER

acachoi

web application security sconner fromework

Free, Simple, Distributed, Intelligent, Get the latest version!

Powerful, Friendly.

Download Arachni Framework v1.3.2 & WebU!
v0.5.9

http://www.arachni-scanner.com/

* Low false positive, finds lots of vulnerabilities
» Supports CLI as well as GUI
» Supports Beautiful Report

Rank

=

[

%)

(8}

(%)

[

[

[

3

WebUI

Profiles = Dispatchers ™

saL Injectlon 2
Resst | Showall | Hide all

igh
Me

CrossSite Scripting (XSS] 3
Path Traversal 1
Cross-Site Scripting (XSS! 1 T
SQL Injection 2
Common directory 1
Unencrypled password fo 1
- . Spien + 4
[
(]

Allowed HTTP methods

Interesting response 25

Due to the requirement for dynamic content of today’s web applications, many rely on a
database backend to store data that will be called upon and processed by the web
application (or other programs). Web applications retrieve data from the database by using

Structured Query Language

(SQL) queries.

To meet demands of many developers, database servers (such as MSSQL, MySQL, Oracle
etc.) have additional built-in functionality that can allow extensive control of the database
and interaction with the host operating system itself.

An SQL injection oceurs when a value originating from the client's request is used within a
SQL query without prior sanitisation. This could allow cyber-criminals to execute arbitrary
SQL code and steal data or use the additional functionality of the database server to take
contral of more server components.

The successful exploitation of a SQL injection can be devastating to an organisation and is
one of the most commonly exploited web application vulnerabilties

This injection was detected as Arachni was able to cause the server to respond to the
request with a database related error.

#logo Vulnerability Scanner

% arachni

Neblnspect

Acunetix WVS

@ N-Stalker

T NTOSpider

@ Syhunt Dynamic
Tinfoil Security

mr\cunet\x WVS Free Edition

IBM AppScan

Netsparker

@ QualysGuard WAS

OUALYS

(cWE)
Version Vendor WIVET Score

11 e Tasos Laskos 96.00% Detection Rate

101.177.0 HP_Application Security Center 96.00% Detection Rate

9.0 Acunetix 94.00% Detection Rate

X e N-Stalker 94.00% Detection Rate

60 NT OBJECTives 94.00% Detection Rate

Syhunt 94.00% Detection Rate

X e Tinfoil Security 94.00% Detection Rate

80 Acunetix 92.00% Detection Rate

9.0.0.999 /8800

IBM Security Systems Division 92.00% Detection Rate

4110

2014-01-21

e Netsparker Ltd 92.00% Detection Rate
Jualys, Inc. 92,00% Detection Rate

http://sectoolmarket.com/wivet-score-unified-list.html
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(D) OpenSCAP @

Lynis

protect your machine




OPENSCAP 2H2

»  OpenSCAP(Security Content Automation Protocol) :: http://www.open-scap.org/
« OpenSCAPE OpenZ|O| U1 FreeO|H Of ES| YOO|EL| QUL

scan® == customlzeOF T A0 =0 M2l 2ERs =22 N el5t
A0S 2 oIC}

QAP Z2MERZ |ynis7t YS

O 71—

cpe:/ofedoraproject fedora:20

oooooooo

Compliance and Scoring

The system Is not compllant! Please review rule results and apply remediation.

%
df:scoring default 4271 100.00 _

ir:scoringlat

Rule Overview

Title Identlflers Severlty Result
gpecheck Enabled In Main Yum Configuration
Prelinking Disabled . cve 123



OPENSCAP 22

* yum -y install openscap openscap-utils scap-security-guide

« # oscap xccdf eval --profile stig-rhel6-server-upstream --results /tmp/oscap-results.xml --
report /tmp/oscap-results.html --cpe /usr/share/xml/scap/ssg/content/ssg-rhel6-cpe-

dictionary.xml

/usr/share/xml/scap/ssg/content/ssg-rhel6-xccdfxml

Ensure Red Hat GPG Rey Installed
ensure redhat gpgkey installed
E-26506-6

Ensure g < Enabled In in ¥um Configuration
ensure g . glcbally activated
E-26

Ensure gpgcheck Enabled For All Yum age Repositories

ensure g never d ed

Ensure Scftware Patches
urity g hes up to date
E-27635-2 I
notchecked

Install AIDE

package aide installed

of AIDE

Title Result

Ensure /tmp Located On Separate Partition fail
Ensure /var Located On Separate Partition fail
Ensure Avarlog Located On Separate Partition fail
Ensure Mvarlog/audit Located On Separate Partition fail
Ensure /home Located On éeparate Partition pass
Encrypt Partitions notchecked
Ensure Red Hat GPG Key Installed fail
Ensure gpgcheck Enabled In Main Yum Configuration pass
Ensure gpgcheck Enabled Far All Yurm Package Repasitories pass
Ensure Software Patches Installed notchecked
Install AIDE fail
Configure Periodic Execution of ADE pass
"Verity and Correct File Perrissions with AEM fail
Verify File Hashes with RPM pass
Install Intrusion Detection Software notchecked
Inztall Virus Scanning Software fail

Add noexec Option to Remaovable Media Partitions pass
Dizable Modprobe Loading of USE Storage Driver fail
Disable the Automounter pass
Verify User Who Owns shadow File pass
Verify Group Who Owns shadow File pass
Verify Permissions on shadow File fail
Verify User Who Owns group File pass
Verify Group Who Owns group File pass
Verify Permissions on group File pass
Veriy Uiser Who Owns gshadow File pass
Verify Group Who Owns gshadow File pass
Verify Permissions on gshadow File pass
Verify Liser Who Owns passwd File pass
Werify Group Who Owns passwd File pass




Starting Remediation ——-
Title Ensure Red Hat GPG
Rule ensure redhat gpgkey ins : 'var/log/lyni=.log)
Ident E-26506-6 ad security controls te
Result Use —-—upload te uplcoad data (Lynis Enterprise users)

Title D le Modprobe Loading of USBE Storage Driver
Rule kernel 3 storage disabled
Ident - security scan details:

Result

Title issions on shadow File

Rule i i e shadow
Ident
Result

overview:
— Firewall [] - Malware
Title Verify that A1]1 World-Writ : Di tories Have Sticky Bits Se
Rule oy world writable di
Ident E-26840 - -
Result

[NA] - Securi
[“] - Vulne

Title
Rule
Ident
Result

t and debug information
— Report data

--remediate optionA| AtS2 2 fix Lynis :: https://cisofy.com/lynis/

« LynisELinux,MacOS, unix0l| CHat audit X| &



KALI LINUX

https://www.exploit-db.com/ 2| offensive-securityd A 2 st= Cf|H|QF 7| EF B 2 izt
O|MOl& WE= 20134 Kaligk= 0|2 2 HHO| B X (https://www.kali.org/)

24T, HGHHY, YoIZ2A0/H B4, TAYE 38, 2N, 2|HAANX| L0,
AU U spoofing &, B4, 2RSS ChYet 2oreiz 7Hs (EX QI 3000742
Z2I1USS RT

S3e 24X 1Y 8lo| Sl A8 Ths



https://www.exploit-db.com/
https://www.kali.org/)

KALI TOOLS IN UBUNTU

« git clone https://github.com/LionSec/katoolin.git && cp katoolin/katoolin.py
/usr/bin/katoolin

lionsec@lionsec: ~ t B & <) 6sz2eM 3%

$S\ SS9\ $S\ $S\ $S\

55 155 | 55 | s 1\_| . -
SS 1SS/ S$SSSS\  SSSSSS\ 9SS\ SSSSSS\ S5 [SS\ 555555\ O LR R e A LR SR T —

$555S / \_SS\ \_$$ _| $S _SS\ $S _Ss\ $S |$$ ]$$ _$$\ : dnmap snmpcheck

$$ $$<  $5555$S | Kali linux tools installer [SS [$S [SS | S$$ | ™y Jucenn St
$S I\SS\ 85 __SS 1 SS ISS\ S5 | SS ISS | SS ISS IS IS 1 85 | DNSRecon ssistrip
§S | \$S\ \$695885 | 9585 [\$$59%5 [\$59485 195 ISS IS | $$ | : iseae sEtve
\_._] — \ \ / \__|\_.._[\__| \___| vi.e DotDo{Pwn theHar\éester
enum4linux TLSSLe
I i
2::'{‘0‘:?0«: l(.lgtcrazy
-- -- #+=[ Author: LionSec | Homepage: www.lionsec.net Flerce Wireshark
3 \ Firewalk WOL-E
-- -- +=[ 330 Tools fragroute Xplico
fragrouter 1SHTP
Ghost Phisher 6) InTrace
GoL&sr{\ero hping3
29) goofile

Add Kali repositories & Update 0) Install all Information Gathering tools
View Categories

Install CIa?SiCNE‘nU indicator Insert the number of the tool to install it .
Install Kali menu
Help

—

kat >

kat>l



2 Analyzer
© Bluetooth

i) Cracker / Bruter & ———

% Database & Parrot » . Most Used Tools » [NET
5 nin : ( P

# Exploit

Footprint

% Forging »
i Fuzzers » tw i3, Fusil-clamay
£ Misc 43, Bed iy, Fusil-firefox

& MITM iy, Bss iy, Fusil-gettext

) Proxy » iy, Fuzzerserver  jy, Fusil-gstreamer

# RCE & Forensics » | /g, Htpfuzz 7. Fusilimagemagick

& Scanner
o SIP/ VolP

4 Pentoo » o Wireless » | 43, Smtpfuzz 3. Fusil-ogg123

. Ohrwurm

i3, Fusil-libc-printf

. Peach

7. Fusil-mplayer

© Applications  »
[ Files »
& Run Command

. Smudge i, Fusil-php

. Taof i3, Fusil-poppler

7. Fusil-python

Desktop » 7. Fusil-vic

= Windows » 7. Fusil-wizzard

7" LostWindows » 7y, Fusil-zzuf
Enlightenment »

Settings. »

% System

Pl : ‘ o @ :

R PR ) )28
Airdibnc

Database Assessment = iy

,
o ®

Forensics

2]  Information Gathering

S Pentoo

Reporting Tools

= e « Parrot security OS

Sniffing & Spoofing

e ©) -
=n & * LionSEC
« Samurai ........
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pom . ——————— - CVE-20094324

Attacks

100000 - .”c_vg_-'zg_;fig-se;e__,__cve-zoxo»ocze
l ) == == == = " CVE-2008-0084
10000 - A _ N N
, « X E 80%2| A2 HAHE &+ ALK
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- ZE I SH= 22| 7| 20|}
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100 A

101%

-60 -40 -20 t 20 40 60 80
Time [weeks]

(a) Attacks exploiting zero-day vulnerabilities before and after the
disclosure (time = o).

oY B M B UM A7

-1 =2 O —

=
n!
rot

S : MR %2 BZHO| CVEB/) HPH +HE

S oo



7I-A|-'<'5I- LI |:|-.
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