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loT + Blockchain : Needs

O SUAXSA loT EHEZo=LE| EMFE|2O| AlYY 27
> Server7} SAM6l= L7} Ol Peers0| 4| (P2P)

N2(Hel? 2Qt? O|O|E{? Etc.)

o

% 7|E IoT S8 E0]| S=H|Q 7|=0] ESEIH ofH ZHO| U

=2 A
> loT CJHIO|A 7Ho] ME|(Q1F) 7ts
> loT C|H}O|AS2| {|0|E{0f| CHet +12| 2X|(Configuration EE= FW Update, etc.)
> IoT Cljo|A0] XEEH(MESX Y 812) EMHMH2Ho| La
7|E IoT S2HZF0|M= ClHIO|2(MA = == AHIO|ER0N)2]| XHE Hell 4=THo] R10{A] AME S ALEX|o]|
o|Eg == qiof| SS(XIE LW 1)

SE1012 T3] I 7B, 28) 10| H2H7} 7HsE 7|2 (0T ZLE0 Value-Added Service 715)

SoilM A2 7Hs

o

® IoT M| Smart Device7} W Ato} LI BIOIEIS M2M(ZHA| ZH XEEHQ! A|of
> IoT2| Smart Devices &2t Smart Contract7} =<l
O IoT ZE0| HOk O] (ALSXN/C|HIO|A QIF, BlO|E] KOk B3} 5) BE SEXQI0R 3|7 JHs3R
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loT Blockchain : A few Considerations (1 of 2)

o loT ZEH|219| Ho|
@ Broad : IoT S EHIM, GWLERE S0{2 = loT H|0|E & 0|85t= =5H|2l S51=
> IoT + EEH|QI2| the= A, AH7| S ZH|2! Node
> Non-loT E5H|Ql MH|AQ} 7|sX o2 XPEHHO| =71
@ Narrow : IoT E8HE L] MM ' E(or GW)S0]| XX © 2 (Smart Contract or Al) EHEls}0]
XF=H 2 2 (Autonomous) X2|/7elsl= S 542! S31= (0ll, ADEPT)
> SEMIQI2 H2fj7t 7lseHCoing 1 S = U =) EME(oT S3HZ0] Value-Added Service 715)

® IoT BEK(QI :=E0| H2)
® IoT HIO|E{S STY/RE|SH= M2
@ WiFE X|25}= IoT GW 2F?
> Raspbenry Pi 3 AlF: XZ2l/A{H2] SEH0 UL (FFLE Resource(CPU 8%, Memory, Battery))
@ WIiFiZ X|2I5}X| Q= th Sensor(Zigbee, Bluetooth, etc)7X| Z&h?
@ Drone, Smart Phone

O Bro| AZH/EE A ELQI/TPS/AT K S 9
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loT Blockchain : A few Considerations (2 of 2)
@ Micropayment0j|A{2] el =& =X

9 IoT Cj|0|E{7} 0| 7|52 Thet 7HX|7t = AQl7|?
@ Smart Grid(F= A3 3 7l)
@ FW Update/Patch, Instruction 24
© 7|E9| 71dE=IE HiQlet HIo|E] HFO| 7kt ERfAM 1 R

9 IoT HIO|E{Q| 8T ZH|
® Smart Grid(4-4! GB/day 17} G[O|E] A44)
® Off-ChainQ 2 Al HIO|E{S LD, ME LHSI(H|0|E] Hash 2t EEHPH EMMO = HEL

@ Smart Contract Al 2t (VM, State DB etc.) for IoT



ADEPT

@ ADEPT : Autonomous Decentralized Peer-to-Peer Telemetry
@ Ethereum £ AT E 7|HIO| |oT SEHE
0 7|E2| loT M F0f| A SUEH MH| 2SS (R17H2| 7HY 810]) C[HIO| 27t A2 2
Heli(=2H| x| =)E ot M2 7HK| & SwetthE 71E
> ADEPT 7|5 LHZ MIENZ|7FMIXI7F E O X|H AL XIOf| Al 2B M, MIFIS XHE&H 2 2 X FE 5= AL HA|

> MiHlSeXes A0EZHEEN S 282 Qs X2 2 =, F2EH MHE S

—

Marketplaces

Consumables Energy Service
7= =
Retailer - detergent check TV - negotiate power usage Service vendor - warranty check
Order and payment Confirmation Negotiation Payment Service request  Confirmation
ADEPT washer

n WalletO| ADEPT washer L}j0f] 9! S
v

Motification
Washer owner

11



1. 370 SW A 7iE =ML T 22U A @ETRI (G| A])
2. IoT Blockchain
3. Consortiums/Platforms/Services/Projects

4. Trends
5. Deep Dive : IOTA Tangle



Trusted loT Alliance (https://www.trusted-iot.org/)

Tech Giants and start-ups have joined to form a consortium that will look to build
atrusted loT ecosystem with enhanced security and trust protocol

Founding Members

BLOCKCHAIN TECHNOLOGY COMPANIES

TrustedioTAlliance

@), orEnterprises  For Developers out vents Our 2025 Goals! O @it

Securing loT Products
With Blockchain

R Ed
‘_@ A&

Trust. Innovation. Collaboration.

i

aE -
8 | edger =s fiskuchair } Foam Globe Blockehain
Create an loT ecosystem « Slock.it
oS "
Drones [—=<] )
Industrial quEu U w' CI@use \

chains M monetha  (G) rivetz \/' QT cpgtm

Digitalize systems

:: - BigChain DB : Blockchain Database
= Streamr : Streaming of Live Data
in exchange for payment

. IOTA : Tangle

and supply chain interactions

Power a tech revolution

To support the world’s automotive, pharma

= v 7 mim
BNY MELLON HCIM ) BOSCH cisco

Gbank gemalto’ @ swissRe

» Completed PoCs for trusted odometer(Xt2F =&l 7| ZA|), luxury goods

identity verification, router firmware verification, trade finance automation,
supply chain event logging, smart vehicle charging, data logger provenance



Chain of Things (www.chainofthings.com) (1 of 4)

Chain of Things is developing Maru - an integrated blockchain and loT hardware solution to solve loT's issues with identity,
security, and interoperability

- chain
'ET gzmgs HOME CASE STUDIES RESOURCES ABOUT TELEGRAM
. ©® .
O e l .
© & e ) « Mission 1: Save IoT. CoT will investigate whether
| e ; ’ the core technology behind bitcoin, blockchain/
%3 o distributed ledger technology, can provide a more
s secure and interoperable fabric for the future of IoT.

« Mission 2: Find the best use-cases for blockchain
IoT combined. CoT is to investigate the best
Advqncing Innovation in Blockchain & loT. possible use-cases where blockchain and IoT
liin o ings s Bevdioging Hira = un nfogrotadBiociciin a5 Haribara soiuFion o soive T fsuas vl combined can offer significant benefits to
identity, security, and interoperability. We are leveraging the nexus between blockchain and IoT to deploy industry, governments, indiViduals..

industrial, environmental, and humanitarian related solutions. More information on Maru coming soon.
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Chain of Things (www.chainofthings.com) (2 of 4)

Usecase 1. Chain of Security

Device Firmware Hashing

Device firmware can be hashed into a Blockchain on a continual basis. If the firmware state changes (by even a single
digit) due to malware altering the firmware code, can the hash failure will alert the device owners to foul play.
Instruction Authentication

Information or checking instructions - device hashes information it wants to send to another device and places the hash
into a Blockchain...the receiver of the information hashes the same information...if the hash matches the hash on the
Blockchain then the information has not changed in transit.

Device Identity Protocol

Interoperability
Predictability
Transparency
Immutability

1011100101000100010 Coordination

N 1010111101001011100 B
1010110100101010110
1001000000111110100

Resilience

Compliance

Distributed Global Network Consensus

Security

Trust

Ledger

15



Chain of Things (www.chainofthings.com) (3 of 4)

Usecase 2. Chain of Solar (for Energy Trade)
« The ElectriCChain is an open science project e« B0
dedicated to the intersection of solar energy, / / /
IoT and blockchain technology.
« One of the ElectriCChain’s goals is to connect
the world’s 7 million solar facilities, watching
the skies 24/7 and posting live data to one 10 . o
blockchain for scientists, researchers and human
progress. I
« Initial focus is on verifying a.nd publishing solar msglasroéirefgey"ﬂlgEED'ELT?Q
power generation data publicly in near real (712} 7bs, M4t 52 Check)
time. 4. BITSEED DEVICES RUMNING IOTA & OTHER WODES
 The ElectriCChain project supports the TH- TH-TH-TH-TE
development of open standards and tools to — —
. S . <S5 % ST ST
publish and read solar electricity generation Q _2&&& J}:&‘ﬁ:‘ >
data using the SolarCoin blockchain and/or C. Maintaining data securely [ 5. DISTRIBUTED LEDGER
other blockchain technologies.
D. Sharing & transacting data securely
“.’xO@ bitseed RWE  ElectriCChain @ Solcrypto @ c?;éedf)r Q O Q 7. THIRD PARTY ACCESS




Chain of Things (www.chainofthings.com) (4 of 4)

Usercase 3. Chain of Shipping

chan
(=] :

things
Diagram: A.
Smart Bol

MESSAGE:
leaze dispatch swdito
[ ipeent cowdi tion
Carrier
— lLdllmr checks and corrects U
."/.f___'\\.
“Smart Agent® Sensor | Il - - —

Wos LY

S | LA
"l

a z b
Seller Buyer

arkcnain
of data records

Taoper prog

rification
of B

L eI £ r
Tanper proof Fol cowirect
e | (W H (O H (0 H (0 H (T

Srart BALL of Lading | et | 3% UNACCEPTABLE
with tempersture | === | 28° ACCEPTABLE
SPRCiric COntract |

) e
ar

S;, Ller  f——
L']’ Frier %

. (v per —— ©

= (Jj ank (seller) €—
I:‘j Bank (Duyerh f—
1
I::) Insurance #——

Bank (seller) Bank (buyer)
e LY $/'I

1)B/L 2& =40 tet S8 HE

2)ols =40 et =tz 28

3) ZAH|0| 40| E£t=l Smart Sensor”Zf
ol 2 8 52 85 4X

4) MM HlO|E{= EZH 9l Shared
Ledger0f 7|=

S)ASF AL 2=F% SE 43(Y
20& : OK, 30k : ¢[¢gh

6) 43S HIoIH= 2= &0 Xi(Seller,
Buyer, Carrier, Bank, Insurance)0j| A
U=

NZ=U SF AL 2 2 28 tis Xa
AtE =t
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Blockchain for Electricity

Payment
- Bank pays
Identity

- Managed by bank &
energy company

Timing

- Settlement take time

Visibility

- Bank keeps ledger &
reconcile needed

Traditional processes

Network and

network operator Energy company

Bank Payment
service provider

o

A
i Meter b

Conventional | operator S
generation @ .
a2 g -’f—@ Residential
Traders @ user
Industrial _emT s
user - _
————— Electricity

Payment / fee
Y Storage Photovoltaics

(RES in general)
Ze2j ol 9t

Data / blockchain

81T 7P| M Tt & H|

» Privacy and security of smart meters

» Peer-to-peer energy transaction and control

» Permanent record of maintenance

Processes in a blockchain-based system

Photovoltaics
Storage (RES in general)

,
//’
. s N l/f
Conventional ~ e Blockehain
Network and E = =™

network operator , S Hell 7t
h; x

/!
!

Trading platform

/

e
! -

Industrial user Residential user

> E-mobility(charging, sharing)

Payment

- Paid to digital wallet

Identity

- Managed by key

Timing

- Immediate fund
transfer

Visibility

- Every stakeholder

keeps ledger & no
reconcile

» Clearing and settlement of electricity trading

» Verification of green electricity, CO2 certificates

18



Industry 4.0

Mechanization, Mass produc;tlon, Computerand Cyber Physical
water power, steam assembly line, .
S automation Systems
power electricity
Autonomous
Robots

Augmented ;*g ’—ﬁ System
Reality ' ¥ ). \>J Integration
: Industry 4.0

h
Additive Internet of
Manufacturing @ Things

Ex) 3D Printing

« Subtractive Q
Manufacturing g .
Z 1N
[« o GO

Cloud Cybersecurity
Computing

[IoT(Industrial IoT)
Digital Twin

Big Data

Al(Deep Learning)
Blockchain : AOIE HAEZE 2 M2M Economy 7}=

: Industrie 4.00|| IOTA M & =.

(www.plattform-i40.de)

ZAHi7DIOTA HAE &

VOLKSWAGEN

Volkswagen cooperation with the IOTA
Foundation

The Tangle (next generation Blockchain) Advantages for automotive usage

+ Distributed ledger developed for loT » Feeless transactions
Applications

+Open Source
* Ideal for M2M nano-transactions
« High scalability

» Short verification time
» Offline transactions enabled
» Quantum secure

19



IOTA : ledger-of-things

D <o, - 4
o Scalability ol e e |Low Resource Consumption
) e Widespread interoperabilit
e Storage e No Data Privacy . i J
' | e Billions of nano-transactions
e Bandwidth e Expensive Data Storage
e Data Integrity
S S e PSSO
I
< IOTA's Background & Features >
\ ! / N\ 1 /
) Banks -.- - -
/ 1 ‘> 4 1 “~
® * Insurance Providers B 1 . """ "”" o . ki
Sunse B g ' o Lo~ o) @ .
o0 S0, Customs - V.7 4 . ! Q
", ‘oo L V774 maw
oL D oy T i W \p e o)
% o ** Importers/Exporters ‘o 1 .o":; Se, o/ {:} : 7
...... * P . . T @ % e':“.o' . 9 P4 . f -1
5) Shipping Liners ','I,’. | 0:’:o-°¥ B ";:;' rr— e'o (((-L,)) @
Logistic Companies = : @
- - N\ 7 < _— \\’_// N _@\\/'—' - \ N > . T \\_;/ N _@\\/’—' : : N - L —_— \\_“//

< IOTA's Usecases and Vision >

=X : IOTA-ledger-of-things
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Current Blockchain Vs. l1oT Blockchain

® J|E EENQ 7|=258E loT EEX4|Q 71 A| D2{sljof & EHH
IoT E9| 7|&= SEX|9Ql AZX |(:_.-|_0'|) 2 St (Tangle?| Light Node= Full Node®}, ADEPT?| Light Peer= Standard

#loT_P1 Ei = -?L*%* o QICHH o2l HER EEP CHE L= 2t E0 M EMAE XNE27F E7Fs
- X%™= 7|4t IoT C|H}O|AO|A JVM, Middleware, Docker S EXl| =7}
- PoW %l HEH]oad)

Peer?}o| @502 E E 7‘—*.'* S H9M TS, X—lx,jE', IoT ' E(Drone/Smart Phone/loT GW etc.,)E Full Node/Standard Peer &

)

71 el == (Fee) &M ZX|

#loT_P2 |-’j- 2EHNO SEL2 ALK} XM2XI7I 22|= X2 A2l £5527} 2 (Bitcoin Fee Rate, Ethereum Gas Rate |
& 45 F)%to] loT ggol AR o £
o| A o
#loT p3 | 10T BIOIEQ] M2l 27

- ALK} IoT L. E Zh EE= IoT £ E 7H9| Configuration, F & H|O|E U X0 HjA|X| 7} X|3Xt0f| 2|l {IH=E 7t5d

omatol sA0Me| H2| U Hlo|E HE
#I0T_P4 |- H|E7|Hol IoT 2HANME HEY 0| x|
- omajol az(nol Y=L HHo| &|X] %

20| 80|5}%]| E’éa
SEN)OIM = QtF St CO|E| &

A
o
[ -

FHe 28

=

#1oT PS5 2} 2 (Scalability) 2| SHA|
- - J7|E EEMQ EHUE2 HO LE 7} HOIX|H A|AH H50]| SX5| X5}
x| A|ZE 5'4 S (Latency & Performance)
#loT_P6 - EH2LkE 0| ootz IoT FHZOM X|H AlZE S HS(TPS)= O 582

-
0|

1T clole] & Aof HAIK EHAL ToT Contract S Al, AN T 245 B

=)

Q’Q
@\,é’ U d=——
Q ; . 3 " u
-$0.01 ] EV\/-J-\‘ )

Too Much Fee for A MICROPAYMENT !!

Too Heavy for IoT Devices

JVM: Java Virtual Machine
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Future R&D Trends of lIoT Blockchain

IoT LE9] 7|& E=iH ¢l

#loT_P1

e %42 (Fee)

2y 2

#IoT_P2

#IoT_P3 IoT HIO|H 2 2[d =A|

QI a0l B 0| A Q] dlole S MO HA[X| ==
Adi & HOolH E&

#loT_P4

#loT P
oT_P6 [ C7 Lo E MA A

AZ(ZOf) 8 o7 [T loT Clsto|2 8]
loT& 2O/55F +=/8| &

#IoT_R1

#loT_R2

#IoT_R3

(IOl SANME AME[N Q=
#loT_P5 HlolE M&at U Haj 7Hs]

#IoT_R4

#IoT_R5
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IOTAs Tangle.

R

© I0TA: 2EX0l 7|22 loT ZHE0| X gsto] MK 2FstD Ut Mt
» founded by 4 individuals: David Sgnstebg, Sergey Ivancheglo, Dr. Serguei Popov
(Whitepaper(2016.04.03) X A}) and Dominik Schiener in 2015.

@ MIOTA

> IOTA XICHO| T Ql( S SHH))

> 20151 109 219 2%

» ICO(Initial Coin Offering)E Sl 2 27217 A Ol g

ot
N
0
Ofm

ETIR_RI VSRS 25



ETIiIRI

IOTA Ranking

(20181 8Y 152 HIXH)

Top 100 Cryptocurrencies By Market Capitalization

Cryptocurrencies - Exchanges - Watchlist USD - MNext 100 — Wiew All
# MName Market Cap Price Volume (24h) Circulating Supply Change {(24h) Price Graph (7d)

1 ) Bitcoin F109,532,919,934  56,354.00 354,435,034,137 17,211,175 BTC 4.02% s
2 4 Ethereum 528,832,038, 485 528450 §1,824,638,5409 101,341,269 ETH 8.39% s
3 X XRP $11,285,520,139 §$0.286635 $2090,274,935 30,372,300,467 XRP * B.7T3%
E o1 Bitcoin Cash £3,8974 542770 E513.93 $373,375,003 17,284 158 BCH 5.39% e
5 & EOS 54,171,630,405 F4.60 524 333,076 906,245 118 EOS * 5.27% e
G . Stellar $4,160,565,935 $0.221640 F84 201 869 18,771,745 950 XL * 3.33% e
7 Litecoin B3,211,725,267 555.51 267,207,541 57,8568, 450 LTC 5.62% e
8 @ Cardano $2,465,534,032 $0.095095 §81,175,639 25 027 070,538 ADA ™ 2.57% e
9 @ Tether $2,408, 468,082 $1.00 $2,935,384 482 2,407 140 345 USDT = =027 % e
10 @ Monero $1,4538 6785 866 F89.38 $24. 260 422 16,319,260 XMR 8.48% e
11 £FI10TA $1,321,370,836 $0.475394 F39 427 076 2779530283 MIOTA = 12.17% e
12 "% TRON $1,2838,363,042 $0.019595 110,563,422 S5 748 111 B45 TRX = 9.39%

I TXELATH
www.etri.re.kr
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https://coinmarketcap.com/

IOTA's Tangle

The Tangle

A Blockchain without the Blocks and the Chain

A 1OTA IS CURRENTLY IN BETA

It should be noted that IOTA is currently still in Beta. This means that the current Java implementation is an
reference implementation. Major improvements to performance, features as well as ease of use will be made over

the coming months.

ET IR SV 27



IOTAsTangle. = Features

® Tangle 0|2} Z2|= MER FE[Q| &4t JIE AME
> 7|& 5M e AEX R X=X =2 & 2O
= AFEXHZE A AS(Transaction 5 21)0] &0l (PoW H4])
» Al Transaction 17{ BHA2 2|8} 7|= Transaction 27} AZ Tl
= 7|Z& Transaction (= Tip) MEIS= &0 2|F: MCMC (Markov Chain Monte Carlo)
> =5 dd2 flet Bk 0E0| EXSHA| o AHelf ==& S 185 StESRIN A 2ER
© IoT 2t40{A OIO[AZ paymentE &E2tE SHCE TS =2 HA|(No Fee) 7iE =&

@ 8igkd H|-AtO|2 2= (Directed Acydlic Graph, DAG) &112|52 0|80t HAS(@pprove) 7|H M-&
0 Z2E2XNo=z =ENQut ot 24FH|O|EHH|0|A S P2P HEQTAE O|F 1 ©to|2f =2k2l(consensus and validation)
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IOTAs Tangle. = Tangle & Transaction

A

Pt

U
JE oN Jhu

: g7t ojo] O] R 0Tl AHzj

: O1% 100% S2QI0| O| RO{X|X| Ri2 ==tadst el

L ETERE

@ TangleOj| A Transaction(#2}j)0] ZI¥/AHSE|= 4 THA|

1.
2.

3.
4.

ET IR SV

MEol7|: 712l 7|2 A2l 2= (Tx Hash)E MB

B MaE: ot A2l E Soll CHE F 712 B0l E A2 F)S MEist7| 2ol
Markov Chain Monte Carlo(MCMC) €11 2|Z Al

At =M. Hashcash

M3t Transaction(Z2})7} Y EQ|A0] BEEEI|AE H > "El”
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IOTAs Tangle.

@ cumulative weight of a transaction: the own weight of this transaction plus the sum of own weights of all
transactions that approve our transaction directly or indirectly.

@ The small numbers in the SE corner stand for the own weights of the transactions, while the (bigger) bold numbers
are the cumulative weights

@ For example, the transaction F is approved, directly or indirectly, by the transactions A;B;C,E. The cumulative weight
of Fis9=3+1+3+1+1, the sum of the weight of F and the weights of A;B;CE.

On the top picture, the only unapproved transactions (the tips) are A and C.

@ When the new transaction X comes and approves A and C, it becomes the only tip; the cumulative weight of all

other transactions increases by 3 (which is the weight of X).
ET IR NUESES 30
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IOTAs Tangle. Scores

genesis

Figure 2: On the calculation of scores (circled)

@ For the discussion of approval algorithms, we need also to introduce some other variables.
» height as the length of the longest oriented path to the genesis;
» depth, as the length of the longest reverse-oriented path to some tip.
@ For example, on Figure 2, G has height 1 and depth 3 (because of the reverse path F;B;A), while D has height 2 and
depth 2.
@ By definition, the score of a transaction is sum of own weights of all transactions approved by this transaction plus
the own weight of the transaction See Figure 2.
@ Again, the only tips are A and C. Transaction A approves (directly or indirectly) transactions B;D; F;G, so the score of
Aisl+3+1+3+1=29 Analogously, thescoreof Cisl+1+1+3+1=7.
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IOTAs Tangle. = | Approval Strategy

@ (In Progress) weight, score YR 5 x50 tipS MEYSI=0, OFX|X| F 2HO| HOtM A= =8 5
@ (We also notice that the approval strategy may be further modified)

@ Nevertheless, it is still worth considering the simplest tip selection strategy (“approve two random tips"),
since it is the easiest to analyze, and therefore may give some insight about the qualitative and quantitative
behavior of the system.

@ In fact, the author's feeling is that the tip approval strategy is the most important ingredient for
constructing a tangle-based cryptocurrency. It is there that many attack vectors are hiding. Also, since there
is usually no way to enforce a particular tip approval strategy, it must be such that the nodes would
voluntarily choose to follow it.
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IOTAs Tangle No Transaction Fees
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IOTA's Tangle

It Scales!

IOTA Tangle
Scale
Blockchain
Usability
° J|E SENQINY HIS0| 2AHHQI ZHHS S0 Ha|g/X| %1 WHMo
O|F0{X|= E&0f B2 AHe|} 0I-.-01I1E O}O| 2 E}= -.-_-X1I°*0I A =2 57 7ts
O O B2 A7t o|Fo{X|H O7tE = Est ¢ X0|0 ot
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IOTA's Tangle.

° %ol Ho|E{7t gRHoR WA 5t

EJ-*EICHOF ot= £t ofE2|A o] M (0,
EH A}(transparent audit) X| &

¢ D= = S|AEZQ HO|HE E1+H2
Hak (20174 7|= 2F 30GB)

o ¥ FIY Mg ¥ut HAY

ETIR1 VSRS

Permanodes Vs. Sna ps,hoting, |

AME QUE{IS Fde ClHIO| 2SS 2ol
"ﬁ'-g,')}&”(snapshotting) ALE

A fE0| P B2 MBS AX[H "AML"S
Sl 71 x2e| 22U |]X| 7ts

IoT C|HIO| A7} X{Ee = AAE #E(ledger)
H|O|E{H| 0| 2~ F OFF =A I S0 E

SU FA0M SY FAZ HLJOZ 0f2] 712

MM S stLto| YA ER FO{A X2

ZIS Absh: 74(2017. 8 ~ ) & & Test %



IOTAs Tangle. | Offline Transactions

i ‘—'n:—:—-‘ “—.,

Main Tangle

©

Offline Transactions = Partitioning
W=S Soll AHEXte| ClHjo|A HTHo| M| HER I XX 2 22/ 7Is
HIS7| &9 AL QIE{H S (S HEYIo] HZ 0| OFF F23 U4 94
% IoT C|H}O|A(GW, Sensor Node, Drone, Smart Phone)2| Full Nodes} &4
LIEEl SFHME LHF S ZEEF (ZigBee, ERF 2 LE 58)S Sofl &t e HIO[E HE A Al 75
ez =5

© ©

© ©

ETIR1 VSRS 36



IOTASs Tangle_ = Flash Network/ChanneI |

FLASH
NETWORK TREE BUNDLES TANGLE

2 XNe|Fe| HelE2 MU5SHA MElsts dwed off-Tangle X| & X E
HI F2lo] 2t0| E'd(Lightning) Y EL|3 L} O|C EI%°I 2] o] =(Raiden) Y E{|3 L} FA
ZrZte| A7t sQlkl= AS 7ICh2|X| &1, A2 XtE7|2| BItHst A2l 7ts
IOTA L ES|30f Tk 5 Haf2to] &/ . FejA] x| HHRY/Opx|ak Hef
T A X} Aojof] EE AER2|UO| ERTt EFTH ALE Ao HE
o T A2k H|EL | AE

© © © © ¢ ¢©
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IOTA's Tangle.
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IOTAs Tangle Client Libraries

= _..A_a:—:—"i_

33 2lof gy H| 2
« JavaScript Done ol 28 &
e Java Done, Stresstest 0| ™ ol 28 &
o C++ In early port stage IoT C|H}O|A0f Java VMO| A X|&E =

=
87} i1, HAIZIeZ 7|4 AE=
ntAdE|7| o 20 IoTof| & gt

* Rust Early development AFE QIE{UIS st 7}AF =bg| 0 Hh}
= Q0E F 3H—f
* Go Early development = 74 Ao
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IOTAs Tangle.

%

TANGLE

lota eXtension Interface

(IXI) MODULES

IXI : IOTA eXtension Interface
OlO|2E} EHE 2| A
=Hof x|cjst MetstAlE Z44e| 24 E olLte| o{E2|AHo|Me 2 X%t

7|SS & ottt A8 If| Z4Z}9| 7|50l RLHFES |FESHX| M ZEEFI|
282 ARAME =8 7ts

© © © ¢
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IOTAs Tangle Performance

B¥IOTA - Stresstest Dashboard

RANSACTIONS PER SECOND TOTAL TRANSACTIONS

145171
1 8 E 8 TOTAL CONFIRMED TRANSACTIONS

A 7.03% .101653

MAX TRANSACTIONS PER SECOND

CONFIRMED TPS CONF. RATE NODES SPAMMING TOTAL NODES

112.2 70.0s 250 250

@ Sz 1000 TPSE S EHE o= O & 2AE A HAEE FH|Sl= 1pPd
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IOTA's Tangle.

w S

HOME ANNOUNCEMENTS VISION RESEARCH & DEVELOPMENT ECOSYSTEM WELCOME TO THE IOTA FOUNDATION! IOTA.ORG Q

‘% David Senstebs (_Follow ]
» Founder of IOTA

IOTA Ecosystem Fund ($10 million)

IOTA ECOSYSTEM FUND

Every great open source project has a great ecosystem surrounding it, in many
ways it is the defining characteristic that separates a mediocre project from a
great one. A thriving ecosystem is a prerequisite for long term success. In that
spirit we are very happy to announce the ‘IOTA Ecosystem Fund’, which is
valued north of $10,000,000. This fund is entirely dedicated towards
fostering growth of IOTA through incentivizing participation in expanding

and shaping the ecosystem.

O Ofo|2E} HEHA 7HZS flet A= F St

© HEBL|E| M9 TEL{ ST} SHH OF0| QELO| O|3iQ} QIA/BAIS £0|7] 93t ZRHE,
IXIEE A, ZEEEQ, OC|1 ARE Al ZHES fIsH 1HE 25 o|de Xt =2

9 IIa x| 23 : https://blog.iota.org/iota-ecosystem-fund-2-million-féade6a4d8ba
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IOTAs Tangle

Tangle Install 5 E{
EZHTM Confirm7I}X]
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IOTAs Tangle

@ Full Node 9@ Light Node (with Headless Full Node)
% JavaVM EQ & WalletS 0|23t 917 1=
< Local0f IOTA Z{(IRT, IOTA Reference Implementation) & X| % Local0] Wallet(GUI/Nostalgia/Android) A X|
% GUI Wallet or Nostalgia Wallet(CLI gAh)E E5lf IRI A= < Ao Z IOTA Z o7} MK =l Q5 Headless IRI Server 85
% Static IP & v" Headless Full Node IRI : GUI Wallet0] Z&+E|X| 42 Full Node. $24 0] Af
% Neighbors 2 o2 Walleto] SA|0| B 7ts

% Java VM ZQ x

m Nostalgia Wallet (CLI 7|HF) [Light Nodes]

GUI Nostalgia
Command API L Wallet \l LWallet LD

IRI (IOTA Reference 1
Implementation)
Java Virtual Machine [loT Gateway or Sensor Node]
REST API

g Wallet
"_e (Command APD Virtual Machine
Hardware ! OS(Windows, LINUX)

IRI (IOTA Reference
Implementation)

Java Virtual Machine

OS(Windows, LINUX)

Hardware

IRI (IOTA Reference
Implementation)

Hardware

[ﬁ_g_ Wa"et% 7I.II_T|_ O|E Fu" Node ?A‘;E] [Headless Full Node IRI Servers]

[Smart Phone]

[Headless Full Node IRI?} Light Node(Wallet Tt Ef7l) 7te]| F£]
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IOTAs Tangle.

Tangle IRI/Wallet AJ%|

. ’—:.-‘ £ .

Full Node(Headless) IRI C}2 2 E 51 Alsl
& AllELA ; 64bit Linux, Windows, MacOs, 64bit java 8u66 0|4 (www.oracle.com)
% LCIRZE g3 : https://github.com/iotaledger/iri/releases
o WY :iri-1.4.1.2jar
*|java -jar iri-1.4.1.1jar -p 14265 —n "udp://NeighborIP:14600

tcp://NeighborIP:15600"

-p:http 35 +AS
-u:udp ZE, A7HSIA| 2 Al
-titep ZE, BFESHA| H2 Al
-d : debug 2 E

-remote : | AF=S 5|

-n : Neighbor?| IP address

ET IR SV

-

@ Light Wallet C}22E 9 AX|

% CI2ZE 23 : https://github.com/iotaledger/wallet/releases
» Ty
v iota-2.5.4x86_64.rpm : Redhat, CentOS, openSUSE &
v' I0TAWallet-2.5.4.dmg : MacOS £
v IOTAWallet.Setup.2.5.4.exe : Windows &
v' iota_2.5.4 amd64.deb : Debian, Ubuntu &
< Windows& (IOTA Wallet.Setup.2.5.4.exe) A%l
v Wallet TypeZ Light NodeZ 47

ost
Choose Wallet Type: atn
http://112.221.221.204:16877
Would you like to run a light node or a full node? ight Magn

14

Curl Implementation

Webgl 2 Curl implementation v
A full node will download and sync SAVE
the tangle to your disk and requires
java to be installed.

A light node connects to a remote
node, either owned by you or
someone else.

v Node Configuration — HOST= Custom — Headless Full Node F4 =

45




IOTAs Tangle IOTA Public Full Nodes

@ This is a list of public IOTA nodes that you can use with your Light Wallet. All addresses I|sted on thIS/\l
site are dedicated 24/7 nodes hosted by volunteers from the IOTA community.

lobka Nodes

ADD NODE EDIT NODE CONTACT

Open Directory of Public 1OTA Modes

ted on this site are dedicated 24/7 nodes hosted by volunteers from

This is a list of public WOTA nodes that you can use with your Light Wallet. All addresses lis
¢ about its furure.

the IOTA community. We are not affiliated with The IOTA Foundation, just enthusiasti

As the lists on iota.dance/nodes and iotasalad.org are listed publicly, | hawe added them here For conwenience. IF you host a node and would like it listed here,
olease submit your info.

pirs ‘onling’ starus {and then by its id" in the databaze). IF you wizh to perform your own multi-column sort, juse hold the [Shift] key and click
T

online online3t synced synced3t offline offline3: total
101 60 18% 57 55.44% 4= 20.B2% 148

» Column Definitions

[ - Skuas iri wer (-7, T L index lateskt S¥ s ne... tips
node - N N city = N - pA usage - - ): - f updated -
-
node er n ¥

01-25-2018 12:03

httpsf/node ictanode. hoskb:d. .. s Y Mew York 1417 Yes. B BT 5. .. 338,... 337,541 o [=] 11 76
Al
29-2018 12-03
hkbpofficta.pathin.ne14255 ES Miadrid 1.4.2.0 Yes 15 4.7 338 338,000 Yes. 5 62 O1-2S-E0IE 10
A
01-29-2018 12:03
hitpfnode.davidsiots.con DE xassel 1.4.2.0 Yes s 733 338 338,000 ‘Yes E 14 sHE -
A
29-2018 12-03
hitkp pok otazslad.org DE FrankFurk 1.4.1.7 ez 4 19.3. .. 337,... 337,541 MNo 9 5305 CI-25-E0IE 1203
A
01-29-2018 12:03
httpsffdurian.ictaszlad.org:.. 5C Singapore 1.4.1.F Wes 4 24.0 338 337,54 Mo £l 530 b= -

A
01-25-2018 12:03

htbtpsf/peanut.iotasalad.org:. . us CA Atlants 1.4.1.7
= A

T

1
F
in
i

1
I
m
Lad
I
I
]
I
4
in
I
Z
(]
(=)
in
1
o
n

01-29-2018 12:03

http una.botaszslad.org:1d._. JP Tokyo 1.4.1.7 Wes A 56.7... 338 337,54 Mo B 5317

A

01-29-2018 12:03
hEbp urnip.iotaszslad.org:1_.. E London 1.4.1.7 WeE B 52.6 338 337,54 Mo 10 g,229 A === a

01-29-2018 12:02
hEbp/f1 72 249 1B 180:14265 DE <azzel 1.4.2.0 ez A4 505, 3328 328,000 Tez B 12 == -

A
01-25-2012 12:03

hitbpsffiotanode.us:443 us A Mk Wiew 1.4.1.7 ez 5 a44.0. .. 328 337,541 Mo 13 5218 A
01-29-2012 12:03
hEkp otanode.pa 214265 DE Kassel 1.4.1.7 Yes 12 75 B. .. 338 337,54 Mo 2 2,114 === -

A

E TR https://iotanode.host/ *°



IOTA's Tangle.

@ Full Node 4t= A| Neighbor & 2 T o
% HH =7|=HMilestone Sync.)
v" Milestone : 120}C} Coordinator(IOTA X EHH A 22)7F TxE ASst st
v" It should be noted that the coordinator will be made optional to the network by Summer(2017), and then completely
removed once the network is large enough.

Please check your email and follow the instructions to verify your account. Resend

botbox

10TA Foundation
Latest Milestone

CTRL+ K

I0TA Foundation

Latest Milestone
testnet

botbox

I0TA Foundation
Latest Milestone

twitter

[https://discordapp.com/channels/2| #botbox]
< E?_HX”H Broadcasting

v L}o| T™x& Lt2o| Neighbor= & Broadcasts|d, LEo| Neighbor&2 ZFA}2| Neighbors £ Broadcaststof ™
K| Tangle Networkdf| 7 1}
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IOTAs Tangle.

@ Neighbor ZM 91 HZA2 o{EH|? T ®
% https://iotatangle.slack.com/ & > 20181 1& 0| discord (https://discordapp.com/)= HZA
v’ iotatangle HRFL|E|Q| YRS 2 7}QlSt 2, #nodesharing Xl Z0f|A{ NeighborZ F7tgt = E(AZHE A
% MZ NeighborZ Z=7}5}2{™ DM(Direct Message)Z 1178 IP address/PortE &%
% Neighbor 4 == 7~97{|& A%, Neighborl= UDP 4l TCPZ A
< https://forum.helloiota.com/Community/Node-Sharing (Z| 20| 7})
F2|)
1) =578 Ch0lA dEY.
2to|X AL} 7ts5d
2) Neighbor= 24A| 7t
Tangle Network0f HZ
k| ofof g
x| 20| = CPU/Memory
52 MAISHHNM
Neighbor 2 %!

Neighbor &2 S 4l 5|
[Neighbor Search : https://discordapp.com/channels/2| #fullnodes or #nodesharing]

25} Disconnect &

Re-search E
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IOTAs Tangle. IOTA F-0j

.

@ 9} IOTA Token(coin)2 O35 OF StLt? > TXY| Tanglel| EFHEHM 2 IOTA 72l B0l X|5IX] &S Q’
< I0TA= U] 7tz AHeli (2 IR)0A F0] 7t

S| 2|2 el A (BitFinex, Binance) A E F 2

S AHefaolEy, AQY E= I S)0A HEAIS 7Y

Sa%t & O|& CiA| IOTAZ 2tH5H A "o X&

Lot 71 219] Android Wallet/Light WalletOff LH2{ 80t S22l 7t

IOTAE= Hell BH2(7F Miota( 1 Miota= 1,000,000 iota)2 el 7} E|0H, S4Xf A|H 0= & Miota=0.5 USD Z}X|

R/
0‘0 4

K/
0.0

K/
0.0

K/
0.0
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IOTAs Tangle.

@ Seed "

% Z2I91Z 57| 2|5l Seed £ Q. See

d = C{&A} A~Z @ 92 81X}= MM
<+ SeedZ} A’H0|0 IOTAZ} #{&E. SeedE AOIHE|H IOTAZ &E == Sl3
% Seed MM X|&l Site

v' http://iotaseed.co/ (Official IOTA - IOTA Seed Generator)

Edit View Tools Window Help

[ J
IOTA

Seed Generator

/20| ottt

JOVKYXQDDRGGWIOMRABCKKZLCDLXYCKNLRMNHJIMYALXYIAARKZTZSRFPMSWGDIESTVBGEH
TGOVEKFRGVV

v https://iotaseed.io/

Check that the URL above is NttPS://iOtaseed.iO there are scammers out theret

IOTA Seed Generator

Get your IOTA seed!

Move the mouse to generate randomness. 100% done. Start again. Seeds in bulk here.

GMVIJRDXXJSOFZICLMWOIYYBUCOWUARYQFYSMFDHQZWQURYAABRHTQLHJREWISGUGIQRPXOTDXPXVZXNV

TR —

282491 - 282491 - CPU: 0.00% 50




IOTA's Tangle

Transa rtr

@ Transaction X}
% IOTA &£41:
X|Zhet M&E I0TA +8 23

» EDM S0 1P (HISTORY 2t H) : Aot g s & =

CHE X0 Liel X[ 2= 1000 IOTAE T&, SEND Hm0AM &S X[Le| T4

Confirmed AE{7} £|O{OF Hel| 7t k2=l A

» IOTA 2=Al : ESTN 50| &

I_OI_TI

L§ X|Z+0il A 1000 IOTAE Z=Al

(L2

UAS. Hef7F A|2HE|™H Pending 2HE{ 71 &| D

10TA Light Wallet 2.5.2 - IRl 1.4.1.1 - O
Edit View Tools Window Help

BALANCE

SEND
JEYOBJNSIQPKVARXDDGINOWQOGX

1000 i -

Optional Tag

SEND IT NOW

RECEIVE

IOTA Light Wallet 2.5.2 - IRl 1.4.1.1 - [}

Edit WView Tools Window Help

BALANCE

SEND

RECEIVE

HISTORY

16/11/2017 19:51
MLFBIWPMVSLOTFPALGSWXUT __
DUA Show bundie

1'000

16/11/2017 19:27

MLFBIWPMVSLOTFPALGSWXUT .
DUA Show bundile

1'000

16/11/2017 19:07

MLFBIWPMVSLOTFPALGSWXUT .
DUA Show bundle

1'000

282561 - 282561 - CPU: 39.00%

> IOTA Light Wallet 2.5.2 - IRI 1.4.1.1 - (] >

Edit View Tools Window Help

RECEIVE

282557 - 282557 -« CPU: 0.00%

[IOTA 2]
ET IR SV

Double Spending

[HISTORY]

[IOTA #=41]

X E {6l SAXH2| Tx Confirmed MOj|l= CHE Hef =7t 51



IOTA's Tangle.

remove floating tx «®
limit to 4k nodes
size by # of confrms
size by value

The Tangle
lighten links

0 tip ! | IOTA Light Wallet 254 - IRl 141 =2t
@ milestone b A V. qp Edlt view Tools Window Help

0 fransaction
@ confirmed

select a transaction to view
® confirmed by tx
confirming tx

enter a tx hash ! - : - 7\ # BUNDLE DETAILS

MJGYMGFBVIHIJBTKUKCF

Hash: MJGYMGFBVIHJBTKUKCPPNCGFAMJWGY QM

ZMWIX9KBECVDFQGDDIAL9ZJTFJFOHJPCGYG... 1 Mi
ASEOLGEWMMSVOZTIHWKDHAIQBRWUIVNFZ... -1 Mi

ASEOLGEWMMSVIZTIHWKDHAIQBRWUIVNFZCEX.

REBROA
REATTACH

Persistence: Pending

- CPU: 7.00%

s 075 4

nodes: 3134

ggg donate: XACMTQMWKHIJOUJYHTCXEKNBJZEGDMJFAKLIERACEYROLQCLINMWOZQKQMWECYUQFSUWWLVPMAMBGEXMSDNRWSUQZFC (0.000Mi)

value: 1.00Mi
tx hash: MJGYMGFBVIHJBTKUKCPPNC GFAMJWGYQMNNJDMXAFEXGY SSJFXFDZLOLGFVEHSIFBCAZROEMYWVKKZ

Bundle Hash : MJGYMGFBV9HJBTKUKCPPNCGFAMJWGYQMNNJDMXAFEXGYSSJFXFDZLOLGFVEHSIFBCAZROEMYVKKZZ9999
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IOTASs Tangle

(I , —— , (1"!5?"'@ '1
9 IOTA Tangle 8% 24 —
@ Neighbor £ E Search 3! 7|7} 0|5}X| &S

» SiX 2] IOTA Tangle2 C}E Node=1}2| Neighbor HZA(Z7IY S |)
= JOTAE M7 29| 71 9 S7I|3HE 2lsl 7~972] Neighbor &
» 8712| Neighbor HZ0]| LdFAU 4 Q

= Neighbor ®Z0| 7~97) ME 2 H|$tE|7|0f| Tt 40| NeighborE 0[0] &Rt Y= L EE= O
F72 581X o2 st A0l Y7| HE

£l Private ¥Ej2 294
= XF

=2
=
2
=2 -O

0|4 Neighbor

= pending AEf 9] E?ﬂ"-‘.‘ﬁ% “confirmed” ME|2 HZAL|0|OF EGHXHM k2| b7
oF
]

= Al LKL 40% =7} A uj
= 0| A%, E%ﬂ"-‘.‘ﬁ% 7-‘||—“_-T- reattachol|OF S}, reattachA| confirm S E 2 ZOIR(EFMEM £010] reattach 1}HS Z &holf
A 2082 o|AF A Q)

= reattachE S}X| @Xo™H HAEOZ pendingl &2 Y

» pending MEJO|A HeHE SIA E|H 0|5 AH EH(DoubIe Spending) £ & E

= Llo] EfHHMMO| SQlE[2{H, CIE L EOA Z/dot EGHEM X2 J'lP“OiIH £d gne|§(MCMO)= % off Lt2]
S Mo| Me/SIE|0{of 3 > UEYT0|H LSt EWMM 27} Hof S AZH0| X UEE HOZ E

GIOTA Al Z1} ™i|
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IOTA's Tangle.

API Command
getNodelnfo

getNeighbors

addNeighbors
removeNeighbors
getTips
findTransactions
getTrytes
getinclusionStates

getBalances

getTransactionToApprove

attachToTangle

interruptAttachingToTangle

broadcastTransaction

storeTransactions

Returns Information about your node

Return the set of neighbors you are connected with, as well as their activity count. The Activ
ity counter is reset after restarting IRL

Add a list of neighbors to your node

Removes a list of neighbors to your node

Returns the list of tips.

Find the transactions which match the specified input and return

Returns the raw transaction data (trytes) of a specific transaction

Get the inclusion states of a set of transaction
Similar to getInclusionStates

Tip selection which returns trunkTransaction and
branchTransaction. The input value is depth, which basically determines how many bundles t
0 go back to for finding the transactions to approve

Attaches the specified transactions (trytes) to the Tangle by doing Proof of Work

Interrupts and completely aborts the attachToTangle process

Broadcast a list of transactions toj
y attachToTangle
Store transactions into the local sRCEEE%
ttachToTangle

chrome-extension://restlet_client.html 7} 5
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IOTAs Tangle. =~ | Tangle@Raspberry Pi-3 =

@ JOTA Tangle 7|= 2 (IRI Release 1.4.1.1, & X} Beta H{H)
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< (Raspberry Pi-3 7|d}h Tangle S8 M
v loT AO[EQIO[/HM =EUHAM =2 ALE
v" (Full Node) Raspberry Pi-30{{A{ IRl 1.4.1
- 3Ho| IRI= ARM64 A < x| §7f
« iri-14.1.1jar 0ff arm64 & librocksdbjni.so 2
v (Light Node) Raspberry Pi-30 Wallet A X| 7} (& 42| Headless Full NodeE E3j| E
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www.etri.re.kr

We aim to list all useful TOTA websites.

If you feel we have missed somewhere please

You can buy IOTA on Binance:
Save fees in your first month with our

OFFICIAL SITES

47 offical site

4 official Forum

' Official Blog

L piscord

B9 peveloper Hub
GitHub

BUY IO0TA
Bitfinex
_ Binance
%7 yDx
*J bit520
4 CoinSpot

~MARKET DATA
i 10TA Prices
.. Coin Market Cap
% IOTA Market
Cryptowatch
L Tra ding View

WALLETS
©) Gur wallet
@ Mobile wallet

] TUTORIALS
% T0TA Support
i 10TA.Partners

Ll 10TA Guide/FAQ
Developer Tutorials
i UK Crypto Guide

INTERNATIONAL
IOTA Brasil
® JOTA Japan
E IOTA China
— IOTA Hispano
T IBERIOTA
F10TA Ttaly
- JOTA Korea
i lIUTﬁTangIe.m
IOTA Turkiye
== JOTA Deutschland
&8 TOTA Aotearoa

http://www.iotaindex.com/

TOOLS/SERVICES
'ﬁf’ Tangle Monitor
7 10TA Nodes
7 10TA.cool
'ﬁ‘;& Tangle Visualizer
B Chatangle

~ EXPLORERS
¥ 10TASear.ch
'ﬁf’ The Tangle.org
.%g TangleBoss
- TI0TA.cool
0 CodebuffetExplorer
® 10TA Balance

FAUCETS
ﬂ_ IOTA Faucet.org
%7 Faucet 2

DISTRIBUTION
¥ Snapshot 02/04/17
¥ Snapshot 05/09/17

IOTA Support Sites

IOT Price Index

~ FORUM
%7 Hello TOTA

'NEWS & BLOGS
2 Tangle Blog
® JOTA.news
V) steemit Articles
2 Untangled Blog

SOCIAL MEDIA
Twitter
% Reddit
") Bitcointalk
[l Areas1

WIKIPEDIA
W I0TA on Wikipedia

WHITEPAPER
~+ English
] Japanese

B chinese
_ Spanish

H—
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