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Open Source Risk

 Open Source를 사용하면서, License를 위반하는 기업은 소송을 제기 당할 수 있음

Open Source Developers User / Company

Provide open source software

Comply with license obligations

•Open Source 저작권자를 대신하여 소송을 제기하는 비영리 단체

Open Source 관련 기관

Violation Report
저작권 양도 / 소송 대리 • 제품 판매 정지

• 손해 배상 및 이익 배분

소송 제기

If violated,

직접 Legal Claim 제기하는 경우도 발생
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No Compliance is Expensive

 위반이 발생할 경우, 이를 해결하기 위해서는 상당한 비용이 발생함

▪ Compliance 위반 문의 접수 시, 기업은 이를 조사하고 분석하기 위한 비용 발생

▪ 고소인과의 합의를 위한 비용

▪ 변호사 비용

▪ Brand와 명성, 신용에 대한 타격

▪ 사회적인 이슈

▪ 언론의 비판

▪ 고객사, Supplier, 유력 Open Source Community / 기관 등과의 관계 악화



Open Source Compliance Process
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Open Source Compliance 조직
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LG전자 Open Source Compliance 단계

1. Identification

(기능 구현)

2. Approval

(개발 검증)

4. Distribution

(Software 승인)

3. Notice & 

Verification

(Software 검증)
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1단계 : Identification (기능 구현) : License Identification

▪ OSC System (http://osc.lge.com) 통한 Open Source License 확인

http://oss.lge.com/
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2단계 : Approval (개발 검증) - Source Code 분석

 Source Code 분석 : Source Code level에서 Open Source Software 사용 여부 및 License 확인

▪ FOSSology

▪ Black Duck Protex
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2단계 : Approval (개발 검증) – OSS 보고서

 확인한 사항을 기반으로 OSS 보고서 작성



11 / 48

3단계 : Notice & Verification (Software 검증) – OSS 고지문구

 OSS 고지 문구 (OSS Notice)

▪ 사용된 Open Source 및 License를 외부에 고지하기 위한 문서 (각 License의 원문 전체를 포함)

▪ Source code 수령방법에 대해 안내
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3단계 : Notice & Verification (Software 검증) –Packaging

 공개할 Source Code를 취합하여 하나의 파일로 압축 (Package)
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4단계 : Distribution (Software 승인)

 OSS 고지문구 및 공개할 Source Code (Package)를 OSS 배포사이트에 등록



Software 공급망 관리
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Open Source is everywhere

Application

Middleware

Operating System

Drivers

H/W Chips

3rd Party 
Software

Other 
Distributor

OSS

OSS

OSS

OSS

OSS

OSS
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3rd Party Software 계약

▪ (예) 표준계약서 내 Open Source 관련 보증 조항
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3rd Party OSS Checklist

▪ Checklist

▪ OSS List



Compliance Activities
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Claim Response System

 Open Source와 관련된 외부 요청이 접수되면 가능한 빠른 시간 내에 대응
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Training

 국내 및 해외 Software 개발자 대상 주기적인 Open Source License 교육 진행
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Online Training

 Online 교육 과정 제공 (기본과정 / 심화과정 구분)
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Open Source Compliance Workshop

 매 분기 각 사업부 OSC 담당자 대상 Open Source Compliance Workshop 개최
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Open Source License Forum

 세미나 형태의 Open Source License Study forum 진행
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Open Source Newsletter

 Open Source 관련 동향 및 사내 이슈를 newsletter 형식으로 격월 발행



25 / 48

foss.lge.com – Open Source 정보 제공

 전 사업부에서 Open Source를 사용하면서 준수해야 할 사항에 대해 설명



Open Source Community Tool 활용

1. SPDX
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Software 정보 교환 방식의 표준화 필요 :

 SPDX (Software Package Data Exchange) 

software in

Our suppliers aren’t 
giving us complete 

licensing 
information for 

open source 
packages.

Every customer 
wants a bill of 
materials in a 

different form.

I don’t mind vetting 
our code, but I’m 

sure this imported 
package has been 
analyzed a dozen 

times before.

software out

https://spdx.org/
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SPDX License List

 License 이름 표준화 : http://spdx.org/licenses/

http://spdx.org/licenses/
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SPDX License Identifiers in Source
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SPDX Specification
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SPDX Documents
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SPDX Group이 제공하는 spreadsheet template
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SPDX Workgroup Tool : Converter / Viewer / Compare

 Command line interface tool (jar)

$ java -jar spdx-tools-jar-with-dependencies.jar <function> <parameters> 



Open Source Community Tool 활용

2. FOSSology
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What is FOSSology?

 Web server application for license and copyright compliance of software components.
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FOSSology Project : https://www.fossology.org/

https://www.fossology.org/
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FOSSology Installation

 Using docker

▪ https://hub.docker.com/r/fossology/fossology/

 Using vagrant & Virtual Box

▪ https://github.com/fossology/fossology/wiki/vagrant

 Install from source

▪ https://github.com/fossology/fossology/wiki/Install-from-Source

 Test Instance

▪ Server URL: http://52.26.97.143/repo/

▪ Login user name: testuser

▪ Login password: test

https://hub.docker.com/r/fossology/fossology/
https://github.com/fossology/fossology/wiki/vagrant
https://github.com/fossology/fossology/wiki/Install-from-Source
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Upload OSS Package
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License Browser
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Review and Adjust (“Clearing”)

 Clarifying incorrect scanner results or incomplete licensing statements.

▪ The scanners may find false positives.
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Copyright Statements
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SPDX 2.0 generation

 Exporting of the Software Bill of Materials via SPDX 2.0 generation to facilitate 

communication in the supply chain



Open Source Community Tool 활용

3. OpenChain
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What is OpenChain?

https://www.openchainproject.org
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OpenChain Specification
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OpenChain Curriculum
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OpenChain Self-Certify
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OpenChain Conformant Organizations



Q&A


