Implementing Private Cloud
Computing Environment with
OpenSource Tools

Yim, Sang Hyok
sangyim@hotmail.com



Cloud Computing?
(end user)




Cloud Computing?




How do we convert to CLOUD?
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Cloud Computing Attributes

Resource Abstraction and Pooling
Network-Centric
Simple, Fast provisioning of Resources

Rapidly and Elastically provisioned
Resources

Utility Pricing (pay-per-use)



Components

Computing Unit (CPU/Memory/0S)
Database Service (RDS,NoSQL)
Storage Service (Block Storage, File System)

Middleware Service (WAS, Datapower
application)

Network Service (load-balancing, HA/DR)



Types

Public
Hybrid
Private

Saa$S — applications, processes (Quicken/Live)
PaaS — virtualized middleware (Dataservice Farm)

laaS — virtualized servers, storage, networks
(EC2,S3)



Hypes

Not just virtualization or GRID

— Must be self-serviced/automated facilities to
control the resource allocation

Google/Yahoo are not your typical CLOUDs

CLOUD is a blackbox to end users

— Highly available and utility computing
environment

CLOUD is a data center(s) to IT people
— HA/DR/Scalability
Not Revolution - It is Evolution!



Private Cloud

How to build an enterprise level
cloud infrastructure like Amazon EC2
In your organization



OLD Data Center

contact

iddleware

payroll

iddleware

POS

accounting




Cloud Data Center

Network Farm

Computing Farm

application
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5 Phases of CLOUDization

Virtualization

High Availability (HA)
Scalability (Elastics)
Disaster Recovery (DR)
Automation



Virtua
Virtua
Virtua

Virtua
Virtua
Virtua

Phase | - Virtualization
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OS - laaS
Storage
Network

DB - PaaS
Middleware - PaaS
Applications - SaaS



OS Virtualization

VM hypervisor

Shared Storage

VM XP image ] .
[ [VM RHEL |mageJ [ VM CentOS image ]

[VM Fedora image} [VM ubuntu image]




OS Virtualization Features
(e.g. Amazon EC2)

OS Live Migration with
Shared Storage

OS Live Migration
without Shared Storage

OS off
with S

OS off

Ine migration
nared Storage

Ine migration

without Shared Storage

* OS snapshot copy

* Dynamic Resource
Allocation
(CPU/Memory/Disk/US
B/PCl devices)

* Resource Sharing
(CPU/Memory/IO
devices)
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Hypervisors

KVM (RedHat:RHEL/Fedora, CentOS)
Xen (Linux — Amazon EC2)

VMWARE

PowerVM (IBM p4/5/6/7)

VBOX (Sun/Oracle)

Hyper-V (MS)



Storage Virtualization

Storage Server (SAN or NAS)

Storage Pool




Storage Virtualization
(like Amazon S3)

1. Snapshot copy (EMC Timefinder)

Storage service <
2. Growable/Reducable (Volume manager)

3. Remote Copy (EMC SRDF)

Remote File systems (NFS,CIFS)
Block Device Support

Security Support (LDAP, ADS)
Communication protocols (iISCSI, SAN)
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OpenfFiler

Open Source Solution for Virtualizing Storage

Linux Based Kernel (Under GNU license)

Supports SAN& NAS protocols

HA cluster failover capable

Block-level Remote Replication for DR, support for snapshot

Web-based GUI
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Consideration for iISCSI instead of SAN

1. Comparable speed with Gigabit speed (1g bps or 10g bps) against
Fiber (100m Bps — 1600m Bps)

2. No need for FC hardware

3. Open source tools vs. proprietary tools



Network Virtualization

www.mydomain.com
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Migration of Host

payroll.mycompany.com
Dynamic DNS change:
171.234.12.3 -> 214.123.32.6

// NAT:214.123.32.6 -> 10.1.1.12

NAT:171.234.12.3 -> 10.1.1.12

Payroll VM
10.1.1.12

Houston Data Center

Boston Data Center




Load Balancing

payroll.mycompany.com
171.234.12.3

L4:171.234.12.3=>10.1.1.1,10.1.1.2,10.1.1.3

Payroll VM1 Payroll VM2
10.1.11 10.1.1.2

Payroll VM3
10.1.1.3




Reverse Proxy

www.saleservice.com

www.payroll.com
www.sellkimchi.com

171.234.12.3

Proxy
server

saleservice
/ 10.1.1.1
> payroll
10.1.1.2

sellkimchi

10.1.1.3



http://www.saleservice.com/
http://www.payroll.com/
http://www.sellkimchi.com/

OpenSource Tools for
Network Virtualization

LVS: Piranha

NAT: iptables (port forwarding)

Reverse Proxy: squid, apache (mod_proxy)
Dynamic DNS services:

— dnsdynamic.org, dyn.com, no-ip.com



DB Virtualization (PaaS)

Shared Storage




DB Virtualization (laaS)

Shared Storage

4 ™

VM RHEL image f VM RHEL image
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Phase Il — High Availability (HA)

Application (app/middleware/db) level HA —
Clustering — heartbeat, redhat cluster
(ricci/luci) — hacmp/VCS

Storage HA —rsync, drbd, RAID, (EMC storage
suite — timefinder/srdf bcv)

Network HA — ethernet bonding,
etherchanneling, switch trunk

Hardware HA — fault-tolerant hardware



DB Active/Passive Cluster

aasS server #3

MySQL DB Storage
For APP1
(GFS)

MySQL DB Storage
For APP2
(GFS)




DB Active/Passive Cluster with Standby
Server

ysal primary server ysal standby server
Log transfer >
B service i

A
DB Storage DB Storage
For APP1 For APP1



DB Active/Active Cluster with Shared Storage
(e.g. Oracle RAC)

racle RAC serveri#i racle RAC server#2

RAC DB Storage
For APP1
(OCFS)



DB Active/Active Cluster without Shared Storage
(e.g. MySQL Enterprise Cluster)

vsal cluster server#2

ysal cluster server#1

DB Storage
For APP1
(NDB)

DB Storage

For APP1
(NDB)




Filesystem Replication (rsync)

\ 4 \ 4
Irver#1 ! rver#2




Shared Filesystem (GFS)

Shared
Storage
(SAN/ISCSI)



Replicated Filesystem (XtreemFS)

A
A
Irver#1 ! Irver#2 l




Remote Block Copy (DRBD)

Source

Block

block data sync

storage

Standby
node

Block
storage




Phase Ill — Scalability

* Vertical Scaling

* Dynamic resource allocation

e Static resource assighnment
* Horizonal Scaling

* Shared Data

e Load Balancer (Piranha)
 Computing on-demand

* Grid Computing (RedHat MRG, Condor)



Network Virtualization
RedHat Piranha LVS

Primary Heartbeat Channel

Backup Heartbeat Channel

' ' ;

o o o Real servers

From RedHat/CentOS Virtual Server Guide v5.4



LED,

Red Hat Cluster

‘ Shared Storage

From RedHat/CentOS Virtual Server Guide v5.4




Backup LVS Router Active LVS Router

ipvsadm

Real Server #1

Heartbeat
Channel

Real Server #2

From RedHat/CentOS Virtual Server Guide v5.4



Phase IV — Disaster Recovery

 Remote data center data replication (Standby
Data Center)

e Data replication over slower WAN

e Data synchronization latency issues

* Traffic redirection by Communication Provider
* Disaster Detection

* Real time data replication over multiple data
centers

* Fast WAN communication
* Multiplexing of many slower communication lines



DR Site (aka: Standby Site)

Internet Service Provider (ISP)
mycompany.com

171.234.12.0/24

itlre detection

171.234.12.0/24

DR
storage

Houston Data Center

Boston Data Center




Multiple Active Data Center

Internet Service Provider (ISP)
mycompany.com
Load Balancer

214.123.32.0/24

171.234.12.0/24

PROD
storage

CA_
PR
\.
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Boston Data Center

Houston Data Center




Multiple Active Data Center with Data Bank

Internet Service Provider (ISP)
mycompany.com
Load Balancer

VoYV

Boston Data Center

Houston Data Center Paris Data Center

Seoul Data Center

DATA Bank



Phase V — Automation

* OpenSource Cloud Deployment tools
e OpenStack
* OpenNebula

—>Provides Cloud Management Tools
—>Easy migration to other Cloud Service Providers
—>0penStack by Rackspace



Cloud Service

(e.g. Amazon EC2, Rackspace)

-~

WEB based Management Interface

< Virtual Computing Service > < Virtual Storage Service >

< Load Balancing Service > < Database Service >

~

\ Qpp Service (e.g. email/deskto@ @iddleware Service (WAS/I\/I(D /




Hybrid Cloud

http/https http/https http/https http/https

Asia area Cloud Service America Cloud Service Africa Cloud Service Europe Cloud Service

Public Cloud

LLoad Balancer + Router + Firewall

iddleware Intranet Applications

-

DATABASE

Private Cloud



INTERNET

Demo - Infrastructure
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ofilerl

OpenFiler 2.3 (64-bit)

1t vmvg (mirrored)

100g vmdisk1

~

‘ 100g vmdisk2

ofiler2

OpenFiler 2.3 (64-bit)

1t vmvg (mirrored)

100g vmdisk1

100g vmdisk2




Demo - OpenFiler

jinol

/vmspace/vs test2

~

ofilerl

OpenFiler 2.3 (64-bit)

1t vmvg (mirrored)

100g vmdisk1

| 100g vmdisk2

ofiler2
OpenFiler 2.3 (64-bit)

1t vmvg (mirrored)

—
R

100g vmdiskl

100g vmdisk2




Demo - KVM

Jino0 jinol
sttt i e T i
J— wen
OS Live Migration




Demo — MySQL Cluster

Jino0

jinol

NDB
storage

NDB
storage

ctrl

Primary MGM

ctr2




Demo - GFS

ofiler

| ISCSI

volume
7




Demo — Piranha (LVS)

JinoO
HTTPD
ctrl
Primary LVS
| jinol
HTTPD
ctr2
Secondary LVS
. Jino2
HTTPD




INTERNET

Demo — Putting All Together
(okmindmap.com)

_____________________

Apache Tomcat

' MySQL NDB i

GES

Jino0
! Apache Tomcat !
i MySQL i
ctrl GFS
zrlmal(rjy LVIS| oL M .. < RAID-1_]
. Secondary MySQ | - .. fmirror)
B jinol N
! Apache Tomcat !
| MySQL NDB i AN
ctr2 il ' ’
 Secondary LVS .
\ Primary MySQLMGM !
e ' jino2

~

ofilerl

OpenFiler 2.3 (64-bit)

1t vmvg (mirrored)

100g vmdisk1

‘ 100g vmdisk2

ofiler2

OpenFiler 2.3 (64-bit)

1t vmvg (mirrored)

100g vmdiskl

100g vmdisk2




