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I. Mobile Security

1. Mobile Security Issues
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Phishing Banking Information -

1. Mobile Security Issues

By popularity By date
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I. Mobile Security

Mobile Threats and Attacks

Eaves Dropping
Wireless Attack <
Profiling or Tracking
Overcharging Attack <

SMS / MMS Attack
Cross-Service Attack
Privacy Exposure
<_ Jlone pele e
: Malfunctioning Phone <
Mobile Spam Mall
Threats and Attacks
Break-in Attack < Format String Attack
Code Injection Attack <
Overflow Attack
Jamming Attack
DoS Attack <
Battery Exhaustion
IPR Invasion Attack — DRM Attack

Logic Error Attack
Power/Timing Attack
Hardware Attack <

Electromagnetic Attack
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I. Mobile Security

Mobile Threats and Attacks
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I. Mobile Security
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I. Mobile Security

Smartphone Security Chain
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I. Mobile Security

Mobile Security Platform Needs
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II. Android Security

Android Architecture

Android Multitasking

Android Memory

Android Component Model
Android Intent

Android Security Model
Permission-based Security Model
Protection Levels for Permissions
. Android User IDs and File Access
10. Android Directory

11. Android Version Control
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The Android smartphone operating system is built upon Linux and includes many
libraries and a core set of applications.

Windaw
Activity Manager d

Package Manager

Surface Manager

OpenGL | ES

SGL

Display
Driver

Keypad Driver

APPLICATIONS

Phone

APPLICATION FRAMEWORK

Content
Manager Providers
Telephony

Resource
Manager

Locauon
Manager

Maotification
Manager

Manager
LIBRARIES ANDRDID RUNTIME
Media SQLite Core Libraries
Framework

FreeType

i A rtoa
VWebkit Machine

SSL 1

LINUX KERMNEL

- N Flash Memory Binder (IPC)
Camera Driver El‘m .ﬂ:r'u 4 . [‘.'r-|..'-_,- -
r Irive
A
VAIES T river Audio Power
WiFi Driver Dirivers Management

« Base platform
« Linux 2.6.25 kernel

 Native Libraries
« Libc, WebKit, etc

« Dalvik VM

» Register-based VM
* Runs dex bytecode

* Applications

» Developed in Java
* Runs on Dalvik VM

Linux process 1-1
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What is multitasking?

Android Multitasking

II. Android Security

Apple Google Microsoft :
iPhone 0S|  Android | Windows Mobile| P2imOS | PalmWebOS
0S ability to
preemptively
schedule multiple Yes Yes res No Yo
concurent tasks
Ability to use No if CDMA No if CDMA No if COMA No if COMA
voice and data at Yes (Verizon/Sprint) | (Verizon/Sprint) | (Verizon/Sprint) | (Verizon/Sprint)
once over the YES if UMTS YES if UMTS YES if UMTS YES if UMTS
mobile network (AT&T, TMobile) | (AT&T, TMobile) | (AT&T, TMobile) | (AT&T, TMobile)
The ability to N:Eg‘:r'i'f;"
natall thied party measures Yes Yes No Yes
apps that run in are
the background cracked)
The capacity for | No (unless
viruses and security
spyware to install | measures Yes Yes No Yes
and run in the are
background cracked)
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Memory types:

Storage RAM

SD Card Storage

What it does:

Built in memory for

actively running apps,

similar to the RAM
installed in a PC.

Built in memory for
storing apps and
content, similar to a
PC’s built in hard disk.

Add-on memory for
storing additional
content, similar to an
external PC hard disk.

Why important:

OS and running apps

load here at launch,
need some available
RAM to operate.

0S and apps are
launched from here.
Limited storage means
fewer or simpler apps.

This provides extra
removable storage area,
but can't be used to
store apps for launch.

128MB 8Gb to 16GB
ihone ( Ehons 3t ~32MB available ~6,500MB available None
P hae 3GE 256M_B 16Gb to 32GB None
~148MB available ~14,500MB available
Android 1.x 288MB 256 MB 8GB
(HTC Hero) ~48MB available ~48MB available Up to 32GB cards
Android 2.x 256 MB 512MB 16GB
(Moto Droid) ~48MB available ~200MB available Up to 32GB cards

L
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II. Android Security

Android Component Model

«  While each application runs as its own UNIX uid, sharing can occur through
application-level interactions
— Activity
— Service
— Content Provider
— Broadcast Receiver

Communlcatmg with a Servu:e

| _ L . 1
: start i :; start/stop/bmd i
! | l |
' ( Activi -

: return : : v !
i ! ! callback !

' I
| I |
: : |

—

e ———————— ——— —————— —— ———

Read/Write .
Query ———~

l )
1 |
: |
( |
(' Activity Ig)ont_ent !
| rovider | |
: i
| 1
[ !
- )

. |
I |
( |
1 L |
W Activit %‘ Broadcast | !
[ Y Jintent Receiver |
. :
( |
| 1
l |
| 1

Recewlng an lntent Broadcast

return
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II. Android Security

Android Intent

Intents are objects used as inter-component signaling
— Starting the user interface for an application
— Sending a message between components
— Starting a background service

action -- The general action to be performed, such
as ACTION_VIEW, ACTION_EDIT, ACTION_MAIN, etc.

data -- The data to operate on, such as a person record in the contacts database,
expressed as a Uri.

. ACTION_VIEW content://contacts/people/1 -- Display information about the person whose identifier is "1".
. ACTION_DIAL content://contacts/people/1 -- Display the phone dialer with the person filled in.

. ACTION_VIEW tel:123 -- Display the phone dialer with the given number filled in. Note how the VIEW action does
what what is considered the most reasonable thing for a particular URL

. ACTION_DIAL tel:123 -- Display the phone dialer with the given number filled in.
. ACTION_EDIT content://contacts/people/1 -- Edit information about the person whose identifier is "1".

. ACTION_VIEW content://contacts/people/ -- Display a list of people, which the user can browse through. This
example is a typical top-level entry into the Contacts application, showing you the list of people. Selecting a particular
person to view would result in a new intent { ACTION_VIEW content://contacts/N } being used to start an activity to
display that person.
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II. Android Security

Android Security Model

« All Android applications (.apk files) must be signed with a certificate
whose private key is held by their developer.

 Android marketplace
« $25 signup, anyone can publish
« Non-market apps disabled by default, easy enable

« A basic Android application has no permissions associated with it, me
aning it can not do anything that would adversely impact the user ex
perience or any data on the device.

« Each Android package (.apk) file installed on the device is given its o
wn unique Linux user ID, creating a sandbox for it and preventing it fr
om touching other applications (or other applications from touching i
t)/

@ Software in Life



II. Android Security

Permission-based Security Model

« Applications explicitly request pre-defined permissions

<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com.android.app.myapp" >
<uses-permission android:name="android.permission.RECEIVE SMS" />
</manifest>

« Important permissions
<usespermission android:name="android.permission.BRICK“></usespermission>

<usespermission
android:name="android.permission.CALL PRIVILEGED“></usespermission>

<usespermission
android:name="android.permission.DELETE PACKAGES“></usespermission>

@ Software in Life



II. Android Security

Protection Levels for Permissions

*  Characterizes the potential risk implied in a permission and indicates the procedure the system
should follow when determining whether to grant the permission to an application requesting it.

Constant Value Description

normal 0 A lower-risk permission that gives an application access to isolated application-level
features, with minimal risk to other applications, the system, or the user. The system
automatically grants this type of permission to a requesting application at installation,
without asking for the user's explicit approval (though the user always has the option to
review these permissions before installing).

dangerous 1 A higher-risk permission that would give a requesting application access to private user
data or control over the device that can negatively impact the user. Because this type of
permission introduces potential risk, the system may not automatically grant it to the
requesting application. For example, any dangerous permissions requested by an
application may be displayed to the user and require confirmation before proceeding, or
some other approach may be taken to avoid the user automatically allowing the use of
such facilities.

signature 2 A permission that the system is to grant only if the requesting application is signed with
the same certificate as the application that declared the permission. If the certificates
match, the system automatically grants the permission without notifying the user or asking
for the user's explicit approval.

signatureOrSystem 3 A permission that the system is to grant only to packages in the Android system image or
that are signed with the same certificates. Please avoid using this option, as the signature
protection level should be sufficient for most needs and works regardless of exactly where
applications are installed. This permission is used for certain special situations where
multiple vendors have applications built in to a system image which need to share specific
features explicitly because they are being built together.

http://developer.android.com/reference/android/R styleable.html#AndroidManifestPermission_protectionLevel
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« Each Android package (.apk) file installed on the device is given its own unique Linux
user ID, creating a sandbox for it and preventing it from touching other applications

(or other applications from touching it).

e

druxr—x——x
atin
druwxr—x——x

druwxr—x——x

druwxr—x——x
drwxcr—x——x
drwxcr—x——x
drwxcr—x——x
druwxr—x——x
druwxr—x——x

it cd Adatarsdata

app_2

app_5
app_b
app_§8
app_18
system
app_11

EN 22| A CHWindowswsystem32%cmd.exe - adb shell
sWApplicationsWandroid—sdk—windowsttools>adbh shell

2818-18-24
2818-88-31

2818-688-31

2818-A8-31

2018-A8-31
2818-88-31

2818-688-31

2818-A8-31

2018-A8-31
2818-88-31
2818-88-31
2818-88-31
2818-88-31
2818-A8-31

.
o[ ]
-t

com.test _android
com.android.providers.app

com.android.speechrecorde
com.android. inputmethod. 1

com.android.customlocale
com.android. inputmethod. p

com.android.providers.sub
com.android.providers ..drm

com.android.cardock =
com.android.camera
com.android.development
com.android.defcontainer
com.android.server.vpn
com.android.soundrecorder

A Look at a Modern Mobile Security Model: Google's Android Platform
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dPruxr—x———
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sustem
zshell
sustem
syustem
root

syustem
root
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syustem
sustem
root
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2818-88-31
2818-88-31
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2818-88-31
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2818-18-24
2818-88-31

mizc

local
app—private
hackup
property
data
dontpanic
system

app
dalvik-cache
lost+found

Directory Description

AMEA A ZE|A O] H0| MEE[= &

/data

/data/app/

AMEX A ZE2|AH 0] 10| 2X|E &

I

/data/app-private
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/data/data/your_package_name/

off e O1=2|#0[412 2ro|=ef2|Lt H[O|E{H[O] A7}

NEE= 82

/system Ze| O ZE2|AO|MO] HE k= T
/sdcard Qe XA EHA0 SDFLE
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. Android Security

Android Version Control

5% 4 - ' _ 5%
______ B Android 1.5
ndroid 1.6 B Android 1.6
sl 50% [ Android 2.0.1
B Android 2.1
B Android 2.2

25% AR 25%

[ -0
201004010415 0501 0515 OO o701 o075 0801 OBME 0901 0915201010001

Android 2.2 Figthom ‘ APl Level  Distribution
Android 15 3 9.7%
Android 16 4 16.4%
Andrid 21 7 | 40.4%
Android 22 | 8 | 334%
Android 2.1 X I
Android 1.5
Android 1.6
Othar®
Data collected during two weeks ending on October 1, 2010
* Other: 0.1% of devices running obsolete versions
http://developer.android.com/resources/dashboard/platform-versions.html
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We Create Good Software for People.
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Thank you!

Thank you for your interest in Software in Life Inc.
We welcome your ideas, comments, questions and requests.

Jang, Sun-Jin

E-mail: jangsunjin@softwareinlife.com
Phone: +82-10-4585-1770




