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2. OWASP FHYE AR

[] OWASP TOP10 2013 ESF FHokz w7 A}3)

OWASP Top 10 - 2010 (Previous)

OWASP Top 10 - 2013 (New)

1 - Injection

A1 - Injection

A3 - Broken Authentication and Session Management

A2 - Broken Authentication and Session Management

A2 - Cross-Site Scripting (XSS)

A3 — Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References

Ad - Insecure Direct Object References

A6 - Security Misconfiguration

AS - Security Misconfiguration

A7 - Insecure Cryptographic Storage — Merged with A9 2

A6 — Sensitive Data Exposure

A8 — Failure to Restrict URL Access — Broadened into =

A7 — Missing Function Level Access Control

AS — Cross-Site Request Forgery (CSRF)

A8 — Cross-Site Request Forgery (CSRF)

<buried in A6: Security Misconfiguration>

A9 — Using Known Vulnerable Components

A10 - Unvalidated Redirects and Forwards

A10 - Unvalidated Redirects and Forwards

A9 — Insufficient Transport Layer Protection

Merged with 2010-A7 into new 2013-A6

20103} 2013'39] =]l
2010 H ol S ™ A6: Security Misconfiguration ©] 2hA)| % a1
A9: Insufficient Transport Layer Protection ©] 20133 2] A6 <l
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HQF FoF 8 FVISW F ESAPI_WAF, ModSecurity, WebCastellum<=-

H2E SW2 A3 FASW HAAEES Bote] 57 T wAz

=2 WebCastellumE AFE-3te] HAEE Z8) it

[E 1. 24 20} &2 ZIHSW]

HEY Stack 2t =HIOIX| Hixl
ESAPI_WAF Linux/Window/Mac https://www.owasp.org/index.php/ESAPI_Swingset
ModSecurity Linux/Window/Mac http://www.modsecurity.org/

WebCastellum Linux/Window/Mac http://www.webcastellum.org/
[£ 2. 24 20F F2 SIHSW MEX| 7 H=]
= E] =5
20l | MSE0k a8 Document Support Product | Community [100]
[25] [25] [301 [20]
ESAPI_WAF 17.4 12.5 18.8 6.7 55.3
WEB/WAS
Hot ModSecurity 234 18.3 23.8 10.0 755
Security
WebCastellum 22.2 15.8 22.6 6.7 67.2
#* ZIHSW MAX|Eof ofsf MY = SISWIE ER/M SO 42 ot A2 ol
¥ [EHZE1)37ISW WebCastellum MAX|E HAE Znf
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1. WebCastellum £

WebCastellume =< WebCastellumA}lol <3 20093 7€ 20
WebCastellum 1.8.1HAS AlZto 2 1.83WA7IA A|ZH F/NSW
g ojZgA ol Wy =Z g ao|th (WAF - Web Application
FireWall)
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2. WebCastellum 1= % CIXiel
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[ IV-1. WebCastellum 28{F]

(N

_ﬂ'\'-_q—.__

e L

Protected
We b—Applicaﬁn

pood Reguest

bad Request
 piraeeny / cop

fﬁv.fad-saJ pagraoid

pem— Wébtasteﬂum

F[uh]‘
Repository

Pra-fPost-
Attack Log

[i_'l!pm beclod

expacted]
Reguest

Unprotected Web- Apphcahon

[2&! IV-2. WebCastellum C|X}ol 1]




[1 WebCastellum ¢ =39 7%

SQL Injection

Cross Site Scripting (XSS)
Cross-Site Request Forgery (CSRF)
Command Injection
CRLF Injection

Session fixation
Parameter manipulation
Privilege Escalation
Directory Traversal
System File Disclosure
Fingerprinting & probing

Brute force or denial of service attacks

© 0 0o o o 0o o o 0 o o o O

etc

[] WebCastellum A OS

JAVA 1.6°1% AL A Y3+ Linux, Windows, MacA| €9 EE
OSE A gt

% S71E0l AME HBE ool 21 M Ax

- http://www.webcastellum.org/
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[] WebCastellum 3+73

[£ V-1. HIAE SW |

SwW version
Apache Tomcat 6.0
Test Web Application(JAVA) 1.6
WebCastellum 1.8.3

[] Stack 37

[E V-2. Stack &t&]

Stack Clinet 0S IP Server 0S IP
A Ubuntu 12.04 121.162.249.88 CentOS 6.2 121.162.249.18
1] HW 37

[£ V-3. HW &t&A]

HZEAH 2EE CPU MEM Disk NIC

Gigabit
1Port

HP DL360G6 Quad-Core 2.40 GHz-2P 8GB 750GB
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Security 15 65
2UEHE 1 1
et A 16 66
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Fle Edit Search Run Options Help

04 0/200

5 il % BB

Aggregate Report

e Report

[ Include group name in label? | Save Table Data | ] Save Table Hoader

[212] V-2. Aggregate Report]

label | #8amplss hemge | bean | W%lne Win | Ma i % Thiaughput KBlsec
i 21162 8 12 B 3 ] 7] ] 0 13 3
[ \ I ) 1 ] m 1% Vs 1
Sample Average Min Max KB/sec
800 45 42 220 )
- HA& 42, A 220 , Ht 45
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M http/121.162.248.1 2/miniapp/1 392
136

116

106

Response times in ms
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00:00:00 00:00:24 0D:00:48 00:01:12 00:04:36 00:02:00 00:02:24 00:02:49 00:0313 00:03:37 00:04:01
Eiapsed time (granularity: 500 ms)

[212! V-3. Response Time Over Time Z12f=]

CPU Total nipall 2013-08-07
B User% M Sys% mBWait%
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Memory MB nipall 2013-08-07
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File Edit Search Run Options Help
e e — — - — e -
}U”H“ Q\E_H“H‘ \n‘l U\|If]\ H’r’"“:'“&‘ L "ﬁ!‘ :!b i:\f“ﬂ‘ |“1|?\'J3 = 04 0/200 T
? ‘;‘ ES‘T::;,‘ Aggregate Report
AT | name: [ggregate Report
g:: Cummgr!ls:
¢ & Write results tofile / Read from file
Filorame | [ sevse. | Lonmispiayon: [IEors CISuccesses | confiowe |
Label | #3amples | Averags | Median I 90% Line | Win | Max | Error % | Throughput [ FBlsec |
@ IhipA21. 762248120 | 800 3 ] 4 3 72 0.00%] 3 3isec| 1458
TOTAL | 800 3 ] 4 El 72 0.00%] 3 3isec| 145.8|
T [IIlll:llldeg[nllpllameilllal!el?| Save Table Data [v] Save Table Header
[ r
[ V-6. Aggregate Report]
H Label #8amples ! Ryerage Wetlian 0% Line Win Max Error % Throughput [Bisec ||
[!hﬂp‘iﬂﬂ 16224812 800/ 3 El 4 3 i 0.00% 33sec 145 Bi|
(ITOTAL ] 3 i i 3 7l 000% 330 1458

Sample Average Min Max KB/sec
800 3 3 72 145.8
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Memory MB nipall 2013-08-07
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[1] http://www.webcastellum.org/
[2] https://www.owasp.org/index.php/Korea
[3] WebCastellumGuideEnglish.pdf
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