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BE 1. 3/ISW goldlx ¥ HuE

m As of mid 2002, nearly three dozen software licenses qualified as
being open source, and thus FOSS, according to the defining
criterial of the Open Source Initiative.2 In practice, however, only
a small number of these licenses are widely used. Furthermore,
less frequently used licenses are often based on or closely similar
to more commonly used licenses. Table 1 summarizes a number
of differences between four of the most important FOSS licenses.
Additionally, the table includes the related concept of public
domain software and an example of a proprietary software license

that is notable for precluding the use of FOSS software.

Fublic Microsoft

Lizenss: (GPL | LGPL Apacha Domain | MIT2EULA

(=]
=
50

Froparty

a. Can ke stored on disk with other license tvoes v {bans FOSSP

LY

b. Can ke exscuted n paralel with other icense fypes v (bans FOSSP

c. Can ke exscuted on top of other license fypes v (bans FOSSP

d. Can e executed undzmeath other license tvpes vl [kans FOSSP

8. Source can be intearated with other license types [kans FOS5)P

f. User dacides if and whan fo publish derived code vl v

g Software cam be sold for a profit v

h. Binary code can ke replcated by users a5 desired

i. Binary code can ke redistriuied as desired

N ER N C CR R N EN E £
N ER N C C E N E N ER £
RN EN N R EN RN EN RN
S RN N ER E LN N AN

J. Binary code can be wused a5 desired by users

k. Mew users always receive sourcs cose of derved works

I Mew users receive full source modification Aghis for derived works

R L L L I L

m. Mew users receive full redistrinwtion pakis for dedved works

%,
L

n. Binary code can ke released without source code W v

LN

. Derved code can have a different tvee of license !

p- Onginal source can be inconeorated into closed source products o

! Prowided that both programs are filly and indegendently wsable in other unrelsted condexis

? Provided fhaf the hinary code has not bean previcusly refeased fo fhe public.

3 Provided fhat scurce code is always redisinbuted afong with fhe binary code.

4 The proprigiary Microsoff BIT ELLA is nof related fo the similany named MIT (XA4T) beense.

& Specifically bans wse of GPL, LGPL, Aristie, Perd, MoziVa, Netscape, Sun Communiy, and Sun indusiny Standands.
B The rights granded by LGPL do not necassanily extend fo the applizations fnked info an LGPL Fbrary.

T The LGPL does parmi re-licensing under GPL as 3 special case, but nod re-foensing wnder any other Neanse fype.

Lizense Acranyms:

GFL - GNU Ganeral Fuhiz Licenss (Microso®) MIT - Mobils Infamat Toolk#

LEPL — GNU Lesser General Public Licenss (EANT) MIT - Massachusafis Insfitufe of Technology
BES0 - Berkaley Softwars Disinbution EULA - End-User License Agresment
MFL — Mozila Public Licanss FOE5 - Free and Cpen-Sowrce Softwars
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GPL go]Al2¢} H <t

m GPL 2}o]Al2=(GNU General Public License) =HEoF F7]SWo
A 7 BESIE Al AREHE e ghelAlzoly GPL gholdliaes R’
e A2z E A 9F 8clem AR AHI jo
u, AA| AR oJEH GPL gholAlEs B 1FH &8
olgf o] tget 7T ES HEAfrskal AUtk

*GPL AR&AHAE  T1Fo] MER Qr
Agesa s Aasey 7o

o O =
2dHEA Q] Q3o EE], GPLL binary FZEE  AlEE  wj7hH

.

+ source FHE WAL AFsA ZFS ATES AREAR|
ofgtt. o] A AR AFER=7E AASA A
SHete]l FHlE wizhbA] AR WAS
T A=ESF §&S

— GPL 9] &8 bug Ame #F ARE FfHSHA Fo=
AOUERA Adke]l Aboln] 9] VI E

To% d9gs I

— GPL & GPL 7IWk& sk AREAAl SA4Q1 Wof

=
— GPL ¥ Proprietary ¢}o] t & Abgo] 7}ssit
22 & (Distribution Mixing) — GPL ¥ thE&  software & 0]

AZ/HA% (o] GPL software ¢} A8 SW & U3 s=tj~=9

oS
ol
ok

2 L (Execution Mixing) — GPL I} Y& software & FL3h
AFEY UEYSEAA  sAld &8st W (d:GPL ¥
proprietary 585 U3 PCoAA FAlo] +£8).

=58 W8 (Application Mixing) — GPL SW 7} th& SW 41 SW7}h

3h= An)a(durAE el 0S Au] <o) ALY non—GPL = Alold)

of o]&EHA A9 (o proprietary =9 #|Q] Microsoft Windows

Services for UNIX 3.0.9]°4 &%+ GPL &%)

A

o
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A H] 2~ W& (Service Mixing) — GPL Sw 7} GPL SW ©] A7
of o]&Ao] ofd UwtA XH|X(Generic Service)s A+ A5
(of]: Unix pipes)

== GPL source oA 7j¢E BE SW & GPL geoldlxE  7FA ok
gttt
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m  Application Descriptions describes the applications, provides

references for finding them on the Internet, and lists the 251
identified instances of DoD use of the applications, including email
contact points for each instance. The applications are organized
alphabetically by FOSS application. The application descriptions
include links back to the main index table to make rapid
browsing easier. The information in this table was last updated

on August 7, 2002.

Application Description Licanas References
CE = ADAPTIVE Communication Ervironment.
ACE is afoolkit for creating software to perform
cammon cross-glatiorm netwark communication R
tasks. ACE heles create softwars for p— =
ACE demutiplexing, event handlzr disatching, signal e =l .
01 axamele! handing, semvice intalzaton, interprocess ACETAD etecliveviw. Fiverace. comy
—_— comimLization, message routing, dynamic e, theaceork comiernsus
reconfiguration of distrbuted serdices, shared SEougiace
memary management, concurent execulion, and
process synchronzation. The TAD realtime
CORSA ORB is & major component of ACE.
TAD i= a standards-hased IE:'PEP-: 'Db.El:t ﬂ':"‘“““.':—i.‘ﬂhf‘. edu~schmigh
ACEORE (TAQ) | Reauest Brokes” (OR3) that allows programs ACETAD TAD M
[3 examples) located om mamy networed compuiers to work E— AP — |
together securely and in real-fime. nétec v, heaceork com
CID = Analysis Consale for Intusion Databases
ACID CID is a PHP-eased analysis engine used fo i -
o . saarch and process databases of secunty evenis GPL htteclwww. carl.orglidaiacid!
(1 xamele] generated by varous intrusion deteclion systems,
frewalls, and network monitoring tools
ANANDA = Advanced Marvland Awlomatic
Metwork Disk Archiver. AMANDA allows 3 sihgle
_AMAHDA masle-':a:kqa safver to back us large se-|15 o 28D hete: e amanda. ong/
1 examele] wiorksiations naning multiple versions of e
ANANDA can also use SAMBA to back up
Microzoft Windows 95/NT systems.
A wel server is the software that presents wek
pages to Intemel users. Apache = easily the most
Apache posular and widely wsed welb sarver (oeen o P S
(2% exameles) | closed sourca) o the Imtemied. | is popular for its CREETE bl v Spesche D
refiakility, security, rarge of features, and low
cost
Aulpcont sdaets software source code to many i r—
Autoconf e - hiiec v gru.ong’sofwarelautos
i1 examelel kit of Unix-like systems withaut manual user GFL —-E., —
=l intemiandion. —
~or sofiwane development, Aufomake gererates
ffﬂma:ml Makefles that are comeliant with GHU coding GFL
LT SxamgnE} standards
The default command line interface for Linu Itis i \ . |
: . - hitteiwww. g org/soffwareeash
{2 __.:'::_hlﬁ, used kot fo create scrpts (high level programs), GFL _quch ,..ﬁ!' H
Lesnamees) ard to interact dirsctiy with the oparatng system. —
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Basfills

1 examele)

The Bastille Hardening System is a packags of
aunct software that can ke used o "harden” the
Linux operabing system. The goal of Bastile is o
provide the greales: possible security while
keeging the system easy to use. Bastille currartly
supgons the Red Hat and Mandake Linue
disirieutions, and in |aie 2002 to early 2003 is also
expacisd to suepod the Dekian. SUSE, and
TureoLirmee distributions of Linwe Supgor: for the
propretary HP-UX cperatng system is also
plarmad.

(]
LY
I

hitecfwwn. biasdilie-linue o’
hiteclsowceforge nebiprojectelas

BIND
[3 examples]

EIND = Berkelzy Intzrrat Name Damain. ltis
EIND that alows easy-io-use LURL text namas
(e.g., place.com) fo ke used o identify wab sites,
instead of the lohg Aumeric addresses that the
azrnet itz2lf uses. Meady all systems and
cammercial sofware that conmect o the Intemst
wse BINT.

httecfwwm.isc ormteroducts/SINDY

G++ Booat

1 examele]

C#+ Boost is a web site that grovides a broad
range of free, pordakle, high-auality, paer-
reviewed C#+ sowce lieraries. The sie
emghasizes compatibdity with the C++ Siandard
Lierary, and holds mary candidates for eventual
inclusion in than likrary.

!jF.'-.'m h-—g-:r _tﬂl

I3 Benchmarka

1 examele]

CI5 = Cemter fof Inteme Sacunty. The CIS
Benchmarks are a set of documents thaf seecify
in gatail how to configure common operating
systems for maximum sacwity. An associated
callection of freeware Scoring Tools provide
awlomated checks of how dosely a given system
comes fo meeting the Benchmark specifications.
The Benchmarks documents ame developed and
mamntained using an easily-io-join community-
style llimied FOSS) development process
Howewar, the associated sconng fools are zemo-
cast freeware, mot FOSS, and are provided in
binary form only (no source code). (Ses the
H2ETS toal for a FO5S analog o the CIS
Scoring Tools.)

httpclveww. cisecurity o/

Colt

1 sxamele]

Colt is a free collection of high-gquality scenifiz
ard mathematical software written in Java. I
includes software for efficient data struciures,
daia analysis, Inear algelbra, mult-dmensional
arrays, histaprogramming, Morte Cardo
simulation, and garallel and concurrent
programmng. Coff serves as a consiantly
evplving repasitory for some of the best concepts
and desiges for such softwars

(]
=3

S
kaosches home cernchi~hoschs
kicalt!

Condor

1 sramele]

Condor is 3 computing ervircrmend thal allows
scenisis and engineers to hamess the capacity
of large colledtions of diskributed Unix systems
{wioeksiations and PCs running Linux of BSD) fo
salve erocessing-intensive proklems. Fulue
versiohs may slso work with Windows.

COPS

1 sramele]

CIOPS = Compuier Oracle and Password Sysiem
CIOPS analyzes Unix-fke sysizms for
wieaknesses.

hiteclvewi. Sripevive orgigandaifan.
Ehp

Grack
(3 examples)

Crack is wsed by network admins bo verfy the
guality of user gasswords by attemetng tokreak
or "crack” those passwords.

Ardistic

hitecvewiw. uazome. oraldemchian
- o

-]
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CV5 = Concurrent Versions System. CVS s a
ovs popular system for helping software development _ )
o . projects keeg track of the history and any multple GFL niiec e, cushome. aral
versions of the source code they develoe. TV
canm b= used in & wide range of project sizes.
Cngmaly developad by MITRE and later rzleased
as FOSS. Used by over S000 peopls fior
W callaboration. Currently being phased aul at N3A ) .
. . in favor of the commeercial Info'WorkSeace product MITRE AEEC) CA SOUPCETOrEE MES
from ezenia!, as par directions by Congress and
the Dol. The Info\WorkSgace product includes
elements of the CVW design
A sunsrisingly complete Linux-ike emulation of
Cygwin Unix and the Unix tool st fior use on Wi mdows
- . systemns. Cygwin providas access o useful Unix GPL
(2 examsles) tools and capakilities without regquiring users fo
restart their sysfems of go to another computsr.
oOD GHU DDD is idgr-:ch cal "I'_u:r'.-eh_:l ":-d:t:gg ny
» fools, 1t is noted for its akility So displa uayn GPL
Hexamelel | 47 in 3 converient chart famat. | —
Al i DjVulisre provides efficient distrieution and
PJ:I”L'hml dilsclag.' o{#mges in a variety of compressad GFL
[ sxamele] fiormats.
EADSIM = Extendzd Ar Defenze Simulation.
Combat develogers, materiel developers, and
op=rational commanders wse EADSIN
EADSIM simulations 1o assess the effectivensss of Theater o by adsi / !
i1 sxamele] Mizzile Defanse (TMD) and air defense systems [EADSIM] rochure. kim
againzt a ful sesctrum of exiendad air defzpse
threats. It i provided withou: chargs under 3
restricted community (versus FOSS] lcense
A full-functioned and popuar editing ool that is
E-sp-ecii ;' I.-EEI'_fl.I for :E'eaﬁ-'lg suamﬁ'.a'ectne'g ars
mukiele "familizs” of Emacs, such as GNU Emacs i rexten Ewareleman
) Emau . ard X-Emacs, for use in diferent environments GPFL b AR O e S
(£ examgles) Emacs also sueports language-specific
extenzions that are widely usad for development
in languages such as Java and C.
eTrust is a closed source network securily - P e mm
y sTrust : evaluaiion and monitoring ool with FOSS e e S| e T
[1 sxamele] [CpenSSL toolkit) origing. fCsr 2 red == -
Expact is a system admin and user fool for
awtomating and testing interactive Unx
Expect applications swch as telnet, fie, passwd, fsok, and Fuelic _ ] )
e Il FHegin. |t can be used fo ?'E'ﬂt]-' sirnplify and Diomain tecVespactnist gow
1T exampie) awiomate tasks that would ke prohibitively time weact]
comsuming and costly if dore inferactively by
peapls.
Thie Unix-ilz oparasng B350 cperating sysiems htec v, freehsd. oyl
are FOSS5 competitors to Linug, and ame notable Rttec . daemonrews.ora | 999
FraeBSD for having gemerally kigkar levels of relakility and qen & zdmral kil
{3 examgles) sacunty. CpenBS0, Net350, and Free350 are == P
best known. FreeESD is notakle for being highly A -'-_rhsd.,.-.
efficient when usad on PC [Penfium) compubers. Indtpclivevew. nesksd. ony
httpciwww. nesthop comiprodwcis/
gatzd shim! [current closed
(zatell provides network rowtng semvices, a - E VEFSION |
GateDl i : Closed from .
. routing datalvase, and support for a vanety of — it zduinte i
{1 cxamee) : * ’ sen (Gl | B S

roufing grotocols.

oco/main.kiml (eardier FOSS
VErSion |
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gawk |awk)]
2 examples]

gawk = GMU awk (Aho, Weinkerger, Kemighan -
the authors of awk). Gawk is the GNU version of
the awk file fransformation language. Awk is an
interpreted C-ike language with strong patiem
matching and capakilties, making i useful for
weriting guick programs to make minor
trarsformations on files. For larger or more
freguently used file transformations, Perd is
wsually a k=tzr choice than gawlk, since the mors
recent Pesd provides similas capabdites plus a
number of advanced featwes.

GFL

'g-EI\\‘I'C."I’.';'

GGG
(2 examples)

GCC = GMU Compiler Callection [formedy GNU C
Comeiler). GOC is a sute of compiers tha
includes C, C++, Cikjective C, Chil, Fortran, Java,
ard (in the next release) GNAT Ada. The original
GHLU C compiler dominates the C software

devalosment markst.

(]
-h
¥

hite-igoc.gru.ongl

GDE

DB = GHU Project Debugger. GOE, the GHU
Project debugeer, allows vou bo see what is going
on mside arother program while it execules o
whiat another program was doing af the moment i
crashad. GDE can ke wsed to stark vour grogram
with any options vou want, stoe your program
whien specified condifions ooour, examine the
siate of vour program afier stopeirg i, and
CHBMYE VouF Brogram temporanily 1o examive the
effzchs of possible fxes.

(]
-h
¥

httpclsowces. redhat com/gded

Ghoatscript
. les]

(zhostscript, along with its associated graphical
interface tools Ghostview and GSview, provides
viewny of postsenpt and POF documens

AFPL

httpciww. csmisc.edu~ghosd

GHAT
(2 examples)]

GHAT i= a FOSS imelemeniation of Ada &3,
Commerzial versions of GHAT [GMAT Pro Ada
95] and supeor are providad by Ada Core
Technokges, and fuly FOSS (GPL) versions ane
also avallable. A GHAT Ada front-end will also be
agded o GCC in GEC 3.1,

deciwvw. grat com!

T =
i y

hitecigoc.gru.ongl

GnuPG

[1 examele]

EAUPG stards for GHU Privacy Guard and is
GMLI's fool for secure communication and data
siorage. GaWPG is a complete and free
reclacement for PGP, It can ke used o encrypt
daia and 1o creale dighal signatures, and i
inchides am advanced key managemeant faciizy.
Becawse it does not wse the patentzd [DEA
algonithm, i can be wsad withowt any restrictions
GAUPG is a RFC2440 (CmeaP GP) compliant
application, providing compatibilty with PGP from
Al Inc

(]
-h
¥

hitec . grups argl

gnuplot
(3 examples)

gruplol is 3 command-diven inferacive function
plofing program that can be used to plot functions
ard data ponts i two or three dmensions and
many difizrent formals. Itis free, but not GPL,
desgite its name.

hite- v graplot infio/

grep

[1 sxamele]

GHL arep can ks used to search text files or teat
sireams for lines that match simels or complee
pattems.

hitpcwvw. gru. ongisofware'grep’
gre hirn

han
[1 examelel

hiZn comverts a takle of host computers into a farm
usakle as Intesmet (ONS) rames.

httpciwvw. crikan fisystemilineg’
mairiihind oldhZn-man.kim

HOETS

[1 sxamele}

HIZETS = Host-Onenied Securty Test Suits.
Proviges greater comsistency and repeatabilly in
sapurity {Esting of Unix and Uriz-like operating
systems by awtomating mary aspects of the
testing erocess.

=

r :: myprects HOETS
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1 examele]

graphical wser inferface called MajorCool is also
availakle.
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ImageMagick magehagick provides display ard corversion of T i S

[t zmmmele] | images in about 70 major fomats. Imagehagick | ACEC W M39EMaR oL O
JBDE = Java Agen: DEvelopment framewaork.

JADE JADE provides Java middlewars for crealing _ o
- . "muli-agent’ software that on multiele retworked LGPL hitecisharon cselt Mpnojects/adel
(1 examele] machings. JADE imelements FIPA agent

communication standards.
Jakarta Jakaria is a webk site that provides FOSSE Java
4 a IE] solufions for a wide range of aeplications and Agache . che
11 SaEmgre) problems.
Jaxen = Java XPath Engine. laxen is a Java and
Jaxen KWL development toal that interprets XPath P— e faner. ory
[ examele] expressions for mulple EML models, including = |/
OO, domd), EXML and JOOAM.
J3oss is a J2EE-comeliant web applcation sarmer
that provides middleware capakiliies (EJB and
JME) database conmectivity (JOBC), transaciions

JBoas (JTALTE), presentation (sendets and Java Serer EPL

[1 examele] Pages), and directosy services [JMDI). I March =
2002, Sun Micrasystams expressed sionger
supgor for geting the popular JBoss package
Java cerfified.

OO JOOM provides @ fast, easy-to-read way to ) )
. represant XML documents w Java, (JDOM iz 3 GFL hépctvwwew jdom . org’
(1 examele} hame, not an ackonym.)

Jikas aE - i httecfioss. coftware. bm.com/dave
{1 examele) Jikes is a FOSS compiler for Java. IPL CRETNNE DEEn I Es

iSIP [5IF = Java Session |mtaton Protocol. The [SIF o ]
., . library provides text-hased collakoration by users GPL hiiecisip sourceinrge nedl
[Lararele) inchuding Instant Messawng.
affs Kaffe s & FO5S5 implementation of the Java
Virtual Machine (JVM), which is the sofware that - i S
& H P - { & = _-lg_ il - = ]
[1 examele] inferprats Java software. (Sun JWMs are free but SR R
not FOS5.)
LaTeX [proncunced "lay-t2k") is a high-qually
LaTel fyeeseding sysiem, wilh features desgred for the _ ]
“ . produciion of technizal and scientific LaTeX hitecfwvew. |atex-project. ong!
[asavelesl | yocumentation. Itis the de facto standard for
wiriting and publishing soentfic documents
) Linux is a popuar Urix-like FOS5 operating
Linux system. It contains hundreds of individual 1oals, GPL it v i orgd
1% exameles) ard has maore commercial and applications
supgor than any other FOSS operating syshem.
Linux (Red Hat] | Red Hat s the most poeular commersial sowcs n —"
(3 axameles) for the Limue operating sysizm GFL i ihwwe: il com
hitec v linajourral.comiasticle
Linux firswalbs | Linux provides a variely of tools for creating GPL BheTsd=1211
1 examele) firewalls. v limuodoc ora HOWT OV
Firewal-HOWT O htm
Laof Lsod = List Open Files. Lsof lists amy cumranty Lsgd it Freshmest ratieriects lsof
{1 examele] open files or process commurications. == = e
GHLU md i= a3 "maces expandar” that can be usad
m4 to create lange sets of sounce code (such as web GEL
{1 examele] pages] with a shared format or visual look and
fizel
Majordomeo n{l.gf'raheis management of intzrrat

- maling lists. Once a listis sefup, nearly a il [——

Majordomo operations can ke performed remately by email. & GFL R

ool
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Thie GMU make utility awomatically determinas
maka which pieces of a large program need o be
(2 snameles) recompded, and isswes the commands to
recompie tem.
Maxima Maxima is a Common Lisg implementation of . MaL e as sduiusers/

[1 sxamele]

MIT's Macsyma system for compuser basad
algekra.

wisimaxima. kitml

MIMEsweaper

[1 sxamele]

MIMEsweepsr is a closed source product with
FOSS origns. It hooks for susgicious patiemns in
the mctual content of emails and communications
i help identify suspicious activifies.

htteciwww mimesweeger comided
ault ase

MRT G = Multi Rowler Traffic Grapher. MRTG
provides moniboring of traffic load on network

MRTG ! . L htipclpeoele es stz chi~oether
- . livks, and shiows the live status graphicaly using o iy "
Qesamsles) | |y images that can ke viswed over the biehtocis mrg iy, Faml

Ahzrmet
MTR MTR determines whether 3 network compater is nétpc i bitwizare plimie
(1 examele] availakle, and the ovetall qualily of the link fo i — - —
My50L is the world's most pogular FOS5
My SO0 databaszs. ltis fast, full-functioned, and precise W TS ——— —
(4 sxgmele] encugh to ke used in both heavy load and - —
mission critical apelcations
Neasua An easy-to-use, ful-functioned, and up-to-date i S
(3 examgples) remabe secuwEty scannser.
Thie Unix-liez opsratng BSD operaling systems el fesd.ory/
are FOS5 competitors to Linue, and ame notable = _“““'nf'h:_"n "
NatBSD for having generally kighar levels of reliakiity and nitecl v, daemonnais. oral 1§29

[1 sxamele)

securty. CpenESD, Net3S0, and Free3SD are
kst known. NetBSD is notable for being highly
poetakles across 3 wids rarge of comguier
platiomms.

Met3aint

[1 sxamele]

MetZaini monitors nstwork Linwe hosks serices
ard can aler: sdministrators of proklems via emai
whan a proklem asises.

nload vilcad moritors ard graphicaly displays real-time P
{1 sxamele) rietwork traffic and usage.
Mmap Mmag scans networks and maes out ther

2 axamples)

condigurations

|IZ.:I
T

hitel . insecure cranmac’

ko i5 3 Unix tool that shows the heaviest users

. ;nt{:-pl . of nefwork resources in ranked order, making it GFL st v ritoe. ariatap. him
1= BxaMplEs] eazy to ses hot spots or anomakous wsage
nttec i eecs udel sdul~nip/
i NTP = Metwork Time Protoool. NTR softwars htteciwww. eecs udel adui~mills'n

[1 sxamele]

provides the akility o synchronize i network
cameuter clocks precissly

(]

tabiim

Ootave
[1 sxamele]

GHU Octave is a high-level language. erimarily
intended for numerical computabions. [ provides a
corverient command ing interface for solving
limear and nonlirear groklems aumerizally, and for
erfarming other numerical experimetits Jsircﬂ;
anguage that is maostly comeatible with MATLAB
t may alsa be used as 3 kaich-orenizd languags.

|IZ.:I
T

hitecl v, octave org/
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Thie Unix-liee cperatng B850 operating systems
are POSS competitors to Linee, and are notakle
for having generally kigher levels of reliakility and
sacurty. CpenBS0, M350, and FreeB5D are — S "

OpenBSD best known. Jeen350 is notakle for is kigh ntle- v, dazmonnews. ory/1920
P . secunty, sueport for encrvetion, and an BSD Letfadiborial himl
[ xamele] excectonally rigorus self-awditing process. hitp vy, Fecksd orgl

Ceen350 has boen particuladly successhil at e g ral
avoiding the kinds of default secuity holes e
commanly encountersd when nstaling most

opsrating systems.

OpsnMap D:e-q".l'u:la: s.l_la'.'alj-saqs-halged BFCgFRMMEr's N ] b )
- . tool that allows Java apelication to access map penbls hitpoeenmap eln.comi
(2 snargles) data from older datskases and formats

CeenHffice is a sute of business office supgor
programs comearakls to MicrosoR Office, but
based on the open and easily exchanged XML
OpenOfiics format. CpenCrfice kegan as a free but closed- i _ )

o N sowrcs sysiem called StarCffice, which was GPL REtE v, a0 Mice oy
(1 xamele] hought by Sun Microsystems, who evenfually

made it fully FOS5. As of early 2002, OpenOifice
was still underyoing the transiton from dosed o
FOSE.

Ceen554 = Dpen Secured Shell. DpanS55H

.PEEHSEHI provides secure (encrypled) access to remote BSD httpc(iwww.openssh.oom
[ examele} reswork comeuters.

CeenS3L is a FOSS implemnentation of the
Seoure Sockets Layer (S50 v2vA) and Transpor
Opan3al Layer Security (TLS w1} protocals for secure e ol el
11 sxamele] commurizatons over the Intemet. [t includes a Caenldl | e wgesriz ooy
full-strenath. gensral-eureose Bhrary of
crypivaraghy software.
Perl = Practical Exiraction and Reporting
Language. A popular, funclionally rich Iniemet
Farl lamguass that is used in a wide range of - ncte- e gesl argl
[25 exameles) | apglicabonrs that include extraciing data from text SR -
reformalting documents, and infegrating sofware
COMEORSRis.
htteivwww.soriptsearch comPed!
Parl GGl seripia | Ped scrigts provide numersus furctions to suppodt GP _'1:?.3{5.15 amd IF,;.W sl
(1 examele] wek 5i23, including varicus fypes of seanch. — hitp-iawesd.comiscrints!
The Lightwaight Direciory Access Protooo
._Ffﬂ‘n'aip . (LDAF] iz 3 profocol for acoessing onime dirsciory GPL hstecivaviw pereap. cogf
1o eNaTRIES] | copvices. PerLOAP is 3 Pesl implementation of it
PHP PHF = PHF Hyeeresi Prepmcessor. PHP allows )
) . wek pages to mteract with users (2., o acoept PHFE e liveww. php. ned
(4 sxameles] ard diselay form data).

PingScan PmgScan scans networks 2o find all accessiele GF ﬂ;:;?;“'lfr i oraapes/Apeld

11 examele] SYSiEms — Jadahiml
Procmail supeors lists and automated ere-
Procmail pracessing of email, such as soring, selectng GF bt v, procmail ol
1 sxamele} ard re-fouting emails based on various criteria == — S
and conditions
) Cmail is a FOSS replacemant for Sendmial, the
Qmail program that ransfers emails betiveen computers Qmai ttp lmail goof comitoe i

1 sxamele}

on the Intemet. Omail has imgproved security
refakility, and performance features.
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R is a language and shvisonmen for statistics
comeuting ard graphics. [t provides a wide varety
of siatislical and graphical techniauzs swch as
) R linear arnd nonlinear madsling, statistical tests, GFL hétpciiwaevereroicct oral
(1 examele] time senes analysis, classification, and clustering. —
tis also known as GHU 5, a reference koth to its
use of the GPL and its similarity to the 5 siatistical
lamyuass.
™ 3 =i} j== 1] EF
Realfscura RealSeoure is a dosed souncs intrusion detestion = BEEI N ﬂé;‘;&:;:“gﬁi‘:ﬂ;;’;{
1= le] rocluct with FOSS ongins pEn Sl
[1 exame produc o girs. (RodSanuns ool
e R Pe—
- ovides efficient f sage dat: GPL e
(2 xamales) over extended penods of ime =0
RTLinux alows Linug and BS0 oeerating systems
- to reseond reliakly to fime-crtical applications i : o :
- . hitecliveww. fsmiaks comicommuni
.‘H:L'"”x . such a5 embeddzd device control ATLirwix _'1[?
(1 examele) instrumentation, and certain types of =
commurications.
RWhois FiWhais provides improved administrative - i P
il hiteciwvew rwhiais.net!
{1 examele] ideniification of users on @ nebwork. GAL -
htpc v vt omy!
smaller, mone comgact way to interact via - - -
RAVT A P y GF fivivvs. math fu
1 sxgmele] command Enes with grograms — Earin. deewieairtintn
Samba is a popular tool that allows Linue and
ESD ({CeenBS0D, Net8S0, and FreeBSD)
opsrating syskems o provide imvisily the sama
fle & irer services as Vindows sarvers ued €3 I
Famba e and printer services as Wine: - hitpclius 1 samba.ore'samba'sambs
(3 eyamoles) | SiMce the Limee and BSD cperating systems wers GFL e U5 —=
Lo SeDTes) generally more stakle tham early Windows NT e
sarvers, admnistrators ofizn imisibly converied
Wirdows servers to Linw-plus-Samba fo improve
nesweork reliakility
SARA SARA = Security Auditor's Research Assistant. ) )
P — SARA is a thind generation Unix security aralysis SATAN hifecfiwww-arc.comizaral
— fool that is kased on the SATAMN model.
SATAN = Sacurity Administrator Tool for i ) )
nalyzing Metworks. [Eis a first generation Uk . Etpclf  METORE. orgy demch
SATAN Anal Metworks. [t first ation L SATAN iteciwvn HJEZOnE OGP AemEn A
(2 examales] sapunty analysis fool that collects data on _ alyzis/sec-inchiools kimlz5.1
resreorked hosts.
SAXOM provides fools for processing XML, (XML
is the successor o the HTML used i most
Saxon nizret web pages.) H indudes an XML iE NPT : -
1 axamele) siahdards-comgliant X5LT pracessor, elus and 3
runber of usefl exensions, such a3 & Java
likrairy that erovides X5L-like erocessing.
SCA = Software Communications Archifecturs
This wek site provides standards for witihg code )
FCA for software-defined radic apelications. Thisisan | Community brs. =3 ail e
(1 examele] early afiort to promote sharng by providing an JEIEN] Iddocuments'zea himl
overall standards framework through which
cortrbuied softwars can woek and inberopsrats
sad = Tiream Sdifor. GNU sed can be used to )
extract or transform text in very large files, orin ]
aad incoming of cutgoing streams of text data of GE ed himl
(2 examgles)| indefirite length. Pes and awk (gawk) bath tipc v, dreamwyr comizag
provide more functionalty, but for simele filteding infoizad-fag. kim

ard corvarsions, 3ed is both fast and easy o use,
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SELinux = Securily Enhanced Linux, a sat of
Linux enhancemants developed speciizally by
SELmnux MSA o make Linue wsakle in @ broader range of GF T ———
2 examples] govemment and industry applications. [Maote: In - — —
conirast, NSA Sigral nteligence prokibils use of
Linus. )
Sendmail takes care of the achual transfer of emai
Sendmail messages katween Intermet computers. Sendma ] i )
o . iz the most wigsly used such program on the Sendmiail hite- v, serdmail. ora
(1 examele} atermet Umal provides a more sscunty-focused
FOSS alternative.
SNARE = System iMirusioh Analysis and
SNARE Feporting Envirgnment). An auditing and ntrusion - hite:(ww.intersectaliancs.comip
i1 examele] detzction module thist cam be adached dirsctv in GRL rojecisiSnars’
the Linux kemel
Snartis a muk-platiorm, ightweight, rule-based )
Snort t;m for :m-elilm'qg h=-=.|~|'. 2 LT.I'I.-EiCI"IE :b:u ELE oF w.ﬁ -
. wiorcs well on small rebworks, and can ke GPL hitevewewe. snoet craidocslisanap
13 examples) degloved guickly to help fll in network security _ _rlse-_'.:t =
hies when mew attacks emenge.
Souid improves wek performance for Unix and
Uni-like systems by inviskly providing loca
copies (caching) of freguently used files and
infoemnation from remode pars of the wekb. I
Squid supgars ful-faatured cromving (that is, invisikla N . ~
o el reglacement of requests for flles from remote sites GFL Inkte v cquid-cache ony/
11 exampie} with cogies of the sams= infoemation previously
siored locally) and caching for most of the major
wek grofocals and formats, incuding HTTP, FTP,
and wek sie names (LURLs), and also proxying for
S5L.
TelTk Telis a sorpling language for controling ] ] )
oa . comeuber devices, and Tk is a library fior creating B5D hbte vavewe. ol thi
(L examele] graphical mterfaces to those parts
Proide i i ftie . fip:ifip. porcuesine ora'puklssounty
, rovides monitoring an ritg of incoming - Thoe W TE
TEF;'.I'H:{PPEP reguests for ret-.-.w:-ac SERICES, adudi-'lg syssar, ,,..,TLF J . f'ﬁ'e.'s 'E'ELU.H o
(2 examples] finger, fip, telnet. fiogin, rsh, exec, tip and talk, Virapeers -ilrlaeipljrlﬂmre aralpuksacunty
Tomeat is a FOSS implementation of the officia
_‘Tnm::ai . "serviat contaner” f:u-F?.a'.-'a Sarvlets and Apache
(eramelel | javzServer Pages
Top Top &5 a standard Unix (Linux and BS0) tool for ~ '
e . determining which procasses are consuming the GPL P ——T—
most processing FEsoURnes ——

A Tripwire manitors kay atributas of files that should P S
I.E-I_:I';’_’:"IZE_, mot change and proviges alerts when thay do GPL ﬂ;ﬂw\m._ R !
Lesameies] change

VisAD = Visualization for Algorithm Developmani.
VisAD WisAD iz a Java lierary for interactve and ap Ikt ssec wisc.edu~hilli
i1 szamele] callaborative visualzation ard anralysis of s@a hitm|
numerncal data.
WOCAL = Vovids Open Communication
VOGAL Agplization Likeary. WOCAL provides tools and Viowid hiteclveveve. wovida. ora'apslications
11 sxamele) software for buldng sdvanced Inemiet telaphony ~ohed ‘downlzadsvocalhome kim
(VolP} applications
WTH = Visualization Toolkit. VTE provides 30
comeuter araghics, image processing, and .
WTK visualization. it has inferfaces fo mos? of the: major WK ki pulsliz kitware. com/\VTH/

[1 examele}

atarmet compuber lanauwages, and is used by
thousards of researchers and developars around
thie wosdd.
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Wekmin makes it posskle to do wek-based
remmiate of kcal system administration of Unix and
Urmi-ike systems. Using any krowser that
Wahmin supports tables and forms (and Java for the Fie ) . )
4 a Il Managar module], you can setue user accownts BN AEiEC VeViE WREMIRCOM
1T exampre} Agachs DNS, file sharing, and other common
systemn admin tasks. The wek server part of
Wekmin i wrtten in Parl, using oaly standard
Ped modulas
WekTAS = Wek-enakled Timeline Analysis
Eg'sl:e-'r. 'Neh'#.*':‘% proviges tools for EI‘IE}IE;! héte:www. webtas. com/
ata amd [oodmg for susgicious patems in the , BL=Rl NEELEE GO
.j.':ghT.d.S . data of koth large and s:'a :r:_;F;n zations —C:..T TT"JP?EP htfecliswsoklitions comiwebias sh
(1 examele] particularly law enforcement and sscurty LHERRal ml
agences. Itis free under a limied acoess
{community) icense
Weka is a collection of machire learming _ )
Walka algorishms for solving real-world data mining cF hiteclveveve.cs waikato. scnz~mil
(1 examele] problzms. Itis weitien in Java and rs on almost == wekal
any elatform.
WUETED WU-FTPD provides the akiity fo transfer files
- easily ["FTP"} betwesn compuiers on the lntermst P — . I
(1 examele] tis the mosi widely used program for providing WUFTPD | Ie W Waled or,
FTP capakilifies.
¥alan Xalam-Java and Xalan-C++ are X5 T-basad tools Aty ml.apache argixalan-j
i1 axamele] for comwarting XML documents into HTML, bext, or Agache hitpciwww.garshol priv. poddownlc
—_—— othier XML document fypes adimnltoolsierodXalan-C kim|
Xerces Xeres ir:srp:e_lr_sv;pi;es:- HML, wih :: Ef;r%l N
. . SWOCESS0F 10 L. ¥erces is avalakle for Java Apache gl apache.arg
(Gexaveles] | Zes and Wirdows.
XFraelf is a FOSS version of the X windowing
¥Fraclf system used in most Uno-ike systems, ncleding i ]
o &l Linux amel the BSD operating systems. It provides XfresBE hiteclvevev. xireedh. cryf
1T exampre} easy-1o-use, PC-Tke graphical displays and
controls for compuier wsers,
X Goki = a data visualization system for viewing
YGobi high-dimensional data. The most recent version is | ATAT Ogen al Rl
i1 examele] called GGobi. GGoki comeonanis inchide four Source hetp: i research.af. comfane
—_— FOSS heenses: ATET Qeen Source Licenss Licenss a=/shatizgobil
GPL, ESO, and LGEL
Xeatch provides tools for eredicting the likely . - in g [
i ::E.:'t'f:le' rl:lr::;é amatures of bath hearky and distant mﬁm Waee Rpatn)
2l iﬂ. Ii:ri‘,l'hn" FO55 -:;:rwwessi:n;nm'.a'e with a o ] ] .
. . icense that permils use i dosed sowrcs zik hiteclvavve.ozie cralzli
(£ examgles) producss.
Zope Zops iz 3 wek apelication server used ta create ) )
wek-based apelications such a3 intranats and L ATIEC WV DO P

[1 examele]

porals
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