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CUBRID 11.0

CUBRID 11.0 is the latest stable version that includes new featur gnificant changes and enhancements.

CUBRID 11.0

is a version with improved securi
is more stable, faster, and more convenient for administrators.
s a large number of critical bu
includes useful SQL extensions: Supporting RVC (Row Value Constructor) and various REGEXP functions.

include le refactoring and modernization.

CUBRID 11.0 improves security by providing data encryption and packet encryption. This version prevents abnormal data
y supporting table-based TDE (Transparent Data Encryption) and packet encryption between the driver and server.

CUBRID 11.0 is faster. This version supports hash scan and improves the performances by up to 10 times in join query that
could not perform index scans. By supporting the cache of search query results through hints, data change is minimal, and
the performance of the workload with complex queries is maximized.

CUBRID 11.0 improves administrator convenience by providing new functions for administrators. This version supports
statement-based replication through hints on the HA environment, improving the replication time when deleting and
updating a large amount of data. By separating the Java SP server from the DB server, the influence of the DB se i
minimized from the start/stop of the Java SP server. In addition, the DDL audit fu

be tracked.
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https://github.com/CUBRID/cubrid/releases
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* Change logsE EH

Change logs:

Enhancements

Security

A

] Implement "Transparent Data Encryption” (#2

] Implementation of secure CUBRID
] Apply SSL Broker/CAS to damson (
] Implementation of secure CUBR

] Add DDL Audit log

upport Row Value Constructor (#1564)
] Add support for REGEXP_REPLACE function (#

] REGEXP_SUBSTR function

] REGEXP_INSTR function

] REGEXP_COUNT function (
] REGEXP_LIKE function (#22
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Y Implement "Transparent Data Encryption”

Description
Transparent Data Encryption
Transparent Data Encryption (TDE) encrypts data stored in persistent storage (at rest) transparently. "Transparent” here means that users are not aware that encryption is occurring. In other words, if you use the TDE feature on your

database, it works the same as before, which means you don't need to make any changes to existing schemas or queries. All encryption and decryption occur when data moves up and down between memory and disk automatically
behind your back.

Background

With the authorization system provided by databases, only authorized users can access the data. However, if a malicious user accesses data directly by taking a database file or disk, data leakage can occur. If data is always
encrypted when it comes down (be flushed) to disk, this vulnerability can be eliminated. In particular, it is getting much more important as the cloud environment becomes more common. In the cloud environment, an administrator for
a database does not directly manage the physical equipment for the database but runs the database on an external infrastructure (1asS, PasS) provided by a cloud service provider. Or you can even leave the management of the
database to the service provider and use the database as a service (DBasS). In this case, there is a possibility for other than the DBA to be able to access the physical storage device, so sensitive data must be encrypted before
flushing to disk

One solution is TDE, an encryption method that is efficient because data is encrypted in the database kernel level and minimizes changes to applications. Other major databases already provide TDE feature though details like
encryption granularity and target are slightly different. And the government also recommends TDE for security.

Data encrypted together
TDE encrypts sensitive user data in tables. Encrypting user data in a table means that all related data have to be encrypted together. As the table is encrypted, the data that should be encrypted together is as follows.

» Indices created on Encrypted Table

» REDO, UNDO log for encrypted data

« Temporary data including join intermediate results or query results
» Backup of encrypted data

+ Data and fepheatieregs in HA environment

SQL Interface

You can use SQL to create an encrypted table with the additional table option, 'ENCRYPT'. Itll look like the following, which could be changed in detail later.

C30L= CREATE TABLE table_a (attl INT, attZ VARCHAR(Z0)) EMCRYPT[=AES|ARIA]:

CUBRID

1]
Io
(@)
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A= JHE Al 2l

« JIRAMIA S XH IN PROGRESS &EH2I New Feature 0Ol# =2l

? project = CBRD AND issuetype in ("New Feature", Improvement) AND status in ("In Progress", "REVIEW IN PROGRESS") ORDER BY summary ASC, created DESC

-10 of 10

T Key

CBRD-23902

CBRD-21614

CBRD-24042

CBRD-24083

CBRD-20152

CBRD-22111

CBRD-23852

CBRD-24069

Summary T

Clean up the unused parts related to grammer for Lex and Bison.
Enhance logdump

_ _ 1 1 O
Enhance view transformation View tra nSfO rmnation OI '|=| Il ?

Even if only the column name is given in where, it evaluates to true or false.

mplement overflow column Ove r'ﬂow COIu m n?

mprove performance monitoring

Performance degradation occurs due to the use of double-write-buffer when performing utilities such as createdb, addvoldb, loaddb, etc

Prevent emergency_patch -r if the active volume is sane enough

CUBRID
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HOW TO BUILD CUBRID JDBC Driver

CUBRID JDBC Driver Source Build Guide (ANT Build Project)

How to build 2AJt 8i=
ot 210182122 MICH=

=td £230| =Tt

| Sy N

24O
=

o
Lot

24O
==

¢ Windows

e Linux
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CUBRID APls / APIS-883
Failed to build since setting ANT environment variable wrong

SH BIAS ZE MG LI ZTH $HR

(1) ANT_PATH has to be found from %ANT_FILE% variable defined at the beginning of the build bat
file.

(2} but, It tries to find the ant from invalid variable %ANT%.

(3} Also, even if ANT_HOME is set correctly, It tries to find ant at invalid ANT_FILE

set ANT_FILE =ka4NT_HOMERMhD i ntfant —-— (11
call :FIMDEXEC ant AWT_PATH XaNTE -—— (23
it "EAMT_PATHE = ""
if “EAMT_HOME%" == ""
EEI;S ':'I[EEEF{OH] set environment variable is required. (AMT Or AHT_HOME)™ ANT_HOMEOI OH_l EI. ANT_pATHEI'J_I_
T else
call :FIWDEXEC ant AWT_PATH “¥AWT_FILEX" -—— (3] QEI'jl' LlLI- 11 jEI-gEHR?

]
i

\" CUBRID @




CUBRID EE3E X

Engine

cubnd

cubrid-manager-server

Culture
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Interface

cubrid-cci
cubrid-odbc
cubrid-php
cubrid-go
cubrid-python
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Tool

cubrid-manager

cubrid-migration
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cubrid-festcases
cubrid-festtools
cubrdci

Document

cubrnd-manual
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Interface
PHF Ruby ADO.NET Go
PDO Python Perl Node js
OLE DB ODBC JDBC ccl
Broker
Job Queving gannaelen Monitoring Logging
Pooling
Query Parser
& Optimizer Lock Cache
Object Transacfion
Manager Manager
Query Lock
Manager Manager
Storage Manager Loeg Manager
server

- . . s
- Archive Log

Data Volume Data Volume Temp Volume
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cubrid.org/manual/ko/11.0/

CUBRID Manager

CUBRID Manager GUI

CM Server

CUBRID Java SP

Java Stored Procedure

Server
Admin Utility

Create, Delefe, Add
Copy, Rename Volume
Load/ Backup/
Unload Restore
Compact/ Check/

Optimize Diag
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£ Contribution Guide (ko)

Overview

Preface

WORKFLOW WITH JIRA ISSUES
Introduction
JIRA 0|57 55 <OPEN>

0|7 +'Z (Triage) <Confirmed>

g T <In Progress>

ol 2|8 <Review In Progress,

Reviewed>
=gl 2t2 <Resolved>

Ol7F B2 <Closed>

WORKFLOW WITH GITHUB
Introduction
Git Workflow

Git 2% 2 &

\" CUBRID

>
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dev.cubrid.org

Overview

CUBRIDE @44 D2HEZR Ustxol 9S4 T2XEE Jjg T2 HAS 7|8to= S US|}
CUBRIDE| 7HEAE=2 2E4A L ZEME S St Y =15 0|23} CUBRIDEHE SHLt2| 2 Z2H
Eo =H 7|zt s L
Ol EMcEg =S 288 Me a2 i—?—% 2HOLD 7Y Zot0f O = §olE ¢ 7|2 A
T FEHOZ AELYUeULL Ol SME 7|8 o 2 o T 710 2Ho| 2 &2 e S E5HA HEst, 2
ME T=F/ET AMZI2E LT

s SHEMHELAEL RS HEHEE

. ZEHQ EMEO RSN 2TEY0E

e A= W=7 20} Held| L E5H7| &
CUBRID H¥ Z2MAE 12 £ =18 J|eto= SHE L}

® |ssue Tracking: JIRA (jira.cubrid.org)

* Code Repository and Code Review: Github (github.com/CUBRID)
CUBRID2| B = ZE2HE J|z37h HIA+HE JIRA O3 dd 227 AETHLLCE JIRAS] Issue
workflowt{| K2 £ E 2|, 24ots BAE AL 24 2 A2 AESH 240 24 2 3 BAY
ME GithubOl|M E3A] 444, Pull Request, 2E 2|5 E 53| ZE/Z T 2 EE 7% = CUBRIDY 2E&
SFEELICL & 2FE 2 A= 2HE5HH CUBRIDE AlS £ T A|ZLICL

JHE Z=2MIA FBH| CHe 23

ZF EEHI 2 J10d JH0IE
- JIRA Ol &tdit &4 LHE
- Ol+ &EH B ZX} 82l
- AL 2R
- NSzt 838
- QA ZIZE =2l
HIAE &10H Al ZXt
- =2 &8 JI0IE

« &l JIOIKL JI0IE
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Software

Softwarehttp://Jjira.cubrid.org/browse/CBRD- 28692

ar tmp[ PATH_MAX]: char tmp[ PATH_MAX];

¢ t len, suffix_len; std::size_t len, suffix_len;

o ,,
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Sy Create utility for Java SP server

Description

server without restarting the cub_server.

Proposal

Usage example

usage: cubrid javasp <command> [args]

hvailable command:

start [database-name]
stop [database-name]
restart [database-name]
status [database-name]

cubrid javasp status will show the following information

= The database name

= The process id

» The port number for which communicate with CAS
= Applied JVM options

When the java_stored_procedure system parameter is on, Java SP server is only able to start with the database server (cub_server) together. So there was no way to restart the java stored procedure

This work could be a preliminary task to add a system parameter to set JVM options for the Java se

| propose to develop a process that acts as a service utility of CUBRID. users can manage a utility b

Architecture Overview

‘CUBRID Utility

[IG__II_)DEJ 1
cubrid javasp [startstoplstatus] <db_name>

[aﬁsrmm P ] [ cub javasp [startjstopjstatus] <db name> ]

cub_javasp ‘

P ——

cub_server
T CUBRID Processes
H
Configuration File File stores pid and port number File for Log and Error
$CUBRID/conf/cubrid.conf $CUBRIDvar/fj $CUBRID/log/

javasp_<db_name> info <db_name>_java.log

<db_name>_java.err

CUBRID Files

The followings are added newly in the figure above:

cub_javasp: It has the main routine for javasp server process. it processes commands given by cubrid utility.

$CUBRID/varfjavaspljavasp_<db_name>.info a file to store pid and port number of running javasp server. When javasp server start, PID and port number are written in this file. From other
commands, cubrid utility reads this file and try to connect with written information to the running javasp server and check the status of the server.

$CUBRID/log/<db_name>_java.err: error message is written when error occurs in process of startup JVIM

Able to be managed by "cubrid service’ command: javasp server is a service utility so that users can register it in the service section in the conf file ($CUBRID/conficubrid.conf) and manage
this utility by “cubrid service” command.

In Standalone mode (SA_MODE), it operates as a thread in cub_server as before. In CS_MODE, users can start and manage the javasp server with the cubrid utility or the cub_javasp utility.

o ,,
> CUBRID
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cubrid-testtools
linux
i Fail Rate Unstable Case

This r I inc f i I L Bits Category Total |Testing |Success . |[Elapse Time Test Date -
Total New LS Fail Total New | Trend Verified

Rate Rate Rate
sql 15698 | 15698| 15698 0 o| 100% 0% 3012 [2021-02-25 00:22 0 0 0| 100%
sql_debug 15608 | 15698| 15698 0 o| 100% 0% 10532 [2021-02-25 00:23 0 0 0| 100%
medium 970 970 970 0 o| 100% 0% 232 [2021-02-25 00:21 0 0 0| 100%
medium_debug 970 970 970 0 o| 100% 0% 860 [2021-02-25 00:23 0 0 0| 100%
sal_by_cc 15698 | 15698| 15697 1 1| 100% | 1.00% 2921 [2021-02-25 01:10 1 1 +1|  100%
How to install CTP shel 2800| 2781| 2777 4 1| 100%]| 0.14% 13777 [2021-02-25 11:30 0 0 o| 100%
shell_debug 2800 2781 2772 o & 100%| 0.22% 26321 [2021-02-25 07:29 5 5 +5|  100%
Q IICk Start shell_heavy 100 100 a9 1 o 1009%| 1.00% 24612 [2021-02-26 15:10 0 0 0| 100%
shell_long 71 71 71 0 ol 100% 0% 60658 [2021-02-26 08:18 0 0 0| 100%
- . cci 321 321 321 0 o| 1009% 09% 15023 [2021-02-25 09:28 0 0 0| 100%
CTP/README.md for a quick start. : - ’
&4bits | cci_debug 321 321 321 0 o| 100% 0% 17853 [2021-02-25 05:17 0 0 0| 100%
. . . ha_shell 323 323 320 3 1| 100% | 0.93% 14109 [2021-02-25 04:58 1 1 +1|  100%
FLI nctlonal TE‘Stan GUICIE" ha_rep 15698 | 15504| 15503 1 1| 100% | 0.01% 32089 [2021-02-26 01:52 1 1 +1|  100%
ha_repl_debug 15698 | 15504| 15504 0 o| 100% 0% 59437 [2021-02-25 16:52 0 0 0| 100%
o S5QL/MEDIUM/SQL_BY_CCI isolation 6770 6752 6752 0 o| 100% 0% 1981 [2021-02-25 05:31 0 0 0| 100%
s Shell for Linux isolation_debug 6770| 6752 6752 0 o| 100% 0% 2539 [2021-02-25 01:02 0 0 0| 100%

s Shell for Windows

https://github.com/CUBRID/cubrid-testtools

\" CUBRID
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6 github-checks / license (pull_request)

(7) github-checks / pr-style (pull_request)
D github-checks / code-style (pull_request)
torage/file_manager.c o () agithub-checks / cppcheck (pull_request)
cifcircleci: test_sql —

Travis Cl - Pull Request S
. hometmj on 16
z, let m cifcircleci: build —
° wrlawodms on 17N
cifcircleci: test_medium —

i -i i for —
@ rovetmion 7 0 (Wembe continuous-integration/appveyor/pr

\" CUBRID
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What's Next?
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