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인터넷 측정
• 주요 측정 대상

– 링크
• 패킷, 플로우(Cisco NetFlow)

– 서버
• 로그, SNMP MIB

– 라우터
• 라우팅 테이블(RIB, updates), SNMP MIB

– 단말/사용자
• 공개/동의 사용자 데이터(트위터, 위치, 웹, 블로그, 검색, 쇼핑, 이메일)

– 종단간 측정
• Ping, traceroute, skitter

• 응용
– 보안

• firewall (snort, bro), IDS/IPS, DDoS
– 네트워크 관리

• Trouble shouting, performance management, capacity planning/traffic engineering
– 학문적 연구

• 트래픽 모델링(poisson vs. self-similarity)
• 인터넷 네트워크 토폴로지 분석

– 인터넷 센서쉽
• 이집트, 리비아
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인터넷 측정연구를 통한 발견

• 웜 전파
– CAIDA

• 인터넷 토폴로지
• 새로운 인터넷 구조
• 인터넷 검열
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2009 Internet Observatory Report

• By Arbor Networks
– C. Labovitz et al., “Internet Inter-Domain Traffic,” ACM 

SIGCOMM2010
– 110+ ISPs / Content Providers

• By Arbor Networks
– C. Labovitz et al., “Internet Inter-Domain Traffic,” ACM 

SIGCOMM2010
– 110+ ISPs / Content Providers
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C. Labovitz et al., “Internet Inter-Domain Traffic,” ACM SIGCOMM2010



인터넷 검열

• CAIDA malware monitoring

• CAIDA Ark

• CAIDA malware monitoring

• CAIDA Ark

7A. Dainotti et al., “Analysis of country-wide Internet outages caused by censorship, “ ACM IMC2011



인터넷 측정 관련 분야

Packet CollectionPacket Collection MonitoringMonitoring

Internet 
Measurement & 

Analysis
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Packet Collection Monitoring

IDS/IPSIDS/IPS AnalyticsAnalytics

Internet 
Measurement & 

Analysis

Internet 
Measurement & 

Analysis



관련도구

• Open source vs. commercial
• CAIDA

– Internet telescope

• Active probing tools
– Ping, traceroute, skitter, scamper
– Archipelago

• Passive tools
– CoralReef, flow-tools, tcpdump/wireshark
– Bro, snort
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• Passive tools
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인터넷 측정 연구의 이슈

• 대규모 데이터 처리
– 캡춰, 저장, 분석

• 고속 링크: 10 Gbps 이더넷
• 실시간 vs 비실시간

• 데이터 마이닝
– 보안, 성능, 장애, 비즈니스 인텔리전스

• 툴
– 오픈소스 vs 상용
– 파일시스템 vs DB
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인터넷 측정 데이터

• CAIDA
– 토폴로지 데이터

• IPv4/IPv6 by 
Archipelago

– 트래픽
• Internet core backbone 

links
• UCSD Network 

Telescope

• CAIDA
– 토폴로지 데이터

• IPv4/IPv6 by 
Archipelago

– 트래픽
• Internet core backbone 

links
• UCSD Network 

Telescope

M. Fomenkov and k. claffy, “Internet measurement data management 
challenges'', in Workshop on Research Data Lifecycle Management. Jul 2011, 
Workshop on Research Data Lifecycle Management.
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인터넷 측정 데이터: 예

• 패킷
– 10GE링크에서 1시간 측정시 4.6TB

• Cisco NetFlow
– CNU 1일 1.2GB

• 라우팅 테이블
– Routeviews in bzip2

• RIBS: 45MB every 2 hr -> 540MB for 1 day ->197GB 
for 1 year

• Updates: 1MB for every 15 minutes

10 10 

GbpsGbps

10 10 

GbpsGbps

10 10 

GbpsGbps

4.6 4.6 TBTB
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Gartner: 10 Key IT Trends for 2012
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http://www.gartner.com/it/page.jsp?id=1826214



분산/병렬처리 기술의 발전

• 분산컴퓨팅
– Google MapReduce, 2004
– 1 PB sorting by Google

• 2008: 6 hours and 2 minutes on 4,000 computers 
• 2011: 33 minutes on 8000 computers

• 병렬/멀티코어
– multi-core CPU, GPU, FPGA
– 40Gbps IP forwarding capability

• S. Han et al., “PacketShader: A GPU-Accelerated Software 
Router“ ACM SIGCOMM, 2010

http://googleresearch.blogspot.kr/2011/09/sorting-petabytes-with-mapreduce-next.html
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Why Software Is Eating the World
by Marc Andreessen, Aug. 20, 2011

http://online.wsj.com/article/SB10001424053111903480904576512250915629460.html

• Hewlett-Packard 
bought 
– Autonomy for $10 

billion

• IBM invest
– $100 million for big 

data analysis research

• EMC bought
– Greenplum for $300 

million

• Oracle bought
– Endeca Technologies
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• Open-source framework for running 
applications on large clusters built of 
commodity hardware

• Implementation of MapReduce and 
HDFS

– MapReduce : computational paradigm
– HDFS : distributed file system

http://www.google.com/trends/?q=hadoop

http://www.indeed.com/jobtrends?q=hadoop&l=

• Open-source framework for running 
applications on large clusters built of 
commodity hardware

• Implementation of MapReduce and 
HDFS

– MapReduce : computational paradigm
– HDFS : distributed file system
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Hadoop Technology

In-DB MapReduce

17

HDFS, HBase

Hadoop (MapReduce)

Pig, Hive

Avro
Ganglia, 
Nagios

http://info.cloudera.com/GartnerReportHadoopJanuary2011.html



충남대 데이터네트워크 연구실
http://networks.cnu.ac.kr

• 인터넷 데이터분석 프레임워크 연구
– Input: packet/flow/BGP 
– Output: statistics/analytics results

• Ex) top 10 heavy users, popular applications, favorite websites, anomaly detection

• 접근방법
– 오픈소스 분산 컴퓨팅 플랫폼 활용

• Google’s programming model, MapReduce
• Open-source system, Hadoop

• 이유
1. 대규모 파일 저장을 위한 분산파일시스템
2. 대규모 데이터 처리 및 분석을 위한 분산컴퓨팅

• More data usually beats better algorithm
3. 시스템 장애에 견고한 구조

• 인력양성
– Hadoop 관련 교육(2009 ~)

• Cloudera, Hadoop summit, Hadoop world, Strata conference
– Platformday, JCO 발표
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기존 인터넷 트래픽 측정 및 분석

• Packet
– HTTP request packet, DNS packet

• Abstract of a set of packets: flow  (Cisco router)
– (168.188.1.10, 61.10.1.1, 3000, 80) 1MB, 1000 packets, 30 secs

Flow Data

Routers High Performance Server

Storage

19

Packet Data

Fiber splitter



Hadoop 기반 인터넷 트래픽 측정
및 분석 시스템 구조

Institution 
A

Institution 
A

Hadoop-based Traffic 
Measurement and Analysis 

Cloud 
(Public)

Hadoop-based Traffic 
Measurement and Analysis 

Cloud 
(Public)

flow streaming data

Administrator A

Administrator B
Administrator C

Institution CInstitution C

Institution 
A

Hadoop-based 
Traffic Measurement 
and Analysis Cloud 

Hadoop-based 
Traffic Measurement 
and Analysis Cloud 

Hadoop-based Traffic 
Measurement and Analysis 

Cloud 
(Public)

Hadoop-based Traffic 
Measurement and Analysis 

Cloud 
(Public)

Institution BInstitution B

Institution 
D

Institution 
D

packet streaming data

collected packet file

packet streaming data

collected flow file

Slave

Master

Traffic
Collector

Web Visualizer

Pcap
InputFor

mat

Text 
Input/Out

put
Format

Traffic Analysis
Mapper & ReducerNetFlo

w

Traffic Analyzer 

HDFSHDFS Hadoop

Packets

Binar
y Inp
ut/Ou
tput F
ormat

Hadoop I/O Formats
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연구 결과
https://sites.google.com/a/networks.cnu.ac.kr/dnlab/publication

• 소프트웨어
– Hadoop의 바이너리 InputFormat 모듈
– Hadoop에서 pcaplib 패킷 처리 모듈
– Hadoop에서 Cisco NetFlow 처리 모듈
– MapReduce기반 IP/TCP/HTTP/BGP 분석 모듈
– https://sites.google.com/a/networks.cnu.ac.kr/dnlab/research/h

adoop
– https://github.com/ssallys/pcap-on-Hadoop

• 논문
[1] "An Internet Traffic Analysis Method with MapReduce", Cloudman workshop, April 2010
[2] “A Hadoop-based Packet Trace Processing Tool," TMA 2011, April, 2011

• 특허
• 관련연구

– NHN 
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Hadoop에서 IP 패킷 분석 방법

Parallel Packet Processor(P3)Parallel Packet Processor(P3)

Packet
Collector
/Loader

Packet
Collector
/Loader

Packet Analyzer
(Mapper & Reducer)

Packet Analyzer
(Mapper & Reducer)

packet 
trace file
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Parallel Packet Processor(P3)

Hadoop IO formats

HadoopHDFS

Packet
Collector
/Loader

Packet
Collector
/Loaderpacket

BinaryInput/
OutputFormat
BinaryInput/

OutputFormat
Pcap

InputFormat
Pcap

InputFormat
TextInput/

OutputFormat



패킷 처리를 위한 Hadoop
InputFormat

• PcapInputFormat
– InputFormat for pcap packet trace file
– uses pcap header fields to detect Split boundary
– can parse variable-length of  binary packet records

• BinaryInputFormat
– InputFormat for binary data files which contains fixed-lengh of binary records
– uses record’s length to detect Split boundary
– can parse fixed-length  of binary records

• PcapInputFormat
– InputFormat for pcap packet trace file
– uses pcap header fields to detect Split boundary
– can parse variable-length of  binary packet records

• BinaryInputFormat
– InputFormat for binary data files which contains fixed-lengh of binary records
– uses record’s length to detect Split boundary
– can parse fixed-length  of binary records
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Hadoop IO Formats

BinaryInput/
OutputFormat
BinaryInput/

OutputFormat

Pcap
InputFormat

Pcap
InputFormat

TextInput/
OutputFormat

HDFSHDFS

Packet
Analyzer

(Mapper&Reducer)

Packet
Analyzer

(Mapper&Reducer)



MapReduce

Hadoop에서 패킷 분석 구조 개요

1 TB

Reduce 
Task

Reduce 
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Map 
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Reduce 
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Reduce 
Task

Map 
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Map 
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Map 
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Map 
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Map 
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Map 
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Map 
Task
Map 
Task

HDFS
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MapReduce

TextInputFormat

TextInputFormatTextInputFormat
1 TB1 TB

TextText

HDFS
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MapReduce

Packet Record in HDFS File ?

1 TB1 TB

Separator ?Separator ?

Which Which 
InputFormat?InputFormat?

HDFS
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InputFormat 예제

Parallel Packet Processor(P3)Parallel Packet Processor(P3)

Packet
Collector/

Loader

Packet
Collector/

LoaderPacket

Chunked 
packet file

Hadoop 
IO formats

HDFS

Pcap
InputFormat

Binary 
Input & Output

Format

Binary 
Input & Output

Format

Text
Input & 

Output Format

Packet 
trace file

• Periodic flow statistics
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Parallel Packet Processor(P3)

Job2Job1Packet 
Analyzer
Packet 
Analyzer Map ReduceReduce Map

k:offset
v:Packet record

k:5tuple|(timestamp&mask)
v:bytecount, packetcount

k: 5tuple|(timestamp&mask)
v:bytecount,  packetcount

k: 5tuple
v:bytecount, packetcount, 
unique flow(0x01)

k: 5tuple
v:bytecount,packetcoun
t,flowcount,bps,pps,fps

Map ReduceReduce Map

Flow Generation Job
(sum counts per Flow)

Statistics Generation Job
(sum of bytecount, 

packetcount, flowcount per 5 
tuple)

Hadoop 
IO formats

Pcap
InputFormat

Pcap
InputFormat

Binary 
Input & Output

Format

Binary 
Input & Output

Format

Text
Input & 

Output Format



패킷 분석 도구

Traffic 
Analysis

P3

Command
MapReduce

Jobs CoralReef

Total traffic and 
host/port count 

statistics
PcapTotalStats

§ count up bytes/packets
§ emit unique IP/port and flow crl_stats –

Csource=[pcap file]§ summarize # of unique
IP/Port and flows

§ generate flows and count up 
bytes/packets

crl_flow –I –b –
Ci=[interval]
Csource=[pcap file]
/t2_rate -s
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Periodic flow 
statistics

PcapTotalFlow
Stats

§ generate flows and count up 
bytes/packets

crl_flow –I –b –
Ci=[interval]
Csource=[pcap file]
/t2_rate -s

§ summarize periodical flow 
statistics

Periodic simple 
traffic statistics PcapRate

§ compute periodic 
bytes/packets regarding 
IPv4/v6/non-IP per interval

crl_rate –Ci=[interval]
Csource=[pcap file]

Top N PcapTopN
§ sort	records and emit top N 
record

[command line] 
/t2_top –Sb –n[n]

Total count 
grouping by key PcapCountUp

§ count up bytes/packets per 
key -



실험

Type Nodes CPU Memory HardDisk

CoralReef Single 1 2.83GHz (Quad-core) 4 GB 1.5 TB

Hadoop
Standard 5 2.83GHz (Quad-core) 4 GB 1.5 TB

High-performance 10 2.93GHz (Octo-core) 16 GB 1 TB

Testbed

29

Worker 1

Master
1Gb Switch

Worker 2

Worker 3

….

Worker 10

Type # of Packet files # of Packets

10 GB 1 9.4 M

100 GB 1 92.7 M

200 GB 2 185.4 M

400 GB 7 441.1 M

Packet Trace files



Scalability
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Resource-
proportional 
Computing ! 
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결론
• Hadoop fits well into big Internet data analysis

• Hadoop 장단점
– One size does not fit all !
– MapReduce 알고리즘의 복잡성

• Aggregation 문제에서는 좋은 장점
• 복잡한 문제처리를 위한 MapReduce 알고리즘의 비효율성: TCP

– Hadoop 안정성/버전/성능 이슈

• 현재 연구
– Hive 연동 interactive 분석 방법 및 시각화
– 실시간처리: 인메모리, SSD
– 데이터마이닝기법 연동: Mahout, R

• The data center is the computer !
– More data usually beats better algorithm

• Hadoop fits well into big Internet data analysis

• Hadoop 장단점
– One size does not fit all !
– MapReduce 알고리즘의 복잡성

• Aggregation 문제에서는 좋은 장점
• 복잡한 문제처리를 위한 MapReduce 알고리즘의 비효율성: TCP

– Hadoop 안정성/버전/성능 이슈

• 현재 연구
– Hive 연동 interactive 분석 방법 및 시각화
– 실시간처리: 인메모리, SSD
– 데이터마이닝기법 연동: Mahout, R

• The data center is the computer !
– More data usually beats better algorithm

31


