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TRENDS IN OPEN SOURCE: MOBILE AND BIG DATA
DOMINATE WHILE SECURITY CHALLENGES ABOUND
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THE GLOBAL STATE OF OPEN SOURCE

“Software = Jearn 0 WRERN  “Open Source is Eating
is Eating the World” | %f‘“f“ ] the Software World”

Marc Andreessen Ibrahim Haddad, Samsung Head of 0SS

Open Source Projects Black Duck
2 500,000 KnowledgeBase
R * 1M Projects
1,000,000 - * 100B LoC
500,000 * 10M person-years
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COMPANY BENEFIT: LESS IS MORE

WHITE PAPER

Gartner___

Soracmec by Bmce dcx

publication Date: 24 January 2011

Survey Analysis: Ove
in the Adoption and L

Lurie F. Wurster, Bob lgot, Ze¥neR

er conducted a primary res

(excluding techindiogy 04 ST
goal was to determine curmt
uggest

The
sage habits. Reslts S
088y

tolower casts; A
12 auits 20 a key element in co¥

“Open Source is a ‘silver
| bullet’ that allows
simultaneous improvement
along the dimensions of
the “iron triangle” of cost
schedule, features.” |

Key Findings
+ Anresponding organizal

+ Executedin somed

+ cConsistentiyused il

o strategically used

o Used only a8 prota

+ More than halfthe 0rd!

17 sirategy, with neary

shorter gevelopment &
ownership was a key ¢
+ Thetop corporatewid,
(1) data managemen!
architecture, govema

« 0SS makes up neal
portiolio {apphcation
Hroportion of intemé

o Neadyhalf the e38

part of their busine:

e
S

gal

g3

%a

Bd
'\—-4.'—““"*-11"—‘.- LINTET

; -

Jeffrey Hammond,
Forrester

e from e
e reseeh R Guding Prvcpes on
osdsmariom_QUGs2ED

orgarizsion
Gt
oogyiabotor

daperience
Figoeu garnes sorA=<Ht

Average
g Best in class

3
© 20148
lack Duck Software, Inc. All Rights Reserved
BLACKDUC
K



OPEN SOURCE IS BECOMING UBIQUITOUS

Reasons Why Enterprises
et Choose Open Sourcel!)

30%

By 2016, Open Source Software Will Be

Included In Mission-critical Applications _ T (.. o oienises use Open Source
Within 99% Of Global 2000 Enterprises R Vail) iroieay for More Than Just Cost Savings

17% y

Tech Titans Depend Heavily on “ Google [ALHUY , Linked ]}

Open Source amazon || J @ d)\

Mobile Cloud Big Data Social

Every Major Tech Trend Is Impacted by B oo CrhEnbEp ey

open Sou rce openstack FPostgreSQL R : cassandra
o 77| Eucalyptus @ MysQL

Number Of Open Source Projects

2.0M
Growth in Open Source Projects L5 /
Follows Moore’s Law(? o5 '

0.0M

2007 2009 2011 2013 2015

(1) Gartner Report: “Market Trends: Open-Source adoption in the SMB market.
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FUTURE OF OPEN SOURCE
SURVEY KEY LEARNINGS



FUTURE OF OPEN SOURCE SURVEY

2014

the future of

OPEN




GENERAL PUBLIC LICENSE

The GPL family of licenses accounts for 46 percent of
projects

46%

Of Projects




WHY GPL IS OF CONCERN

used GPL code to customize * L& B

BROADCOM.
NS =
Broadcom’s standard Linux

distribution

embedded the code in one of its
chipsets

-

LINKSYS®

adopted this technology into its
WRT54G wireless broadband router

/ FSF accused Cisco
i

of a license violation

Source code CISCO bought LINKSYS
madei availlable by ‘? for $500M in 2003
AL LK
CIsCoO The Sto ry Developers modified firmware turning a low-

end ($60) device into a high-function router

continues...
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FAST GROWING MOBILE

New Mobile OSS Projects
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RISE OF SAAS

@) $920MM
$669MM 6 O %) Venture
Venture Saas to #1 from 2013 Investment

Investment
$398MM
Venture
Investment
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0SS: THE BASIS FOR SAAS BUSINESS MODELS:- -

U amazon  NTSFT ---free, but not a free
Constant Contact’ " lunch
Google e
Linked[[) SAAS Considerations
a ) | * Legal
<Y ‘{ Mainly new licenses
e Security
In OSS components
— » Operational
s Version management

Strategic

Keeping options open
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THE NEXT WAVE IN OPEN SOURCE:
BIG DATA, ANALYTICS, AND BUSINESS
INTELLIGENCE



THIS WAVE AND BEYOND

Black Duck’s Future of Open Source Survey found the
embrace of open source is expanding beyond the early
adopters
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LOOKING FORWARD - WHERE W/LL OPEN SOURCE

DOMINATE?

Drones Video Gaming

ya— .

RESOURCE |
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EXPANDING OS5 MARKETS

/6% Academic institutions

6/7/% Government agencies

45% Healthcare
organizations
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DOCKER: THE NEXT WAVE IN
VIRTUALIZATION



DOCKER

2013 Open Source Rookies of the Year
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https://www.blackducksoftware.com/open-source-rookies

DOCKER WITH BLACK DUCK

amazZon
webservices"

C BLACKDUCK

License

/
security 7

IBM' SmartCloud®
Defivered on the SoftLayor* platform
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SECURITY:
THE ELEPHANT IN THE ROOM



05S SECURITY CASE STUDY

4 IyCybevSecu ity Division/US-CERT \ ¥
Natlonal Vulnenability Database

automating vulnerability man Jemm ty measurement, and complia

|dentify

THE WALL STREET JOURNAL.

2. Track
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OPERATIONAL RISK

Corporate Catalog Risk Profile

OVERALL RISK  OPERATIONAL RISK  ACTION PLAN

E DETAILS

filter: Business Unit = Mobile Technologies;|IT % |

Version Status

Versions in Use Activity Status

30
21
20
. g
3 or more between 2
24 versions and 3 46
Versions

75 components: No community data available.

Version Status indicates a ACtivity 5tatus is an

Versions in Use, or Version

combination of the
version age and how
many releases it's behind
the latest release.

33 components have a HIGH
Risk Version Status: At least 48
months old and at least 10
releases behind.

Proliferation, indicates
how many different
versions of the same
component are in use.

© 2014 Black Duck Software, Inc. All Rights Reserved.

analysis of commit and
contributor activity.

21 components have a MEDIUM
Risk Activity Status: NO commit
activity for the past 12 months,
or there is only 1 contributor.

C BLACKDUCK



HOW SHOULD ORGANIZATIONS APPROACH SECURITY?

Awareness is the key

—

Visibility ,TDO

b

Automation

Preparation for the unknown
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CONCLUSION



OPEN SOURCE PROLIFERATION

 QOpen source is rapidly proliferating through everyday life.

And these sectors are increasingly benefitting from the
contributions of developers using open source.

* Entertainment platforms

* Mobile devices

- Home appliances

« Cars

* Robotics

- Wearables

 \Venture capital investment in open source organizations
increased from $398 million in 2011 to $920 million in 2013.

« We've gone from one billion connected places in 2000, to
five billion connected people in 2010, to the promise of 50
billion connected “things” by 2020.
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