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HIDING IN PLAIN SIGHT: THE RELATIONSHIP BETWEEN APPLICATIONS AND CYBER THREATS

GLOBAL SUMMARY: 5,551 networks znalyzed

aloalto
Retworks,

2,01 5 applications detected

16,809 threats logged

51.1 petabytes observed

Application Usage & Threat Report
11th Edition, June 2014

Download a copy at:
www.paloaltonetworks.com/autr

Social media, M,
email, video, file sharing

- -

High in threat delivery, S~
low in outbound threat activity \
Networking and web utilities
oH=el#o)ld vs., AVOIHBH | . e == -
I%=70 &4 High in outbound malware activity RN
\
EET 62% !
A WO oy =g 32% of Threat Activity |

28% 26%

Business applications

Heavily targeted

37 gsof 31% by brute force exploits

/D 28% of Threats

of Bandwidth

27%

'g'l":l" OH%EI ;ﬂolﬁ 180/0 of Threat Activity

REGIONAL BREAKDOWN of Bandwidth

8% A
% OF ALL APPS % OF ALL THREATS NETWORKING & UTILITIES of All Apps of Threats
32% 28%
30% 37%
3% 35% REGIONAL BREAKDOWN BUSINESS APPLICATIONS
34% 16% % OF ALL APPS % OF ALL THREATS

% OF ALLBANDWIDTH % OF ALL THREAT ACTIVITY

28% I 5% Avicricas
21% - 5% EUROPE

27% - B% ASIA PACIFIC
20% 0] 2% oapan

<< 37l sw 2ot 28 L= Tigt >>

14% 33%
13% 23%

14% 37%
17% 19%

% OF ALL BANDWIDTH % OF ALL THREAT ACTIVITY
27% AMERICAS 36%
25% "%
39 53%
32% i2%

REGIONAL BREAKDOWN

% OF ALL APPS % OF ALL THREATS

9% - 8% AMERICAS

9% . 6% EUROPE

9% B 7o AsineaciFc
10% . 7% JAPAN

% OF ALLEANDWIDTH % OF ALL THREAT ACTIVITY

13% 46%
30% 19%
17% 34%

14% [ 32%
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